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Abstract—Next-generation communication technologies such as fifth-generation (5G) wireless telecommunications systems enable the
expansion of digital connectivity across commercial, industrial, and national infrastructure; as a result, an explosive increase in the use of the
Internet of Things (IoT). In these highly distributed, autonomous environments, secure, scalable, and interoperable identity management
systems are needed to provide authentication, authorization, and access control (AAA) for billions of devices and users. Centralized identity
management frameworks have critical vulnerabilities due to their reliance on centralized architectures and traditional cryptographic
algorithms. Vulnerabilities include susceptibility to quantum attacks, single points of failure, and cross-domain interoperability issues. Post-
Quantum Cryptography (PQC) provides quantum-resilient security and Identity Mesh Architectures (IMAs) create decentralized and
distributed identity management frameworks that support autonomous and cross-domain deployments. This paper presents a comprehensive
analysis of PQC-IMAs through an examination of PQC, the IMA, security implications, deployment challenges, and future research
directions. PQC-IMA integration allows for the creation of identity management systems that remain secure, resilient, and fault-tolerant when
deployed in nationwide, large-scale 5G telecommunications networks and IoT systems. The solutions described in this paper can meet the
challenges posed by the emerging Quantum Era and achieve operational efficiencies in connection ecosystems that are growing more and
more complex and interconnected.
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I. INTRODUCTION

The emerging next-generations Communication
technologies - including the 5G Network and Internet of
Things (IoT) - have completely transformed not only the way
people connect with the Digital World through
commercial/Industrial avenues, but on a wider scale with their
respective National Governments. As the use of Dynamic
communication devices has increased on the world stage, so
has the need for ultra-low latency communication capabilities
through higher levels of interconnected device capability and
autonomous control of such interconnected device capability
supporting evolving Application Technologies (such as;
Smart Cities, Intelligent Transportation Systems, Medical
Networks, Critical Infrastructure) [1]. The Digital Identity is
built on these emerging Connectivity Wizard technologies and
it creates trusted relationships between the User, Devices, and
Network by assuring that Users and devices have been
properly authenticated, authorized and allowed access to
Network Resources. As the connectivity ecosystem continues
to evolve in terms of size and complexity, so too do the
growing requirements for Mobile Service Providers to fulfil
their customers' identities and build consumer Trust, through
High-Level Interoperability between Service Providers, along
with High-Operational Reliabilities, are not only a
requirement of the service provider, but also of the consumer.

The independence and increasing number of 5G and IoT
systems present additional cybersecurity challenges. The
digital identity systems currently in place mainly utilize
traditional (classical) cryptographic methods to determine the
security of information. The traditional (classical) methods of
cryptography do not provide sufficient protection against the
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computing capabilities of quantum computers being
developed today because of the way that quantum algorithms
impact existing public-key cryptosystems [2][3]. As quantum
algorithms to be able to break existing popular cryptographic
public-key schemes, long-term identity credentials and
authentication schemes be compromised. The impact of these
issues exacerbated in national connection areas where the
compromise of an individual's identity could impact many
sectors of the economy and society. In addition to quantum
threats, current centralized identity management systems
continue to have problems with identity spoofing,
unauthorized access, large-scale device compromise, cross-
domain trust management, etc.

In response to these challenges, there is growing
recognition that PQC a major contributor to providing long-
term security guarantees for digital identity systems. Secure
long-term digital identity systems can be built on top of PQC's
new generations of secure algorithms, which are impervious
to conventional and quantum attack methods. However, PQC
not solve all the problems associated with classical identity
models, since PQC solutions not remedy the design
vulnerabilities inherent in classical identity models. Thus,
PQC solutions must be used in conjunction with
decentralization to eliminate single points of failure and avoid
scalability restrictions in large-scale and high-density systems
(such as 5G or Internet of Things).

To deal with these types of problems, there has been an
increase in interest in establishing a Post-Quantum Identity
Mesh as a solid and scalable solution for managing identities
in the digital age. An Identity Mesh is an approach that
integrates Cryptographic Techniques, using Distributed and
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Decentralized Identity Models and Systems to achieve secure,
interoperable and self-managed identities within 5G
Networks, IoT, and National Interconnectivity Infrastructures
[4][5]. The architecture of a Post-Quantum Identity Mesh
represents a potential building block for the creation of
resilient Digital Infrastructure that meets the security and trust
requirements of future generations of connectivity systems by
reducing reliance on centralized trust models and increasing
the susceptibility of these systems to quantum-based threats.

A. Structure of the Paper

The paper as organized: Section II outlines post-quantum
cryptography for secure identity management. Section III
explains the design and architecture of identity mesh systems.
Section IV discusses their application in 5G, [oT, and national
connectivity. Resilience in the future, security considerations,
and obstacles are discussed in Section V. After a brief
literature review in Section VI, the article finishes in Section
VII with suggestions for further study.

II. POST-QUANTUM CRYPTOGRAPHY FOR IDENTITY
MANAGEMENT

Data encryption algorithms like Post-Quantum
Cryptography (PQC) attempt to ward off assaults from both
quantum and traditional computers. Traditional cryptographic
methods rely on number theory problems like discrete
logarithm and split integer factorization; PQC substitutes
these with methods that use a known mathematical structure
that many researchers think can withstand the fastest known
algorithm in quantum computing, such as Grover's algorithm
for discrete logarithm computations and Shor's algorithm for
split integer factorization [6]. Even though quantum
computers can crack several popular cryptographic functions
like RSA or ECC, PQC aims to create a new class of
cryptographic procedures that impenetrable to these
machines.
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Fig. 1. The Race for Post-Quantum Cryptography.

The usage of quantum computers would not be an efficient
solution to the complex mathematical problems used in PQC
shown in Fig. 1 [7]. Utilizing the five mathematical principles
of lattices, hashes, multivariate polynomials, codes, and
isogenies, algorithms for secure public key encryption are
constructed. Among these ideas, lattice-based cryptography
(or just lattice-based encryption) stands out as a potential PQC
contender due to its high level of purported resistance to
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quantum assaults, high efficiency, and dense implementation
[8]. At this moment, no polynomial-time quantum algorithms
exist to resolve the Shortest Vector Problem (SVP) or
Learning with Errors (LWE), the two main categories of
lattice issues. While PQC is designed to create a classical
cryptosystem that is secure against potential attacks from
quantum computing technology, it is not designed to use
quantum encryption (e.g., quantum key distribution) methods.

A. PQC For Identity Management

The usage of quantum computers would not be an efficient
solution to the complex mathematical problems used in PQC.
Quantum secure public key encryption algorithms are built
using the 5 mathematical concepts of lattices, hashes,
multivariate polynomials, codes, and isogenies. Of these
concepts, lattice-based (also known as lattice-based)
cryptography is arguably the most likely candidate as PQC to
provide excellent efficiency and density, combined with a
high degree of claimed resistance to quantum attacks. Shortest
Vector Problem (SVP) and Learning with Errors (LWE) are
the two main categories of lattice problems for which no
polynomial-time quantum algorithms are known to have
solutions. The purpose of PQC is to build a classical
cryptosystem that can withstand assaults from quantum
computers, although it is not meant to employ quantum
encryption techniques, such as quantum key distribution.

B. Differences Between Classical and Post-Quantum

Cryptography

While classical cryptography and post-quantum
cryptography are similar in that both algorithms have proven
to be secure for exact solutions, they differ in their approaches
to providing security against large-scale quantum attacks.
Classical algorithms rely on computationally "hard" problems
but also take advantage of an inherent "asynchronous"
methodology to provide practical security against quantum
computers. In contrast, existing asymmetric encryption
methods like RSA, DSA, or ECC are super-dependent on
computationally challenging problems that a quantum
computer can easily solve using Shor's Algorithm. Therefore,
this creates a vulnerability that could be exploited to decrypt
any encrypted data previously stored on a digital device once
high-capacity quantum computers become available.

Through the use of post-quantum cryptography, the
information and communication technology industries can
develop new methods of encryption to protect against the use
of quantum computers to attack existing methods of
encryption. For example, many of the proposed lattice-based
encryption schemes consist of data stored in spaces called
lattices that are not reversible, even using quantum computers.
Lattice-based encryption utilizes the inefficiency of
reversibility to efficiently provide security [9]. When
comparing the resource requirements of a classical encryption
scheme to those of post-quantum cryptography, and find that
post-quantum encryption schemes tend to be much more
resource-consuming than classical schemes. For example, a
lattice-based encryption scheme may require a key size of
several kilobytes, whereas RSA and ECC encryption schemes
use a few hundred bytes for their keys.

Moreover, PQC is backward compatible with classical
systems, making it the only differentiating feature of PQC
from Quantum Cryptography, as Quantum Cryptography
requires a quantum channel and quantum hardware. As a
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result, PQC provides a more practical and extensible path
toward Quantum Resistance.

C. Post-Quantum Cryptographic Techniques

New cryptographic techniques that can resist assaults from
both classical and quantum computers are required in the
future, as should be obvious to anyone keeping up with the
latest news about quantum technology, including quantum
computers and the possible dangers to existing cryptographic
systems [10]. In Table I, shows the two primary methods for
applying post-quantum cryptography:

1) Lattice-Based Cryptography

Advanced  Structure-Related The foundation of
cryptography lies on issues related to lattice structures,
including Learning with Errors and Short Integer Solutions
[11]. The leading post-quantum cryptographic schemes utilize
lattice structure as their mathematical foundation because of
the scalability and efficiency of creating digital signatures,
performing key exchanges and encrypting data across a
variety of industries using large networks (such as 5G/I0T).

2) Hash-Based Cryptography

Digital signatures can be generated using Hash-Based
Cryptography by means of secure hash algorithms [12].
Security, simplicity, and low complexity are some of the
advantages of hash-based signatures; however, there are
certain limits, such as the size of the generated signatures and
the management of keys for hash-based signatures.

3) Code-Based Cryptography

Cryptography that uses error-correcting codes—basically
just random linear code—to decrypt messages is known as
code-based cryptography [13]. These techniques have
historically provided cryptographic security and have shown
evidence of being resistant to quantum computing; however,
these methods also tend to require large-sized public keys. As
a result, storing and transmitting the keys can be difficult
because of the size of these keys.

4) Multivariate Polynomial Cryptography

System solutions of multivariate quadratic equations
formulated over finite fields are fundamental to these
approaches. Since multivariate methods permit quick
verification of signatures, they are mainly employed for digital
signature production [14], making these systems a suitable
option for identity verification, despite concerns of large key
sizes and the ability to maintain long-term confidence in the
underlying computational assumptions.

5) Isogeny-Based Cryptography

The basis of isogeny-based systems is the mathematical
structure of elliptic curves isogenies. Isogeny-based systems
typically result in shorter-sized keys than other schemes and
provide strong cryptographic security assumptions; however,
these systems generally still require substantially greater
computational effort than the respective non-isogeny-based
systems.

Hash-Based Secure hash | Simple design, | Large signature
Cryptography | functions strong security, | sizes, key
provably secure management
requirements
Code-Based Decoding Well-studied, Very large public
Cryptography | random robust  against | keys, storage and
linear codes | quantum attacks | transmission
overhead
Multivariate Solving Fast verification, | Large key sizes,
Polynomial multivariate | suitable for | limited practical
Cryptography | quadratic signatures adoption
equations
Isogeny- Elliptic Small key sizes, | High computational
Based curve strong  security | cost, slow
Cryptography | isogenies assumptions performance on

low-power devices

TABLE 1. POST-QUANTUM CRYPTOGRAPHIC TECHNIQUES
Techniques Security Key Strengths Deployment
Basis Challenges
Lattice-Based | LWE, SIS | Efficient, Parameter selection
Cryptography | problems versatile, strong | complexity,
security computational
overhead
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D. Applicability of POC in Large-Scale Connectivity
Systems

The deployment of PQC is now being recommended to help
provide security for large-scale connectivity systems such as
5G, IoT Ecosystems and National Communication
Infrastructure which have a large number of users, devices
and network functions that all require long-term secure
authentication/key management. The use of PQC allows for
a secure quantum-resistance mechanism for encryption,
digital signatures and secure key exchanges so that identity
credentials and communication channels remain confidential,
even from potential future quantum-based attacks [15]. In
addition, PQC also allow for secure device bootstrapping and
machine-to-machine authentication, as well as cross-domain
trust establishment, which aid in the operation of
autonomous/distributed systems. Additionally, while some
challenges exist with PQC, such as increased processing
requirements and larger key size, continued improvements
and hybrid approaches allow for continued, gradual
utilization of PQC in existing systems, allowing for large-
scale connector systems that are future-resilient to be
developed.

II1. IDENTITY MESH ARCHITECTURE AND DESIGN

The Identity Mesh Architecture is a Decentralized and
Scalable identity-management system that is applied to
distributed environments including 5G, IoT, and National
connectivity [16]. This model supports secure Registration
and Authentication of users through many different domains,
i.e., it distributes the Identity service and Trust relationships
among those that do not have a central Identity-Provider. This
model increases the resilience, interoperability, and
Autonomous cross-domain Interactions, and aligns with both
a Zero-Trust and Post-Quantum security posture [17].

A. Overview of Identity Mesh

An identity mesh is an evolved form of IAM (Identity and
Access Management) and it provides the ability for secure,
scalable, and interoperable management of identity across
disparate systems. In contrast to the traditional, centralized
model of TAM, which makes all decisions about identities
from one central point, an identity mesh uses decentralized
and federated approaches for its TAM architecture. The
architecture distributes identity services, policy enforcement,
and the establishment of trust relationships among multiple
domains [18]. This distributed architecture allows for a user,
device, and application to perform authentication and
authorization activities mutually, and independently of a
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single identity provider. Thus, this architecture builds a more
resilient, less reliance on a single point of failure.

The use of a mesh identity architecture allows for a more
dynamic approach to identity verification, access control, and
policy enforcement through interconnected identity services
[19]. The services communicate using the same standardized
protocols and share the same trusted frameworks, allowing for
seamless interoperability of identity across 5G networks [20],
IoT ecosystems, and large-scale connectivity infrastructures.
Additionally, since identity is treated as a core security layer
instead of as a centralized service, Mesh Identity Architectures
enable autonomous operations, cross domain access and
ongoing trust assessments, making them suitable for use in
new distributed digital environments.

B. Distributed and Decentralized Identity Models

A safe, privacy-preserving, and user-centric identification
system is necessary to manage an individual's identity due to
the digital transformation of society. The storage, verification,
and authentication of an individual's personal information is
usually handled by a third-party organization in traditional,
centralized identity management models [10]. Problems with
data breaches, identity theft, individuals not having control
over their data, and inefficient cross-platform interoperability
of identity systems are all outcomes of these systems'
centralized design. A new alternative for Identity
Management is Distributed Ledger Technology (DLT) (Fig.
2) that allows individuals complete control of their data using
a decentralized platform, such as blockchain technology [21].

Distributed Ledgers

Node A Node B
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Fig. 2. Distributed Ledger Technology

A decentralized identity management system that is built
on Distributed Ledger Technology (DLT) wuses the
fundamental components of SSI, DIDs, and VCs to create a
system that is trustless, transparent, and resistant to tampering
[22]. Digital ledger technology (DLT) has improved privacy,
security, and user sovereignty by letting users safely
communicate their own identity data with trusted parties of
their choosing, without engaging or being manipulated by
third parties. DLT also creates an immutable ledger for all
transactions, ensuring the integrity of the data contained
within it and allowing it to be certified.

A decentralized model could change the way industries
operate, including how do business, conduct healthcare, and
manage governments. The decentralized model allows secure,
permission-based identity management across multiple
networks and eliminates the need for centralized databases
through a DLT [23][24]. The development of innovative
cryptographic methods such as ZKPs allows users to
demonstrate their identity's attributes while also ensuring
confidentiality of their private information.

©2023-2025, IJARCS All Rights Reserved

New opportunities for building and sustaining digital trust
arise as a result of the DLT-based approach to decentralized
identity management, which offers a chance to address
scalability, interoperability, and compliance issues within the
present legal landscape. A more sustainable and safer
alternative to the conventional approach of managing
identification is emerging with the rising deployment of DLT
based identity solutions. This provide individuals greater
control over their digital life.

C. Comparison with Traditional Identity Management

Centralized or federated identity and access management
(IAM) architectures are used by conventional IAM systems.
In these IAM approaches, identity verification and access
control are administered by a few reputable identity providers
[18]. The reliance of these conventional IAM systems on
centralized directories, certificate authorities, or federation
protocols imposes barriers to scalability; introduces single
points of failure; increases risk of large-scale attacks; and
creates challenges for real-time autonomous decision-making
in rapidly changing technology landscapes characterized by
massive  device  connectivity and  cross-domain
interoperability that are features of 5G and IoT system
environments Upon review of ISO standards that relate to
IAM, many industry groups point to three significant
weaknesses of existing IAM solutions.

A mesh of identities offers to decentralize authentication
and authorisation using multiple domains spread across
Identity Services and Trust Relationships that may spread out
across multiple Domains. With this design methodology,
identities could be verified dynamically as they would be
residing in heterogeneous systems. Instead of using a central
authority to manage the services, an Identity Mesh
Architecture offers to use distributed systems of trust. Using
these types of distributed trust relationships provides
additional resilience, scalability, and flexibility capabilities
compared to traditional models (i.e. a single point of service)
while failing to provide autonomous/automated networks[25],
machine-based systems for interaction, or address the
challenges of continued security through the use of post-
quantum Cryptographic Techniques.

IV. IDENTITY MESH IN 5G, IOT, AND NATIONAL
CONNECTIVITY SYSTEMS

Through decentralized identity management, Identity
Mesh allows the development of large scale, interoperable and
distributed infrastructure for 5G, Internet of Things (IoT), and
Network Connectivity (NC) with multiple national borders
[26]. The distributed infrastructure provides secure identity
verification, secure interoperable identity exchange with other
domains, and a high level of Trust with Resilience through
Crypto-based security.

A. Identity Management in Autonomous 5G Networks

With the 5th generation (5G) technology enabling ultra-
low latency, and high-bandwidth communications between
different types of devices with limited resources on an
unprecedented scale, it has resulted in a digital environment
consisting of ultra-high-precision devices connected to each
other. The emergence of this digital environment has led to the
establishment of many application domains including
autonomous  vehicles and smart cities, robotic
industrialization and remote medical treatment. In addition to
increased deployment activities an inherent challenge in
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developing, controlling and administering authenticated
identities and entitlement to access for billions of digitally
connected devices need to be addressed from a secure,
efficient and scalable standpoint [27]. The concept of IAM
play a key role in establishing MDP as a foundation for
managing trust, privacy and security within IoT (on 5G)
networks as it relates to selecting the appropriate
authentication type, the potential of extending machine
identities[28], device-to-device communication, and multi-
tenancy services (to the MDP). The deployment dynamics of
IoT devices and infrastructure and the way in which they may
be dynamically authenticated, authorized and managed
throughout their operational and lifecycle by utilizing the
advances in technology (e.g., SDN, NFV and SBA) present
new complexities not previously experienced.

The computing power, memory capacity, and connection
availability of IoT devices are often limited, in contrast to
more conventional mobile or IT devices. Such limitations
make it harder to implement a centralized identity system and
standard Public Key Infrastructure (PKI). Furthermore, most
IoT devices need to be able to move freely and independently,
which means they need to be able to securely switch between
networks and edge nodes, oftentimes without any human
involvement. This highlights the importance of having
scalable, lightweight, distributed identity and access
management tools that can understand context [29]. The
design of the 5G network presents additional difficulties. With
the advent of new capabilities such as network slicing and
multi-access edge computing (MEC), trust boundaries are
becoming more fragmented. As a result, identity and access
management solutions must be able to support tasks such as
credential management at the edge, and federation identity
resolution. Interoperability and standardization in identity
provisioning and access policy enforcement are necessary due
to the large number of devices and domain participants in the
5G-IoT ecosystem, including mobile network operators, cloud
providers, and third-party service vendors.

B. Post-Quantum Identity for loT Ecosystems

Compared to traditional mobile and IT devices, IoT
devices typically have limited resources, including a limited
amount of processing power, memory, and availability of
connection. The constraints of these resources make it
impractical to use standard public key infrastructure (PKI) and
centralized identity management systems. In addition, the
requirement for IoT devices to be mobile and operate
independently from humans means they must be securely
transferred from one network to another and connected to edge
nodes without human involvement [30]. Therefore, there is a
need for IAM features that are distributed, lightweight, and
able to understand context, to be scalable and to provide
flexibility. The 5G Network Architecture poses even more
difficulties. IAM solutions need to be able to handle
credentials at the edge, provide federation for identity
resolution, and enable cross-slice authentication due to the
fragmentation of trust boundaries caused by new capabilities
like MEC and network slicing [31]. Furthermore, due to the
high volume of IoT devices and 5G-IoT ecosystem
participants like cloud providers, mobile network operators,
and third-party service vendors, there is a pressing need for
standardized identity provisioning and access policy
enforcement, as well as for interoperability between these
systems.
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Post-Quantum Identity Models utilise Quantum-Resistant
Cryptographic Primitives to secure the life cycle of IoT
identities, from Device Registration through to Device
Authentication, Authorisation and Secure Communication.
This approach requires a lightweight and scalable model to
support the limited resources available to IoT Devices
[32][33], while allowing for decentralised and autonomous
operation. Through the integration of Post-Quantum Integrity
into Identity Models, IoT ecosystems able to create Future-
Resilient Trust and allow for Secure M2M communication
and ongoing Protection of Digital Identity in the Quantum Era.

C. Cross-Domain Identity in National Connectivity
Infrastructure

Many different types of Infrastructures Connect to the
Nation's Telecommunications Systems, Shipping and Public
Sector through Cloud Services and Critical Infrastructure. In
this context, the ability for organizations operating under
different government authorities to verify and authenticate
Users and Devices is necessary for Secure Seamless
Interoperability  [34][35]. Unfortunately, for many
organizations their current identity Management approaches
still function within Silos, creating barriers to Success and
Limitations on growth within the Global Market.

By establishing a Federated/Decentralized Model of Trust,
Cross-Domain Identity Management Frameworks can
overcome the Obstacles to Successful Cross-Domain Identity
Management [36]. This Method also provide an additional
layer of security by implementing Post post-quantum
cryptography and facilitating continued Support for Secure
Services, Policy Enforcement and Interoperability across
National Connectivity Infrastructures.

V. SECURITY, CHALLENGES, AND FUTURE-RESILIENT
INFRASTRUCTURE

The security benefits, installation issues and future areas
of study for identity Mesh Architecture in 5G, IoT and
National Connected Systems have been discussed within this
section [37]. Decentralized/post-quantum identity
Frameworks provide benefits to increase resiliency of identity
mesh, identify practical constraints to those benefits and
formulate ways to develop secure, scalable and future-ready
digital infrastructure.

A. Security and Resilience Implications

Identity =~ Mesh  Architecture and  post-quantum
cryptography create stronger levels of security and resiliency
within 5G and IoT systems as well as national systems for
connectivity [38]. By providing decentralized methods for
verifying an individual’s identity, these systems eliminate the
potential for a single point of failure and support continuous
authentication and dynamic enforcement of policies that
strengthen operational resilience. Additionally, through the
use of quantum resistant methodologies, these systems can
protect users against the upcoming threats posed by cyber and

quantum attacks and facilitate secure autonomous
communications between users, devices and network
resources.

B. Deployment Challenges and Limitations

Although Identity mesh technology provides many
benefits, implementing the systems presents many challenges.
Interoperability with legacy IAM solutions (such as RSA
token  solutions), multiple  individual  networks
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(heterogeneous) and differing cross-domain administration
policies make integration difficult [39]. Furthermore, IoT
devices and edge nodes with limited resources may be
impacted by the increased computational and communication
demands caused by post-quantum cryptography. Finally,
because there is still no robust set of standards, no clear
regulatory direction or no operational experience available, it
difficult to deploy Id-Mesh at a large scale.

C. Future Research Directions.

To be competitive in the emerging and rapidly-maturing
field of IoT cryptography, future research should address new
cryptographic approaches and concepts that are lightweight
and energy efficient enough for use on low-powered loT
devices. Additionally, future research need to build upon
existing initiatives to create adaptive identity mesh
frameworks, automate trust management processes, and
facilitate cross-domain orchestration [40]. Finally, as the
commercial —marketplace matures, there increased
opportunities for stakeholders to pursue standardized
approaches for building interoperable, scalable identity
infrastructures that can resist both classical and quantum
threats.

VI. LITERATIRE REVIEW

The purpose of this section is to present a summary of
recent findings in 5G and IoT security and identify gaps that
led to the need for post-quantum identity solutions as
illustrated in Table II.

Sebestyen, Popescu and Zmaranda (2025) Recent studies
published from 2021-2025 have provided a thorough
examination of current security issues for the IoT arena,
highlighting how the IoT security landscape continues to
evolve. This review identifies the primary areas of focus,
associated challenges, and suggested solutions, based on
recent research. Additional classification of IoT security
studies yielded six priority areas: Among these areas, 35.2%
are new technologies, 19.3% are secure identity management,
17.9% are attack detection, 8.3% are data management and
protection, 13.8% are communication and networking, and
5.5% are risk management. This percentage breakdown of
research indicates where the research community has been
directing its attention and signifies areas that warrant
additional attention in future research. The review indicates
that there is a strong emphasis on integrating advanced
technologies in order to improve Security for IoT Systems,
while also recognizing that there continues to be challenges
associated with integrating these technologies into the
respective application domains [41].

Hoque et al. (2025) provides an in-depth analysis of how
UE (User Equipment) to UE communication in a 5G network
uses PQC algorithms chosen by NIST. This study investigates
the different digital signature techniques and Key
Encapsulation Mechanisms (KEMs) used by PQC algorithms
in real-world network scenarios utilizing a Complete 5G
Emulation Stack (Open5GS and UERANSIM) and TLS
(PQCE-Enabled Version 1.3) (using BoringSSL and the
libogs library). Performance is evaluated in terms of
handshake latency, usage of CPU and memory, amount of
data transferred, and the number of retransmissions that occur,
with changes in configuration or client loads. As a result of
testing, and found that ML-KEM and ML-DSA perform the
most efficiently in terms of using the best configuration for
application usage, while SPHINCS+ and HQC combinations
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produce the highest amount of calculation and transmission
overhead and, as a result, may not be appropriate for security
critical but time-sensitive applications in a 5G environment
[42].

Zhang et al. (2024) A lattice-based approach is the one that
has been suggested for PQ-IDS. This formulation of the
Difficult Problem of Lattice Assumptions is based on the
discrete Gaussian sampling technique and Bimodal Gaussian
distributions. These guarantee that the proposed scheme is
able to withstand quantum attacks to keep IoT devices safe
during communications. In addition, the use of IoT device
identity in the signature process guarantees that the
information proving ownership cannot later be denied, thus
proving ownership and guaranteeing that the information is
not transferred without the original owner’s permission. A
thorough security proof proves that the proposed PQ-IDS
possesses the security properties of being unforgeable, non-
repudiable, and non-transferable. Efficiency and performance
comparisons show that the suggested PQ-IDS scheme is well-
suited to Internet of Things (IoT) applications [43].

Wazid, Das and Park (2024) presented a few examples of
the possible uses of the new quantum cryptography-based
framework are mentioned. The article also provides an
overview of why quantum cryptography provides better
security than conventional means of securing information
over a public channel. Examples of how a typical blockchain
works, its various applications, categorization of a blockchain
by types, a depiction of the layout of a traditional blockchain
are noted. Quantum computing's characteristics are further
detailed, along with their possible detrimental effects on
blockchain-based systems' security. Lastly, different quantum
key distribution schemes, digital signatures, and hashing
methods are compared with regard to cryptocurrency security
[44].

Mehic et al. (2023) provides a comprehensive overview of
the Network Protocols, Interfaces, and Management
organizations' (NPIs) security concerns in 5G networks, as
well as formal approaches to address these concerns. Primary
focus is on the design, implementation, and practical use of
Quantum Key Distribution (QKD) Networks after provide an
overview of the fundamental concepts of QKD. Next, describe
the overall structure of QKD Network Architectures and QKD
Network Components, including the various standards
associated with each component; finally, present a summary
comparison of QKD Techniques and Current Solutions to
Quantum Key Distribution that are applicable to existing
Security Frameworks such as VPN's (e.g., IPsec and MACsec)
and describe the key features of each. Additionally, examine
the Requirements, Architecture and Approach to Building an
FPGA-based Encryptor for use in executing Cryptographic
Algorithms using Security Keys [45].

Pons et al. (2023) this manuscript provides an overall
picture and explanation of interference in general wireless
applications, as well as interference types specific to high-
speed broadband networks (e.g. 5G) and IoT devices, and may
also provide some techniques and methods for mitigating the
impact of interference on high-speed wireless broadband
networks (5G) and IoT device performance, thereby
increasing the efficiency of IoT devices, thus providing more
productive solutions for businesses that use them. In addition
to providing methods for improving network efficiency,
businesses that utilize the capabilities offered by both 5G and
IoT technologies may be able to take advantage of the
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convergence of multiple networks and services that can
provide a greater level of access to the internet faster and with
greater reliability, unlocking the potential for new innovative
products and services. Overall, the results of this research
indicate that business processes depend on effective and

efficient use of technologies such as 5G and the [oT, therefore
the future growth potential for businesses from these
technologies is dependent on ensuring optimal connectivity
and flexible access to the internet for multiple devices and
multiple types of businesses [46].

TABLE II. COMPARATIVE ANALYSIS OF RELATED WORKS ON 10T, 5G, AND POST-QUANTUM SECURITY

Reference Focus Security Technique Key Contributions Limitations / Research Future Directions
Domain / Approach Gaps
Sebestyen et | IoT Security | Survey-based Reviews IoT security studies | Does not consider post- | Integration of post-quantum
al. (2025) analysis (2021-2025); categorizes | quantum cryptography or | and identity-centric security
research into six major areas | identity mesh frameworks mechanisms for IoT
with quantitative insights
Hoque et al. | 5G Networks | NIST-selected PQC | Evaluates PQC performance in | Focuses on cryptographic | PQC-enabled identity
(2025) (ML-KEM, ML- | UE-to-UE 5G communication | performance; identity | authentication for
DSA, SPHINCS+) using TLS 1.3 management not addressed | autonomous 5G networks
Zhang et al. | IoT Lattice-based PQC | Proposes quantum-resistant | Limited to IoT networks; | Extension to large-scale IoT
(2024) Networks (PQ-IDS) identity-based signature scheme | scalability across domains | and integration with identity
with strong security properties not discussed mesh architectures
Wazid et al. | Blockchain Quantum Analyses quantum threats to | No integration with 5G, | Convergence of quantum-
(2024) & Quantum | cryptography, QKD, | blockchain and reviews | IoT, or identity | secure  blockchain  with
Security quantum signatures | quantum-based security | management systems identity mesh systems
mechanisms
Mehic et al. | 5G Security QKD and post- | Surveys QKD integration into | Emphasis on key | Identity-centric PQC
(2023) quantum key | 5G security frameworks and | distribution rather than | integration in 5G
distribution hardware encryptors identity-centric security architectures
Pons et al. | 5G & IoT | Network Discusses interference | Cryptographic security and | Secure and quantum-resilient
(2023) Networks optimization challenges and optimization for | identity aspects are not | identity-aware network
techniques reliable IoT connectivity considered optimization

VII. CONCLUSION AND FUTURE DIRECTIONS

The integration of 5G networks, [0T systems and national
connectivity systems has emphasized the importance of
secure, scalable, and resilient identity management systems.
The classical cryptographic schemes and traditional
centralized schemas on identity are becoming too limited by
their susceptibility to quantum attacks, scale issues and cross-
domain energy-efficient PQC algorithms on constrained IoT
devices, adaptive identity mesh structures, automated trust
management, and standardized cross-domain energy-efficient
PQC algorithms on constrained IoT devices, adaptive identity
mesh structures, automated trust management, and
standardized cross-domain governance frameworks. Also, to
get scaled, security-aware and quantum-resistant identity
infrastructures that can support next-generation connectivity
systems, experimental validations, pilot deployments and
optimization studies are needed.
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