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Abstract: Software-defined networking (SDN) is an emerging network architecture that decouples the control plane from the data plane,
enabling centralized programmability and management of networks. While SDN offers benefits like flexibility, scalability, and automation, it
also introduces new security vulnerabilities. This literature review analyzes the current state of research on SDN security in three key domains —
Internet of Things (IoT) environments, cloud computing, and traditional enterprise networks. A systematic review methodology was followed to
search, select, and review 53 relevant studies published in the past 5 years. The analysis focuses on identifying common SDN threat vectors,
security solutions proposed leveraging SDN programmability and evaluating their effectiveness based on results from simulations, testbed
experiments, and initial real-world implementations. Key findings of the review include lack of authentication, susceptibility to DDoS attacks,
and flow rule conflicts as major security issues in SDN across domains. Dynamic traffic monitoring, access control, policy orchestration, and
virtualized security functions are commonly proposed techniques to enhance SDN security. However, limitations exist in robustness testing at
scale, emerging paradigms like fog computing, and quantitatively comparing SDN security with legacy networks. As SDN adoption expands,
focused efforts are needed to address these research gaps through innovations in data-driven security, coordinated security policy, and
emphasizing SDN controller security. This review provides valuable insights into the current state of SDN security research and informs future
efforts needed in this important area.
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control and data planes, e.g. OpenFlow, OVSDB;
Northbound APIs that enable communication between
application and control planes, e¢.g. REST APIs; and
East/Westbound APIs that enable communication between
SDN controllers for inter-domain networking as shown in
figurl. Some key concepts central to SDN architecture are:

I. INTRODUCTION

All Software-defined networking (SDN) represents a new
paradigm in network architecture and management. This
section provides an in-depth analysis of the conceptual
framework and operational mechanisms underlying SDN.

SDN architecture consists of three distinct layers the
application plane, control plane, and data plane. The
application plane manages network applications and provides
services to end-users. It abstracts the underlying physical
infrastructure. The plane controls make centralized decisions
on traffic forwarding rules and network configuration
configuration. It provides programmable control capabilities.
The data plane consists of networking devices like switches
and routers that forward traffic based on rules set by the
control plane [2][5][53]. Communication between the
different planes in SDN is enabled through open interfaces:
Southbound APIs that enable communication between
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Separation of control logic from underlying routers and
switches; Centralization of network intelligence and state in
the control plane; Programmability of the network by
external applications via APIs; Abstraction and
virtualization of lower-level infrastructure; and Support for
policy-based management based on business needs. By
separating the control and data planes, SDN introduces new
capabilities while also altering traditional network security
assumptions and practices. The implications of this on
network security will be analyzed in the following sections.
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Figure 1. for SDN Architecture

As SDN adoption grows across diverse domains
including enterprise networks, data centers, and the Internet
of Things (IoT), a comprehensive analysis of its security
implications is imperative [41]. This paper presents a
systematic literature review on SDN security research
focused on three key application areas — IoT, cloud
computing, and traditional enterprise networks. The goal of
this review is to analyze the current state of knowledge on
SDN security in order to identify challenges, solutions, and
research gaps. Both opportunities and risks resulting from
fundamental SDN concepts like centralized control,
programmability, and decoupled data/control planes are
examined. The paper summarizes proposed techniques,
frameworks, and mechanisms to secure SDN-based
deployments against various threats. A critical analysis of the
strengths and limitations of different security approaches is
presented. Key knowledge gaps are identified to guide future
research toward more secure, resilient SDN architectures and
applications across domains. This review intends to provide a
structured insight into securing next-generation networks
transformed by the SDN paradigm. This review will
contribute an up-to-date academic perspective on securing
one of the most disruptive networking technologies of this
era — SDN. It will serve as a knowledge base and research
roadmap for students, security professionals, and network
architects working in this rapidly evolving domain. The
paper is organized as follows. Section 2 discusses related
work and provides a perspective on SDN security in IoT.
Section 3 describes the methodology used to collect papers
from resources for the literature review. Section 4 presents a
discussion and analysis of the gaps in studies, future research
directions, and comparisons. The last section concludes the

paper.
II. RELATED WORK

In this section, we've thoroughly explored previous studies
on SDN security in IoT, cloud, and traditional networks.
We're providing a comprehensive overview of the current
knowledge, divided into three sections: SDN security in IoT,
cloud, and traditional networks. Each section analyzes
methodologies, study findings, and implications for future
research. Our aim is to enhance understanding of SDN
security challenges and opportunities in these contexts.

The integration of Software-Defined Networking (SDN)
within Internet of Things (IoT) environments has garnered
significant research attention in recent years. Keshav Sood
et al. [23] addressed the issue of heterogeneity in SDN-
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based IoT networks which impact QoS and security. They
proposed a methodology to categorize controllers and
monitor response times to mitigate effects of heterogeneity.
This mathematical model provides centralized, adaptive
control to enhance QoS and security. Michael Baddeley et
al. [24] focused on tackling latency and reliability
challenges of SDN deployment in low-power IoT networks.
They proposed Atomic-SDN architecture using synchronous
flooding and a middleware layer for SDN control
automation. Evaluation showed improved performance
compared to other SDN solutions in terms of latency,
reliability and power consumption. Tryfon Theodorou et al.
[25] developed CORAL-SDN protocol to provide
centralized, programmable control in Wireless Sensor
Networks. They highlighted how dynamic network
configuration aids scalability, mobility, and security. Real-
world implementation demonstrated feasibility and
performance gains. In contrast with conventional distributed
control, the papers commonly propose centralized SDN
controllers to monitor and programmatically control IoT
networks. This facilitates dynamic optimization, access
control, and integrated security. However, synchronous
flooding, middleware layers, or new protocols are required
to overcome control latency and overhead issues in
resource-constrained loT environments. Trupti Lotlikar et
al. [26] examined DDoS attacks targeting IoT devices and
proposed integrating IoT with SDN as a mitigation
approach. C. Tselios et al. [27] discussed using blockchain
to enhance trust in SDN-based IoT networks. Perekebode
Amangele et al [28] presented a hierarchical machine
learning framework for anomaly detection in SDN-IoT
networks. Common SDN vulnerabilities highlighted across
papers include lack of authentication between controllers
and switches, vulnerabilities in controllers and APIs, flow
rule conflicts, and susceptibility to DDoS attacks due to
centralized control planes. Proposed security solutions
follow a pattern of leveraging SDN's programmability for
dynamic monitoring, access control, traffic engineering, and
implementing security middleboxes. Machine learning and
blockchain are emerging techniques utilized for threat
detection and authentication. Federated reinforcement
learning has been applied for autonomous traffic shaping in
SDN-based IoT networks [48]. Approaches like Trust List
[44] and identity-based mobility [43] aim to manage
connections and restrict attacks in IoT edge networks. TCP
multi-path selection using SDN has been investigated for
handling growing IoT traffic to web services [46].

Yuki Yoshida et al. [47] evaluated using IoT devices as
SDN apparatus and developed a path-selection method
utilizing individual path traffic statistics and packet length.
Experiments assessed the throughput and response time of
this technique for web services showing superior
performance over traditional approaches.

Kallol Krishna Karmakar et al [36] proposed an SDN-based
security framework for IoT networks to restrict access and
enforce granular flow policies. Experimental evaluations
using malware attacks demonstrated the robustness of this
architecture. Intidhar Bedhief et al [37] introduced an SDN-
Docker architecture to handle heterogeneity in IoT networks
and protocols. Experiments showed the ability to efficiently
handle diverse devices and traffic flows validating the
proposed framework.
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Pankaj Thorat et al [38] leveraged machine learning
techniques and SDN for detecting and preventing DoS
attacks at [oT gateways. The ensemble approach combining
multiple algorithms achieved approximately 98% accuracy.
Tao Li, Christoph Hofmann et al[39] proposed using SDN
programmability to identify compromised switches through
end-host reports and reroute traffic through reliable channels
in IloT networks. Prototype implementation demonstrated
the solution's ability to promptly and reliably detect
malicious forwarding devices.

Chaitanya Aggarwal et al[40] discussed integrating SDN
and edge computing to enhance security and access control
for IoT devices. The strategic use of traffic engineering, load
balancing and stringent access policies were highlighted.
Anichur Rahman et al. [41] introduced a hierarchical
architecture using SDN and blockchain for energy-efficient
and secure IoT networks. Extensive simulations validated
the framework's capabilities in ensuring secure
communication and optimizing efficiency.

Gustavo Caiza et al[42] formulated and implemented an
SDN/IoT testbed to evaluate the impact of SDN on Industry
4.0 applications. The testbed design comprising process,
SDN and application layers was presented in detail.

Walaa F. Elsadek[43] proposed an identity-based mobility
management solution using SDN overlay networks to
address limitations of existing protocols. Preliminary results
showcase efficient join delays validating the approach.
Kotaro Kataoka et al[44] introduced a Trust List and
blockchain-based system to automatically enforce access
policies and restrict attacks from rogue IoT devices in edge
networks. A simulation illustrated the system's real-world
functionality.

Ping Du et al[45] presented a context-aware loT architecture
using SDN and NFV with a software-defined forwarding
plane to handle IoT traffic. Use cases in smart homes, cities
and healthcare demonstrated the practical applicability.

Yuki Yoshida et al [46] evaluated using IoT devices as SDN
apparatus and developed a path-selection method utilizing
individual path traffic statistics and packet length.
Experiments assessed the throughput and response time of
this technique for web services showing superior
performance over traditional approaches.

Younggi Kim et al [47] introduced a federated
reinforcement learning approach for autonomous traffic
shaping in SDN-IoT networks. Experiments using inverted
pendulum platforms demonstrated streamlined learning and
advantages of SDN-based control.

Shahzad et al[49] presented the FLIP framework integrating
SDN and DPI for efficient data aggregation from large-scale
IoT networks. Assessments showed the ability to
automatically optimize networks and meet user
requirements. Peter Bull et al. [50] proposed an SDN
gateway placed at the edge of IoT networks to monitor
traffic, modify QoS and restrict attacks. Comparative
evaluations against standard models demonstrated enhanced
security and detection of flood attacks.

Hamed Mohseni et al[51] introduced a cross-layer SDN-
based mobility management scheme to reduce handover
delays and latency for time-sensitive IoT applications.
Evaluations showed decreased handoffs and mobility
management delays. Yasin Inag et al[52] proposed an SDN-
based IoT architecture to enhance sensor data transmission
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efficiency. Assessments focused on packet loss and latency
with respect to network hops and topology.

In summary, SDN shows promise for centralized control,
dynamic configuration, and security policy enforcement in
IoT environments. However, solutions must account for
resource constraints, heterogeneity, and vulnerabilities
introduced by SDN. Further research is needed in multi-
controller cooperation, failover mechanisms, and large-scale
validation.

III. METHODOLOGY

A systematic approach was followed to search, select,
and analyze research studies for this literature review. The
first step was conducting a comprehensive search of major
databases including IEEE Xplore, ACM Digital Library,
ScienceDirect, and Google Scholar. The search was limited
to English-language peer-reviewed conference and journal
papers published in the past 5 years. The focus was on
studies concentrating on SDN security in one or more of the
domains - Internet of Things (IoT), cloud computing, and
traditional enterprise networks. Search queries included
relevant keywords and combinations such as "SDN security",
"SDN vulnerabilities", "SDN cloud security", "SDN
controller security", etc. This initial search resulted in over
200 articles. The papers were screened based on relevance by
reviewing titles, abstracts, and keywords to shortlist 65 most
pertinent articles. These were further evaluated by going
through the full texts to finally select 53 high-quality studies
aligned to the review scope

Start

|

mprehensive Search (IEEE Xplore, ACM, ScienceDirect, Google Scholar

|

Limit to English, peer-reviewed, past 5 year:

|

Focus on SDN security (loT, cloud, enterprise networks)

|

Use keywords (SDN security, vulnerabilities, etc.]

!

Initial Result (Over 200 articles)

!

Screen by relevance (Titles, abstracts, keywords

|

Shortlist 65 articles

|

Evaluate full texts

|

Final Selection (53 high-quality studies)

Figure 2. Flowchart of the Systematic Literature Review Process on SDN
Security

The full texts of selected articles were thoroughly read,
analyzed, and summarized to identify the specific SDN
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security issues examined, solutions proposed, experimental
methodologies used, results obtained, and conclusions
presented. Key technical details, metrics, and findings were
highlighted. The selected articles were categorized into
themes based on the network environment - SDN security in
0T, cloud computing, and traditional networks. Within each
theme, the approaches were compared, and limitations were
noted. Aspects like threat models, evaluation setups,
metrics, and validity of results were given importance
during analysis. Key insights from the literature were
synthesized to identify common security vulnerabilities in
SDN architectures, propose taxonomies of threats and
countermeasures, analyze trends and gaps in existing
solutions, and provide recommendations for future research.
Queries were rerun periodically to include any new studies
published within the timeframe satisfying the criteria. In
summary, a systematic methodology was followed to search,
filter, critically review, analyze, and synthesize SDN
security research literature for key insights.

IV. DISCUSSION

The reviewed studies demonstrate the significant potential
of SDN to transform network security through centralized,
programmable control and policy orchestration. New
protocols like CORAL-SDN [25] and architectures like
Atomic-SDN [24] aim to address control latency and
overhead issues in resource-constrained IoT environments.
SDN facilitates dynamic security monitoring, rapid threat
response, and adaptive access control across diverse
networks [23][26][27]. Integrating SDN with machine
learning enables anomaly detection [28] while blockchain
integration enhances provenance and auditability [27].
However, SDN also introduces new vulnerabilities that
persist, including lack of authentication between controllers
and switches [36], susceptibility to DDoS attacks [33], and
flow rule conflicts [20]. While approaches leveraging traffic
engineering [40], edge computing [40][50], and network
segmentation [17] help reduce attack surfaces, innovative
solutions are still needed. Emerging techniques like machine
learning, blockchain, and fog computing add complexity and
infrastructure requirements that may limit deployments
[28][41][44]. Most proposals remain preliminary designs
lacking extensive robustness testing and validation at scale.
Evaluations are constrained to simulations, emulations, and
small testbeds with limited diversity [6][10][14]. There is a

Table 1. Comparison of limitations and gaps across reviewed studies.

Study Focus Approach

dearth of large-scale, real-world studies across complex IoT,
cloud or enterprise deployments. Quantitative comparative
analyses with legacy network security solutions are rare
[52], making ROI determination difficult. With increasing
heterogeneity and distribution in IoT and cloud ecosystems,
holistic SDN security solutions are still scarce [37][45].
Critical aspects like controller security [38], inter-domain
coordination [37], and failover mechanisms [23] require
further research. Emerging paradigms like moving target
defense, deception tactics, and automated threat intelligence
sharing can potentially improve resilience [18][49]. In
summary, while SDN represents a promising approach to
programmatically orchestrate security, pragmatic challenges
around scalability, validation, incremental deployment, and
integration with complementary technologies need to be
addressed through extensive applied research and trials.
Prudent integration of machine learning, edge computing,
and blockchain with SDN can help maximize benefits while
minimizing complexity. SDN security is still an open
research area requiring multi-disciplinary innovations to
realize its potential while overcoming limitations.

The existing literature on securing SDN-based networks,
while insightful, presents several limitations and gaps. A
majority of the proposals are in preliminary stages or are
prototypes without substantial real-world validation,
emphasizing the need for larger-scale deployments. The
increasing complexity introduced by IoT and cloud
environments often goes unaddressed in many solutions
primarily aimed at enterprises or data centers, calling for
more context-aware designs. An over-reliance on
simulations, emulations, and testbeds, lacking variety in
evaluation environments and traffic patterns, could lead to
performance overestimations. Abbott Ho et al. [36] pinpoint
the under-exploration of ML-based security applications in
SDN, suggesting the potential for enhanced detection rates
through innovative data-driven methods. The literature also
reveals the need for more research into inter-domain
security and coordination among multiple controller
domains, as indicated by Y. Xiang et al. [37]. Furthermore,
the robustness of controllers against exploits and attacks
needs assessment, a concern raised by X. Huang et al. [38].
Lastly, as A. Braga et al. [39] note, there's a distinct absence
of granular dynamic risk assessment methodologies that
integrate diverse security data sources.

Benefits Limitations

Sood et al. [23] | Heterogeneity in SDN-IoT .
response times

Baddeley et al. Latency and reliability in
[24] low-power IoT

Theodorou et Centralized control in

Categorize controllers, monitor

Atomic-SDN architecture with

Enhanced QoS and security via .. S
. Q . ty Limited large-scale validation
centralized, adaptive control

Improved performance vs other SDN Overhead issues remain in

flooding and middleware layer

CORAL-SDN protocol

solutions
Dynamic configuration enhances

resource constrained devices
Needs extensive real-world

al. [25] wireless sensor networks
Lotlikar et al. DDoS attacks by loT
otear eta o> a‘c S oY I0 Integrate IoT and SDN
[26] devices
Tselios et al. Trust in SDN-IoT Use blockc.halln for decentr.allzed
[27] authentication and logging
Amangele et Anomaly detection in Two-tier hierarchical machine
al. [28] SDN-IoT learning

Karmakar et al. | Access control and policy

[36] enforcement
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SDN framework with
authentication and permission
system

scalability, mobility, security testing
Leverages SDN programmability for Susceptible to emerging
security monitoring and response threats

. Computationally intensive,
Enhanced provenance and auditability lin)c ks robustytesting

Reduces edge device load, maintains Prone to overfitting, narrow

accuracy focus

Withstood malware attacks Limited topology size for

demonstrating robustness evaluation
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Bedhief et al.
[37]
Thorat et al.
[38]
Lietal. [39]
Aggarwal et al.
[40]
Rahman et al.
[41]
Caiza et al.
[42]
Elsadek [43]

Kataoka et al.
[44]

Du et al. [45]
Yoshida et al.
[46]
Kim et al. [47]

Shahzad et al.
[49]

Bull et al. [50]

Mohseni et al.

[51]

Inag et al. [52]

Bhushan et al.
[1]

De Jesus et al.
(2]
Chowdhary et
al. [3]
Djouani et al.

[4]
Ghosh et al. [5]

Gao et al. [6]

Abdulgadder et
al. [7]

Chi et al. [8]

Meyer et al. [9]

Bhushan et al.
[10]

Zhouetal. [11]

Jarraya et al.
[12]
Jeong et al.
[13]
Patel et al. [14]
Anitha et al.
[15]
Tamanna et al.
[16]
Lietal. [17]

Smith-Perrone

Heterogeneous protocols
in IoT
DDoS attack detection and
prevention
Secure IIoT data
transmission

IoT device security

Energy efficiency and

security

Evaluate SDN for Industry

4.0 applications
Session mobility in SDN-
IoT

Access control in IoT edge

networks

Forwarding and
processing loT data

Incorporating IoT devices
in SDN control
Autonomous traffic
shaping in SDN-IoT
Data aggregation in large-
scale IoT
Securing [oT edge
networks

Mobility management in
SDN-IoT

Sensor data transmission
efficiency
DDoS attack detection in
cloud

Cloud security

Securing cloud in
educational institutions
10T security and
scalability
Cloud networking and
security
Assessing vulnerabilities
in cyber physical systems

Securing 5G networks

Intrusion prevention in
cloud
In-vehicle communication
security
DDoS attack detection in
SDN clouds
DDoS attack detection in
SDN clouds
Cost optimization for
cloud network security
Performance in virtualized
cloud data centers
Cloud network services
and security
Secure VM migration in
cloud
DDoS defense in cloud
environments
Access control in cloud
environments
Automated DDoS attack

© 2023-2025, IJARCS All Rights Reserved

SDN-Docker architecture

Ensemble ML approach at IoT
gateway
Identify compromised switches
via host reports
Integrate SDN and edge
computing

SDN and blockchain framework

Formulated and implemented
SDN/IoT testbed
SDN overlay network for mobility
management
Blockchain-based trust system
and SDN

Context-aware architecture using
SDN and NFV

TCP multi-path selection based on
traffic

Federated reinforcement learning
approach

FLIP framework integrating SDN
and DPI

SDN gateway for monitoring and

restricting attacks

Cross-layer mobility management
scheme

SDN-based IoT architecture

Shared flow tables across
switches
Collaborative framework
combining policies

Science DMZ testbed

Integrate cloud, SDN and IoT

SDN-based information-centric
cloud network

Testbed integrating cloud, SDN

Leverage SDN, NFV and cloud

Dynamically filter intrusions
using SDN

SDN-based anomaly detection

Symmetric distance metric
reduces overhead

Similar to Bhushan et al. [10]

Multi-stage optimization

framework
Packet rewriting approach using
SDN switches

Integrate SDN, NFV and
OpenStack

SDN-based access control
framework

Leverage SDN programmability

Stateful firewall based on SDN
data plane
Hybrid cloud solutions

Handled diverse devices and traffic
flows

~98% accuracy in identifying attacks

Prompt and reliable detection enables

prevention
Advanced access control through traffic
engineering
Ensured secure communication,
optimized efficiency
Detailed design supports scalability,
security for industry use cases

Efficient join delays validating approach
Prevents large scale botnet attacks

Handles sensor data effectively, supports
diverse apps

Improved web service performance over
traditional networks
Streamlined learning, validated SDN-
based control advantages
Automated user-centric network
optimization
Enhanced security with low-cost
hardware

Reduced latency and handoffs

Centralized monitoring and routing
optimization
Improved attack resistance with lower
overhead

Rapid threat response enabled by SDN

Flexible and scalable security
monitoring
Enhanced confidentiality and access
control
Optimized resource allocation, ensured
data privacy
Highly adaptable and scalable
architecture
Ensured user privacy while detecting
attacks
Significantly enhanced IDS
effectiveness
Comprehensive security monitoring and
response
Effective attack detection validated
experimentally
Low overhead distributed denial of
service attack detection

Addresses scalability limitations

Near native throughput with lower
resource overhead
Enhanced network security and service
quality

Preserves confidentiality and integrity

Enables traffic engineering and attack
isolation
Precise access control with lower
overhead
Support diverse platforms and providers

Did not explore performance
optimization
Limited analysis of
misclassifications
Further functionality
enhancements needed
Complexity in integrating edge
computing and SDN
Simulated environment lacks
real-world validation
Limited to demo applications
in controlled setting
Needs evaluation across
diverse mobility patterns
Complexity of integrating
blockchain with SDN
Additional optimization
needed for industrial-scale
deployments
Limited flexibility in path
switching schemes
Sensitive to neural network
parameters and architecture
Lacks comparision to
alternatives beyond baseline
Tradeoff between security and
performance
Needs extensive evaluation
across diverse mobility
patterns
Did not explore alternative
approaches for comparison
Evaluation limited to
simulations

Bugs can impact network-wide

Narrow focus on academic
environments

Lacks implementation details

Needs comprehensive security
analysis
Focused on simulation, lacks
real-world testing
Complex system requiring
extensive tuning
Performance impact needs
quantification
Vehicle-specific dependencies
may limit generalizability
Limited experimental scale
and conditions
Repeats limitations of
Bhushan et al. [10]
Implementation and testing
details lacking
Needs additional testing across
configurations
Lacks implementation
specifics and evaluation
Narrow focus limits
applicability
High-level conceptual
discussion only
Needs extensive robustness
testing
Lacks technical details
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etal. [18] detection
Bousselham et Securing vehicular cloud Distributed SDN architecture with
al. [19] networks ECDSA
Pisharody et al. Architecture for conflict

SDN cloud i
[20] cloud security detection, resolution
DDoS defense in cloud

Yan etal. [21] data centers

protection
Service function chaining

Jeuk et al. [22] in cloud

UCCaaS

A. Challenges and Limitations in SDN-1oT Integration

The integration of Software-Defined Networking (SDN) with
the Internet of Things (IoT) has been the subject of numerous
studies, focusing on specific aspects and proposing various
approaches. However, a common thread across these studies is
the identification of challenges and limitations inherent to this
integration.

e Heterogeneity and Scalability: Sood et al. [23]
highlighted the challenges posed by heterogeneity in
SDN-IoT networks. While their approach offers enhanced
QoS and security, it lacks large-scale validation,
indicating potential scalability issues.

e Resource Constraints: Baddeley et al. [24] addressed
latency and reliability in low-power IoT devices. Despite
the improved performance, the overhead issues in
resource-constrained devices remain unresolved.

e Real-world Applicability: Theodorou et al. [25]
emphasized the benefits of centralized control in wireless
sensor networks. However, their solution requires
extensive real-world testing to ascertain its feasibility.

e Emerging Threat Landscape: Lotlikar et al. [26] and
Thorat et al. [38] focused on DDoS attacks targeting loT
devices. While their approaches leverage SDN's
programmability, they might be susceptible to new and
evolving threats.

e Computational Overhead: Tselios et al. [27] discussed
enhancing trust using blockchain. This approach, though
promising, can be computationally intensive and lacks
robust testing.

e Model Overfitting: Amangele et al. [28] proposed a
machine learning-based approach for anomaly detection.
Such models, while effective, can be prone to overfitting
and may have a narrow focus.

e Performance Optimization: Bedhief et al. [37] introduced
an SDN-Docker architecture to handle diverse IoT
devices. The study did not delve into performance
optimization, leaving room for further exploration.

e Complex Integrations: Aggarwal et al. [40] and Kataoka
et al. [44] discussed the challenges of integrating SDN
with edge computing and blockchain, respectively. These
integrations introduce complexities that need to be
addressed.

e Simulation vs. Real-world Testing: Rahman et al. [41]
and Gao et al. [6] relied on simulated environments,
which might not capture the intricacies of real-world IoT
networks.

e Narrow Focus: Several studies, such as Chowdhary et al.
[3] and Anitha et al. [15], have a specific focus, limiting
their broader applicability.

e Repetitive Research: Zhou et al. [11] presented findings
similar to Bhushan et al. [10], indicating potential
redundancies in the research landscape.
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Analysis of SDN-based DDoS

Cloud identifier metadata and

Vehicle-specific dependencies
may limit generalizability
Lacks implementation
specifics and evaluation

Protection against various attacks

Addresses key SDN cloud concerns

Insights into attack types and mitigation Does not propose new

techniques techniques
Flexible and selective policy Practical challenges
enforcement integrating UCCaaS with NSH

e Lack of Technical Details: Some studies, like Smith-
Perrone et al. [18], provide high-level discussions without
delving into technical specifics.

B. Future Solutions for SDN-1oT Integration

e Adaptive Scalability  Solutions: Develop SDN
architectures that can dynamically adapt to the scale of
IoT networks, ensuring consistent performance even as
the number of devices grows exponentially.

e Resource-Efficient Protocols: Design lightweight SDN
protocols tailored for resource-constrained IoT devices.
These protocols should prioritize minimal overhead while
maintaining security and performance.

e Hybrid Centralization: While centralized SDN controllers
offer many benefits, a hybrid approach combining
centralized and decentralized elements might address
vulnerabilities and provide more resilience against certain
threats.

e Advanced Threat Detection: Integrate advanced machine
learning and Al techniques to continuously learn from
network traffic, enabling real-time detection of both
known and emerging threats.

e Holistic Blockchain Integration: Instead of merely using
blockchain for trust or authentication, explore its potential
for decentralized network management, ensuring data
integrity and device accountability in the IoT network.

e Real-world Testbeds: Establish large-scale real-world
testbeds for SDN-IoT solutions, moving beyond
simulations to validate solutions in diverse and dynamic
environments.

e  Unified Frameworks: Develop comprehensive
frameworks that integrate SDN, edge computing,
blockchain, and other technologies, ensuring seamless
interoperability and optimized performance.

e  Self-Optimizing Networks: Design SDN controllers that
can autonomously optimize network configurations based
on real-time traffic, device health, and other parameters.

e Enhanced Mobility Management: Given the dynamic
nature of IoT devices (e.g., vehicular networks), advanced
mobility management solutions using SDN can ensure
consistent connectivity and low latency.

e Open-source Collaborations: Encourage open-source
collaborations to develop, test, and refine SDN-IoT
solutions, fostering a community-driven approach to
address challenges.

e Standardization Efforts: Engage in global standardization
efforts to define best practices, protocols, and
architectures for SDN in IoT, ensuring consistency and
interoperability across solutions.

e  User-Centric Design: Given the diverse applications of
IoT, from smart homes to industrial setups, SDN
solutions should prioritize user needs, ensuring solutions
are intuitive, user-friendly, and cater to specific
application requirements.
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e Continuous Education and Training: As SDN-IoT
solutions evolve, continuous education and training
programs for network administrators, developers, and
other stakeholders can ensure they are equipped to
harness the full potential of these technologies.

V. CONCLUSION

This comprehensive literature review provides important
insights into the current state of knowledge on securing SDN-
based networks. Research so far has revealed common threat
vectors stemming from the decoupled control and data planes
of SDN architecture. These include lack of authentication
between SDN controllers and switches, vulnerabilities in the
controller platform and APIs, susceptibility to DDoS attacks
due to centralized control, and flow rule conflicts. A range of
solutions leveraging the programmability of SDN have been
proposed and evaluated through simulations, testbeds, and
smaller-scale implementations. Approaches such as dynamic
traffic monitoring, access control, virtualized security
functions, machine learning, blockchain, and policy
orchestration demonstrate potential to enhance security
monitoring, response, and resilience.However, limitations
exist when it comes to large-scale robustness testing,
evaluating emerging paradigms like fog computing,
quantitatively comparing SDN security with legacy networks,
assessing controller vulnerabilities, and inter-domain security
mechanisms. As SDN sees expanded real-world deployment,
these gaps need to be addressed through rigorous
experimentation, innovative data-driven security applications,
coordinated policy orchestration, and greater focus on securing
SDN controllers and east/west interfaces.

There is also scope for novel integrations with big data
analytics, edge computing, and blockchain to realize adaptive,
context-aware security monitoring and response. Overall,
while progress has been made, proactive efforts are still
needed to enable seamless SDN adoption across diverse
network domains. Targeted research to address identified
limitations and gaps can unlock the full potential of SDN
security.
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