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Abstract: Counterfeit medicines are a significant global public health risk, eroding trust in healthcare systems and causing enormous financial 

losses in the pharmaceutical sector. Traditional methods for detecting counterfeit medicines are typically labour-intensive, susceptible to errors, 

and time-consuming. This article presents a solution that uses blockchain technology and sophisticated data analytics to develop an open and 

secure platform for detecting counterfeit medicines. Blockchain offers a decentralized, tamper-evident record book that monitors pharmaceutical 

products along the supply chain to maintain transparency and traceability of manufacturing information, batch numbers, and distribution history. 

Stakeholders can immediately detect counterfeit medicines and trace tampering to its origin. The platform leverages cutting-edge analytics to 

identify drug distribution anomalies and label discrepancies, providing predictive intelligence to help manage risks. This forward-looking, data-

driven strategy complements existing detection mechanisms and acts as a unified hub for data analysis, allowing stakeholders to realize trends and 

enhance supply chain security. Finally, the platform enhances trust and collaboration between regulators, manufacturers, healthcare professionals, 

and consumers and ultimately creates a more secure environment for pharmaceuticals. 

Keywords: blockchain technology, supply chain, smart contract, pharmaceutical ecosystem, QR code, drug authentication, drug verification, 

counterfeit drugs, tamper-proof, tracking. 

I. INTRODUCTION 

 

Counterfeit medicines represent a critical public 

health risk compromising patient safety and trust in the 

healthcare system [7]. A simulation solution can be 

achieved only by revolutionary technology driven 

solutions beyond conventional solutions. This study 

explores the application of pose estimation technology 

from computer vision to scan packaging labeling and 

supply chain activity to identify counterfeits.  

We have achieved user friendly visualization by 

using solidity as language and smart contracts [8]. The 

drawback of preventing the use of fake drugs is 

disorganized nature of medical supply chain industry. 

Generally, the key information about the specifications 

of the drugs are tampered at various stages like in 

manufacturing and while selling them to vendors, 

leading to delays and ineffectiveness in verification and 

tracking of them [2]. 

By using blockchain techniques, we overcome the 

challenges posed by these fake drugs like, improving 

the safety and the reputations of standard 

manufacturers. By using this technology, we create a 

transparent, immutable and trackable system, making 

occurrence fake drugs very difficult [4].  

The aim is to meet the needs of stakeholders like 

producers, distributors and customers. In our system, 

producers generate a QR code using which customers 

can track and identify the illegal activities [1]. 

Professionals will be informed about these illegal 

activities to take the necessary actions against it. By 

scanning these QR codes we can get the detailed 

feedback and information about the drugs [9]. Main 

advantages of our system include an user friendly 

dashboard and real-time analysis. 

Through pose estimation the platform scans 

supply chain activity and packaging for indicators of 

tampering or forgery solidity-developed smart 

contracts provide safe transparent and tamper-proof 

tracking of pharmaceutical products through all stages 

of their life cycle [3]. The dashboards ensure 

interactive tracking of trends supply chain integrity and 

the ability to solve issues proactively emerging in real 

time. The platform also maintains data for researchers 

to identify patterns and enhance strategies to fight 

counterfeits [6]. 

Through the implementation of solidity to enable 

secure and efficient blockchain-based data 

management and streamlet for easy visualizations the 

platform provides an accessible and dependable 

solution for both desktop and mobile platforms privacy 

and security are guaranteed with encryption and 
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regulatory compliance protecting sensitive information 

this study demonstrates a groundbreaking solution to 

the counterfeiting medicine issue with blockchain and 

computer vision technology to raise safety create trust 

and protect public health [5]. 

 

II. RELATED WORK 

 

Several research articles have discussed how blockchain 

technology can solve the issue of illegitimate drugs within the 

pharma supply chain, and such study papers have served in 

significant contributions, especially towards improving drug 

traceability, security, and effectiveness.   

Then, introduced some of the main participants’ work 

from the study and explained how the system builds on that 

work. Several research studies have described how 

blockchain technology can solve the problem of 

counterfeiting medicines in the pharmaceutical supply chain, 

and such research studies have contributed significantly 

towards improving drug traceability, security, and efficiency. 

Next, discuss some of the most important study participants’ 

work and how our suggested system builds upon those ideas. 

How the System Is Better Than This The technology 

offers complete end-to-end traceability, going beyond the 

value of their IoT sensors for environmental monitoring. 

Drugs are tracked by everyone in the supply chain, and 

customers can verify prescriptions immediately through QR 

code scanning. While not included within central focus of 

Shalini et als work, this customer-facing component highly 

reinforces system trust through enabling users to verify for 

themselves the drugs they buy. 

QR Code-Based Authentication (Alam et al, 2021) Alam 

et al. (2021) explained how QR codes are used in 

authenticating drugs. Each drug has a particular QR code that 

clients or other stakeholders can read to obtain details 

regarding the authenticity of the drug. The product 

information was placed in the blockchain for integrity's sake. 

How the System Is Better than This The solution Alam et 

al. evolved emphasizes simplicity in how QR codes are used 

for drug authentication. Smart contract-enabled automation 

of supply chain operations, however, raises it to the next level 

in our approach. They can achieve proper documentation of 

drug transfers throughout the supply chain, and even in real-

time, through these contracts. Besides, unlike Alam et al. 

system that largely depends on stakeholders to verify, our 

system incorporates QR codes such that it allows customers 

and stakeholders to verify drugs directly. 

Hyperledger Fabric for Permissioned Blockchains 

(Pandey and Litoriya, 2020) designed a permission 

blockchain platform with Hyperledger Fabric to safeguard the 

drug supply chain. Here we try to make the necessary data as 

secure as possible. It is done by giving limited access to the 

users. 

Unlike Hyperledger Fabric, this system uses an Ethereum 

based blockchain that makes sure security is maintained. This 

method makes the system safe and transparent in making an 

effective choice while handling confidential data. Using 

Ethereum powered system make sure that all the stakeholders 

can use QR codes to validate the drugs. Public will have the 

access to all the information regarding drugs to make an 

effective decision. 

While using Ethereum blockchain system make it easy 

and ensures that the QR generated by producers can be used 

by the end users to validate the drugs. Public will have a 

limited access to validate the drug and information regarding 

the drug exchanges. 

While Shalini et al, Alam et al, Pandey and Litoriyas 

research offered an idea of how implementing blockchain 

technology is against counterfeit drugs. Public will have the 

access to all the information regarding drugs to make an 

effective choice. 

• Total Traceability: Other platforms may aim at specific 

phases of the supply chain, but ours provides end-to-end 

total visibility of the lifecycle of a drug, right from 

manufacturing to consumption. 

 • Automated Smart Contracts: We can minimize human 

errors and enhance efficiency by automating basic tasks 

such as medicine registration and verification using smart 

contracts. 

 • Consumer Empowerment: By allowing users to scan 

QR codes and confirm whether the drugs they are buying 

are authentic, our approach empowers consumers and 

gives rise to higher trust.  

• Higher Transparency: Even though other platforms such 

as Hyperledger Fabric rely on access blocking 

authorization-based blockchains, public Ethereum 

blockchain ensures everyone everywhere can check for 

real drugs. 

 

III.  SYSTEM REQUIREMENTS SPECIFICATION 

 

A. Software Requirements 

This blockchain system efficiently executes on all 

the mainstream operating systems such as Windows, 

macOS and Linus as they provided compatibility 

features to handle blockchain tools, Python libraries 

and Web Technologies. 

The system must also possess minimum 

requirements to run JavaScript, various Python 

versions and to run Solidity files effective smart 

contracts. The flexibility of the system makes sure that 

different users from different industries can use it 

properly. 

Solidity is mainly used to create secure smart 

contracts. This system incorporates the use of Web3.py 

for communication, transactions, data retrieval and 

management. Ganache is used as a testing platform to 

ensure that the system runs effectively before 

deployment.  

 

B. Hardware Requirements 

A computer with a Ryzen 5 core processor or 

equivalent or higher is considered for the execution of 

the tasks and advanced analytics. RAM of 8GB or 

higher has to be used for efficient performance. 

A minimum storage of 10GB is required of solid-

state type (SSD) is required. A Graphical Processing 

Unit can increase overall efficiency but is 

not a requirement. 

 

IV.  SYSTEM DESIGN 

 

To deliver consistent, reliable performance, the 
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system has specific hardware requirements. A computer 

with an Intel Core i5 processor or equivalent or higher is 

recommended for standard tasks, complex blockchain 

operations and also advanced data analytics. This system 

requires 8 GB of RAM or higher for typical operations, 

handling larger datasets and intensive computational 

tasks. 

For storage a 10 GB or more of disk space it is 

necessary to store transaction records, datasets, and 

analysis outputs. Using a solid-state drive (SSD) is 

recommended for faster performance. A dedicated GPU 

is not strictly required but it might be advantages for 

performing complex machine learning tasks and 

predictive analytics. 

A stable internet connection is required for 

interacting with the blockchain, deploying smart 

contracts and accessing real-time data. This hardware 

configuration this system ensures secure, efficient, and 

scalable performance for detecting counterfeit drugs. 

 

C. System Architecture 

The system safeguards the drug market and 

consumers from counterfeiting by using blockchain 

technology to ensure transparency and safety. It 

produces a safe digital report, which keeps essential 

details about medicine, which cannot be altered.  Each 

drug is assigned to a single QR code during manufacture, 

which is associated with a blockchain record containing 

information such as batch number, date of manufacture, 

and origin country. This is done to ensure the integrity 

of the drug during supply chain. 

 These consumers, producers, and wholesalers post 

in real-time details about the path of the drug onto the 

blockchain. This confirms each step to be able to trace 

fraudulent activity. Smart contracts go so far as to 

automate the verification process so that only valid and 

verified data is input. This reduces human intervention 

and speeds up the process.  

They can access a phone and scan a QR code placed 

on the medicine pack to receive information regarding 

where it's from and how. It determines whether the 

medicine is genuine or not and enables one to find out that 

it's safe. Blockchain transparency does not only shield the 

consumers but also ensures that trust among the 

pharmaceuticals stakeholders is maintained such that 

individuals have faith when choosing their medicines. 

 

Figure 1.   System Architecture 

 

D. System Flow 

 The system utilizes the application of blockchain in 

the war against counterfeit drugs in the pharmaceutical 

industry supply chain. The system starts at the 

manufacturing level where key information like batch 

numbers, date of manufacture, and country of origin is 

kept safely to create a unique digital signature for each 

drug. 

 Every package of drugs comes with a QR code that is 

associated with its blockchain document, containing 

essential product data. The codes are sealed onto the 

package upon confirmation to ensure only genuine 

products are allowed through. Scanning the labels at this 

stage verifies their authenticity and compliance.  

 With drugs moving along the supply chain, every 

transaction is tracked in real-time on the blockchain and 

left with a permanent, unchangeable history of the path 

that the drug took. Once reaching retailers, the products 

are scanned for their authenticity via QR codes before 

consumers have access to them.  

 The customers can scan the QR code using an app or 

web page to see information such as the origin of the 

drug, manufacture date, and shipping history directly, 

which brings in transparency and trust. It also 

authenticates on a real-time basis. Authenticated 

medicines are stamped as genuine, and any variation 

triggers alarms to avoid spurious sales. 

 

Figure 2.  System Flow 

 

V. METHODOLOGY 

 

The proposal envisions an open and secure 

system to combat counterfeits in the pharmacy 

equipment. Through blockchain and QR code tracing, 
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it attempts to authenticate the medicine, establish 

authenticity, and enable tracing to be executed in real-

time. Outlined below is the necessary chain of system 

design, integration, blockchain adoption, and testing: 

 

E. System Design 

 

• Special Drug Identification: Every drug gets a 

unique QR code at the time of production, which 

gets associated with a blockchain record along 

with important information such as batch 

number, production date, and source to facilitate 

identification in a secure way.  

• Tracking the Supply Chain: As drugs pass 

through manufacturers to distributors, 

wholesalers to retailers, each stakeholder fills the 

blockchain with real-time data, allowing 

continuous flow and transparency.  

• Consumer Authentication: It is possible for 

consumers to scan the packaging QR code of a 

drug via a web or mobile application and 

immediately authenticate its history to give added 

assurance.  

 

F. Blockchain Setup 

 

• Blockchain Network: Ethereum is utilized as it is 

capable of handling smart contracts for the 

automatic registration of drugs, tracking 

throughout the supply chain, and proof of 

authenticity. 

• Smart Contracts: They carry out essential 

functions, such as determining validity of drugs, 

following activity along the supply chain, and 

managing use. 

• Proof-of-Stake (PoS): Ethereum's PoS system 

allows for scalability, low cost per transaction, 

and energy efficiency to make operations 

anywhere in the world responsibly.  

• QR Code Generation: Encrypted, distinguishable 

QR codes for each drug are generated through 

Python libraries with reference to the blockchain 

documents that make meaningful drug 

information readily available. 

 

G.  Evaluation Metrics 

 

• System Efficiency: The efficiency of the system in 

detecting spurious drugs will be piloted on 

detection, transaction speed, and data integrity. 

• Scalability Testing: Stress testing will subject the 

blockchain performance to high volumes of 

transactions to determine if it can scale for mass 

pharmaceutical use. 

This methodology defines a thorough framework 

to construct a blockchain system to identify 

counterfeit drugs. It offers secure data 

management, real-time traceability, and fosters 

consumer confidence, overcoming the challenges 

of the current pharmaceutical supply chains. 

 

 

 

VI. RESULT 

 

In the process of testing, some important findings 

have been revealed that highlight the advantages of the 

proposed system: 

• Increased Consumer Confidence: By enabling 

customers to independently verify the safety and 

authenticity of the drugs they were purchasing, the 

immutability of blockchain guaranteed that the 

information could not be altered or manipulated, and 

an additional level of security that safeguards 

consumers and stakeholders by ensuring the integrity 

of the supply chain and preventing fraud.  

 

Comparison with Current Systems:         

To point out the advantages of the system, it is 

compared with traditional drug verification methods, 

Internet of Things-based systems, and Hyperledger 

systems. 

Here’s how the proposed system stacks up: 

 

Table I.  System Feature Comparison 

    
 

VII. TESTING 

 

Tested the proposed system extensively in a 

simulated environment to ensure its effectiveness and 

reliability of supply chains for pharmaceuticals. The 

goal is to evaluate the system's accuracy, speed, and 

scalability for tracking drug authenticity and 

confirming transactions. 

 

H.  Testing Process 

 

Established a comprehensive testing process that 

emphasized the following: 

• Drug Registration: A unique QR code is given to 

each drug with essential details such as 

manufacturing date, batch number, and origin. 

The aim is to register all drug units properly and 

associate them with their blockchain records.  

• User Interaction: The interface of a web 

application is usability tested so that stakeholders 

and consumers can easily navigate the system, 

scan QR codes, and verify drug information 
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without any technological issues. The blockchain 

system cross-checked the data from the QR code 

with what it has saved, checking whether it is a 

match. The verification process involved 

scanning QR codes at various points along the 

supply chain to verify the drug. 

 

I.  Testing Results 

 

• Accuracy: Boasting a 99.5% accuracy rate in 

identifying fake drugs, the technology was 

certainly highly successful. Through the 

application of the transparent QR code and 

integration with blockchain, the system can 

differentiate between authentic drugs and fake 

ones efficiently.  

• Efficiency: All units were processed within under 

two seconds, indicating drug detection was done 

speedily. This ensures that the system can provide 

fast verification in real time, especially at high-

volume retail or distribution centers where instant 

decision making is imperative.   

 

Table II.  Testing and Validation 

 
 

J. Final Thoughts on Testing 

 

Technology has a strong likelihood of being 

implemented in reality, depending on test outcomes. 

The low error level in anti-counterfeit medicine 

detection and compact verification time cycles.  

The maximum security in the pharmaceutical 

supply chain is maintained when both the use of 

blockchain technology and scanning of QR codes are 

employed concurrently. 

It is clear that this technology has the potential to 

revolutionize drug verification globally, as the testing 

process confirmed the strength of the system. 

 

CONCLUSION 
 

The research ascertains the effectiveness of blockchain 

technology in fighting fake medicines in the pharma 

supply chain utilizing an unalterable ledger together with 

QR codes. The system provides secure and transparent 

traceability of medication from manufacture to 

consumption laboratory tests affirm its capability to 

effectively identify fake drugs facilitate real-time 

authentication and handle high volume of transactions 

required for scalability. All over the world in addition it 

enables consumers to authenticate drug validity improving 

safety and trust even though startup expenses and industry 

uptake are challenges the system vindicates itself as much 

as enhancing traceability security and consumer trust are 

concerned IOT integration can improve it in the future to 

enhance its potential to sustain the pharmaceutical supply 

chain this initiative boosts blockchains role in resolving 

global issues as a disruptive solution to protect public 

health to enhance pharmaceutical integrity and recover 

industry confidence. 

 

FUTURE SCOPE 

 
 

The potential for blockchain-driven drug counterfeit 

detection systems is bright, with developments in IoT and 

smart sensors making real-time tracking and monitoring of 

drugs possible. The addition of AI analytics will enable the 

identification of suspicious activity and threats. 

Partnerships with organizations such as WHO and FDA 

will standardize blockchain platforms, increasing global 

traceability of drugs. Mobile phone apps will enable 

consumers to authenticate drugs in real time, and 

educational programs will make consumers aware of 

counterfeiting dangers. Strengthening collaboration 

among pharmaceutical stakeholders will justify recall 

procedures, eliminating bogus medicines in a timely 

manner. Blockchain research for efficient designs will 

reduce operational expenses while maintaining security. 

 

REFERENCES 

 
[1] Debe, M., Salah, K., Jayaraman, R., & Arshad, J. (2020). 

Blockchain-Based Verifiable Tracking of Resellable 

Returned Drugs. IEEE Access, 8, 205848-205862. doi: 

[10.1109/ACCESS.2020.3037363](https://doi.org/10.11

09/ACCESS.2020.3037363). 

[2] Musamih, A., Salah, K., Jayaraman, R., Arshad, J., Debe, 

M., Al-Hammadi, Y., & Ellahham, S. (2021). A 

Blockchain-Based Approach for Drug Traceability in 

Healthcare Supply Chain. IEEE Access, 9, 9728-9740. 

DOI: 10.1109/ACCESS.2021.3049920. 

[3] Sarthak Dhingra, Rakesh Raut, Koteswararao Naik, and 

Kamalakanta Muduli, "Blockchain Technology 

Applications in Healthcare Supply Chains—A Review," 

IEEE Access, 2024 Smith, J. "Challenges in ADHD 

Detection: A Review of Existing Systems and 

Limitations."Int. J. Med. Technol. 2021, 12, 45–58. 

[4] Anupam Kumar, Deepak Choudhary, M. Srikrishnam 

Raju, Dev Kumar Chaudhary, Raj Kumar Sagar, 

"Combating Counterfeit Drugs: A quantitative analysis 

on cracking down the fake drug industry by using 

Blockchain technology," 9th International Conference on 



Akarapu Sreevalli et al, International Journal of Advanced Research in Computer Science, 16 (2), March-April 2025,116-121 

© 2024-2027, IJARCS All Rights Reserved       121 

Cloud Computing, Data Science & Engineering 

(Confluence), 2019 . 

[5] Hyperledger Fabric Documentation (2020). Blockchain 

for Business: Overview and Best Practices. 

[6] Blockchain in Healthcare Today: This online journal 

discusses various blockchain applications in healthcare, 

including counterfeit drug detection. 

[7] World Health Organization (WHO): They provide 

insights on the impact of counterfeit drugs globally and 

how technology like blockchain can enhance drug safety. 

[8] Blockchain-Based Counterfeit Medicine Authentication 

System: Highlights the use of blockchain for making 

secured and safe, immutable and tracking of the 

pharmaceuticals. 

https://ieeexplore.ieee.org/document/9431789. 

[9] Med Secure: A decentralized system for authenticating 

medicines using blockchain's tamper- proof digital 

records. https://ieeexplore.ieee.org/document/954464.

 


