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Abstract: Over the years, the Base64 cryptographic algorithm has been a crucial component of information security employed in various security 

protocols and applications including digital signature schemes, random number generation and Message Authentication Codes, to guarantee data 

integrity and authenticate the origin of data. However, research has identified security vulnerabilities in the algorithm due to its non-availability 

of key. The research aimed to develop a novel cryptosystem that uses Residue Number System (RNS) to enhance the Base64 (B64) algorithm's 

performance alongside with the efficiency of the algorithm. The developed cryptosystem employs the approach of a modern encryption algorithm 

with the adoption of length three moduli set to design an efficient forward conversion for the encryption algorithm and reverse conversion using 

Chinese Reminder Theorem (CRT) for decryption algorithm. The algorithmic process design was implemented using dart, flutter technology and 

android studio. The research examines various cryptographic algorithms while considering several evaluation metrics such as encryption time, 

decryption time, storage overhead and algorithm type. A secured cryptosystem called Residue Number System Base64 Algorithm (RNS-B64) was 

developed. In terms of encryption and decryption time performance, the result shows that the RNS-B64 cryptosystem has 0.0005 and 0.0002 

respectively while the existing cryptosystem has 0.0037 and 0.0029 respectively on sixteen bytes textual data. The findings indicate that this 

research outperformed the previous work by enhancing the security level and reducing the encryption and decryption time thus increasing 

computational efficiency of the developed cryptosystem.  
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INTRODUCTION 

 

A variety of techniques had been used to protect data transfer 

across an insecure network, since a secure network cannot 

always be guaranteed. To guarantee data transfer security, a 

number of cryptographic approaches are available [1]. One 

such approach in the world of information security is Base64 

transformation cryptography. Several serialization protocols, 

the web, logging applications, and human-readable database 

fields frequently employ Base64 algorithms being a popular 

method to encode binary data into a printable ASCII characters 

[2], [3]. Furthermore, Base64 algorithm is usually utilized to 

encode binary data [4] that needs to be stored and transferred 

through a communication channels so as to protect such data 

during transmission but due to its non-availability of key, the 

aforementioned algorithm is not adequately secure for both 

encryption and decryption of textual data. Research has shown 

this security flaws and vulnerabilities in most widely used 

Base64 transformation cryptography algorithm [5]. In 

cryptographic applications, the residue number system (RNS) 

is increasingly proposed to provide more internal parallelism. 

RNS uses a set of small co-prime moduli, called the base, to 

divide some arithmetic operations into independent and much  

smaller ones over the residues. This independence leads to 

faster operations without carry propagation between the moduli 

[6]. RNS helps to improve the security against some physical 

attacks [7]. In addition, RNS excels in a wide range of 

applications, including cryptography, digital signal processing, 

communications engineering, computer security, image 

processing, voice processing and transformation, where 

addition and multiplication are crucial arithmetic operations [8]. 

The introduction of RNS was due to its special properties often 

utilized for encryption and decryption purposes by applying 

forward and reverse conversion algorithm. This does not only 

enhance the existing base64 algorithm as the case may be, but 

also increases security and the efficiency of the algorithm. This 

research is significant because it solves security inadequacy in 

the existing Base64 algorithmic process as well as improving 

efficiency of the developed cryptosystem. [9] revealed that 

designing any algorithmic encryption and decryption process 

to raise the degree of security is the main problem. Therefore, 

in order to improve the security level and also, boost the 

performance of the base64 algorithm by minimizing a 

significant amount of encryption and decryption time, this 

study employs Residue Number System to address this research 

problem to form a novel symmetric-based cryptosystem named 

Residue Number System Base64 Algorithm (RNS-B64). The 



  

Kolawole Bariu Logunleko et al, International Journal of Advanced Research in Computer Science, 16 (2), March-April 2025, 108-115 

© 2024-2027, IJARCS All Rights Reserved       109 

developed algorithm improves the security by incorporating the 

key mechanism using residue number system (RNS) algorithm 

approach; this further creates more confusion, diffusion and 

transformation to the crypto algorithmic process thereby 

ensuring that the RNS-B64 is sufficiently safe to provide 

appropriate protection of both private and confidential 

communications. The RNS-B64 improves confusion 

performance of round transformation and hence, provides 

cryptographic privacy and authentication for data 

communication.  

In addition, RNS-B64 also improves the computational 

efficiency because of RNS characteristic nature, such as high 

processing speed, reduced power and complexity, thereby 

improving algorithm’s encryption and decryption times. The 

developed cryptosystem will not only solve the problem of a 

non-secured transmitting channel such as SMS communication 

system and email system, but also make the system more 

efficient than other contemporary symmetric-key algorithms.  

The developed cryptosystem makes the cipher text file larger 

by increasing confusion and making it harder for hackers to 

access it. As a result, the developed cryptosystem can be used 

to provide end-to-end key-based encryption for SMS and email, 

therefore addressing security flaws in data transmission caused 

by cryptographic assaults such as known plaintext attacks, 

brute force attacks etc. Users can communicate critical 

information over SMS and email using the developed 

cryptosystem which guards against intruders intercepting the 

transmission. Also, the developed RNS-B64 cryptosystem can 

be utilized as an alternative to SMS and email application 

systems due to its reduced computational cost and ability to 

send text across a network with limited bandwidth. 

Consequently, the study is applicable to domains where 

communications can be transmitted across networks i.e., where 

SMS, email and so on, are used to ensure that the 

confidentiality and integrity of the message are maintained 

throughout. The rest of the paper is structured as follows: 

Section II includes relevant papers of the related works.  

Section III covers the methodology, while Section IV and V 

present the results and conclusion respectively. 

 

REVIEW OF RELATED WORKS 

 

According to [10], security is the process of guarding against 

physical damage or theft of digital data while maintaining its 

confidentiality and accessibility, yet as technology advances 

swiftly, cybercrime rates increase as well, both in frequency 

and complexity. However, the degree of security offered by a 

cryptographic scheme depends to a larger extent on the type 

and length of the keys utilized, the levels of encryption to create 

chaos, the throughput rate of the algorithms as well as the 

ability of such encryption algorithms to encrypt smaller 

messages, [11].  Similarly, [12] also revealed that the security 

of  a system should depend on the secrecy of the key and not of 

algorithms.  

 

[1] did research on development of RSA encryption algorithm 

for secure data transmission. The authors combined a pair of 

even integers in the private key and public key, as compared to 

previous method, to enhance the factorization and complexity 

of variables, thus increasing data security through this 

modification of the RSA encryption technique. The study raises 

the degree of data security by using even numbers in the RSA 

encryption algorithm to produce better efficiency and 

dependability. Hence, the maximum data security via the 

network is guaranteed by this novel approach.  
 

[5] applied Base64 algorithm to image files so as to ensure 

security of data from unauthourized users. The researcher 

revealed that Base64 was often used for simple encryption 

purposes such as hiding non-sensitive information and 

authentication processes. However, he further pointed out that 

Base64 algorithm was not designed for strong encryption 

security simply because of its security inadequacy mechanism. 

Therefore, the algorithms’ security needs to be improved so as 

to make the algorithm stronger for a symmetric based 

cryptography. 
 

[10] did research on a residue number system-based data hiding 

using steganography and cryptography. The research employed 

a steganography technique in which a secret message is 

embedded into a regular picture file, concealing its presence 

from the prowler. The RSA algorithm is employed in 

conjunction with steganography to increase the resilience of the 

system and prevent exposure of the contents of the covered file. 

RSA's public and private exponents are typically quite big in 

practice, which slows down the decryption process. The 

Chinese Remainder Theorem, which focuses on modulus 

computation, was used to expedite the decryption process. 

Consequently, the study suggested a quicker RSA-CRT 

technique for data decryption.  
 

[7] developed a multi-level data encryption standard using 

residue number system for data security. Residue Number 

System (RNS) was introduced to enhance the security of the 

DES algorithm, as the study shows the tremendous efforts 

made by researchers to reduce its computational complexity 

and improve its security, DES remains vulnerable to brute force 

attacks. In order to address the security flaw in the DES 

algorithm, the DES-RNS model was created. Based on the 

study, the DES-RNS model performed better than the DES 

model, according to the results. Potential avenues for further 

research might involve enlarging the key size in this model. 

Building a fault-tolerant architecture that permits the addition 

of redundant data might be a further topic of study in the future 

work. 
 

[13] revealed that data security applications using base64 

algorithm could secure text data sent and received by users on 

communication networks using social media and 

communication media on mobile devices. According to the 

research, the system's ability to convert plaintext into ciphertext 

and vice versa using the base64 algorithm allowed the system 

to secure users' text data. However, there is need to improve the 

key mechanism, the encryption and decryption timing of 

algorithm to further strengthen the cryptosystem. 
 

[14] presented the design methods of information encryption 

and decryption using Residue Number System (RNS). Three 

moduli sets {2𝑛 − 1, 2𝑛, 2𝑛 + 1} were chosen for the study, 

and an efficient forward conversion was designed for the 

chosen moduli set with 4n + 2 and 8n as delay and area, 

respectively, for the information encryption and reverse 

conversion were designed for the same moduli set with 4n + 3 

and 8n + 3 as area and delay, respectively. The suggested 

scheme offers better security and computational efficiency than 

the state of the art. 

 

[15] explained the modern ways of employing RNS parallelism 

for key generation in asymmetric cryptosystems. He further 
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revealed that the creation of novel encryption methods of RNS 

and the research of their resistance to crypto analysis is now an 

incredibly relevant issue.  
 

[16] carried out research on Base64 Character Encoding and 

Decoding Modeling. The study applies the Base64 algorithm to 

encrypt and decrypt textual data. The study revealed that the 

Base64 algorithm's low security strength prevents it from being 

utilized for symmetric encryption as frequently as the other 

cryptographic algorithms. Consequently, the model's security 

characteristics needed to be enhanced by using a key to 

improve the algorithm.  
 

[17] developed an improved elliptic curve cryptography (ECC) 

model for text encryption. The model aims to improve the 

security of ECC by enhancing its base linear equation. The 

model uses elliptic curve arithmetic and a 256-bit key size for 

double encryption. Simulations were conducted using Java 

programming language on Net Beans IDE. The improved ECC 

outperformed existing systems in encryption and decryption 

times, but with higher encryption times. 
 

[18] proposed Padding Key Encryption (PKE) algorithm to 

encrypt data by generating a secret key in an unreadable format, 

and decrypting it using a private key in a readable format. This 

method offers high security for confidential data or files. 
 

[19] suggested a simple message cryptography method that 

divides a message into blocks with fixed sizes, using a secret 

color image to generate an array as a private key. The method 

calculates the number of rotation digits for each block, applying 

block rotation left operation. The method was evaluated using 

parameters like Mean Square Error (MSE), Peak Signal to 

Noise Ratio (PSNR), Correlation Coefficient (CC), and 

throughput, and compared to standard methods like Data 

Encryption Standard (DES), Triple-DES (3DES), Advanced 

Encryption Standard (AES), and Blow Fish (BF). 
 

[20] introduced a chaotic 2D encryption method for text, 

utilizing two levels of transformation and bit-plane slicing to 

enhance security. The method uses p, q values and iterations 

from user input and SHA-256 hash operation. Testing results 

show improved encryption performance and perfect decryption, 

with Bit Error Rate  (BER) and Crossover Error Rate (CER) 

values of 0.  
 

[21] proposes a Key-based Enhancement of the DES (KE-DES) 

technique for text security. The study involves merging 

Odd/Even bit transformations and replacing the right-side 

expansion with a Key-Distribution function. The random key 

and data create adequate security, making the KEDES model 

more efficient for text encryption. 
 

[22] developed a novel symmetric cryptography technique, 

based on Caesar cipher. The study transforms original text into 

secret using a hash code, providing a symmetric key to the 

receiver for decryption.  

 

METHODOLOGY 

 

Residue Number System-Base64 Algorithm (RNS-B64)  
 

Residue Number System-Base64 Algorithm (RNS-B64) is a 

new cryptography algorithm developed for encryption and 

decryption of a sensitive data in order to maintain integrity, 

confidentiality and absolute privacy using a symmetric key. 

The algorithm's security features are enhanced by XORing the 

key into the existing Base64 algorithmic process. The 

technique uses the residue number system to improve base64 

algorithm by adopting the contemporary encryption algorithms 

pattern. The improved technique uses a secret key, the same 

key is utilized for both encryption and decryption, respectively 

to develop an efficient forward conversion for the encryption 

algorithms. The Chinese Reminder Theorem (CRT) is used to 

develop a reverse conversion for the length three moduli set, 

which is used for decryption algorithms. The design carried out 

will not only increase the security level of the algorithmic 

process but also reducing the encryption and decryption time of 

the newly proposed algorithms thus increasing computational 

efficiency of the developed algorithms.  
 

Residue Number System 

The basis of a residue number system (RNS) is an N-tuple of 

integers {𝑦𝑗}𝑗=1
𝐾 , each of which is referred to as a modulus. In 

the RNS representation {𝑟𝑗}𝑗=1
𝐾 , given any base, are numbers 

defined by a set of N equations  

 

  𝑝 =  𝑞𝑗𝑦𝑗 + 𝑟𝑗                          (1) 

 

where  j = 1, 2, ………..,K and 𝑞𝑗 is an integer so chosen that 

0 ≤ 𝑟𝑗 < 𝑦𝑗 . it is clear that 𝑞𝑗 is an integer value of the quotient 

𝑝 𝑦𝑗⁄  which is denoted by [𝑝 𝑦𝑗⁄ ].  

 

The quantity 𝑟𝑗   is the least positive integer remainder of the 

division of p by 𝑦𝑗 and is denoted as 𝑝 𝑚𝑜𝑑 𝑦𝑗,  i.e., |𝑝|𝑦𝑖
 [23], 

[24]. Equation (1) above can be re-written as; 

𝑝 =  𝑦𝑗[𝑝 𝑦𝑗⁄ ] + |𝑝|𝑦𝑗𝑖
    (2)

  

Chinese Remainder Theorem 

RNS conversion to binary or decimal is done using this theorem. 

Considering the residue representation {𝑟1, 𝑟2, … , 𝑟𝑛} of p, the 

CRT allows one to ascertain |𝑝|𝑦, if the gcd of any two moduli 

is 1. Such moduli are called pairwise relatively prime. [14], 

[23], [24]. 

 

The CRT is given by 

 

|𝑝|𝑦 = | ∑ 𝑦̂𝑒|
𝑟𝑒

𝑦𝑒̅̅̅̅
|𝑦𝑒

𝐾
𝑒=1 |𝑦    (3) 

where 𝑦̂𝑒 =
𝑌

𝑦𝑒
,   𝑌 = ∏ 𝑦𝑒

𝐾
𝑒=1   and  gcd(𝑦𝑒, 𝑦𝑓) = 1 𝑓𝑜𝑟 𝑒 ≠ 𝑓 

. 
 

The developed (RNS-B64) Model 

The developed cryptosystem can be categorized into encryption 

and decryption model. 

Encryption Model  

This is a method of transforming plaintext to cipher-text with 

the use of mathematical notations. The developed system used 

the concept of the symmetric cryptography model and thus, the 

encryption model is represented in equation (4) as: 

𝑐𝑡 = 𝑏64(𝑟𝑛𝑠(𝑚𝑖) ⊕ 𝑟𝑛𝑠(𝑘𝑖))    (4) 

where: 

mi - plaintext bits 

ki  - key bits 

ct  - cipher text 

rns - residue number system 

b64 - the forward encoding system for base64 Algorithm 

Decryption Model 



  

Kolawole Bariu Logunleko et al, International Journal of Advanced Research in Computer Science, 16 (2), March-April 2025, 108-115 

© 2024-2027, IJARCS All Rights Reserved       111 

This is a method of transforming cipher-text to plaintext with 

the use of mathematical notations. The decryption model is 

represented in equation (5) as: 

𝑚𝑖 = 𝑐𝑟𝑡(𝑐𝑡 ⊕ 𝑟𝑛𝑠(𝑘𝑖))    (5) 

where: 

rns - residue number system 

Ct - cipher text 

mi - plaintext bits 

crt - Chinese Reminders Theorem (CRT) 

Diagram of Data Flow for the RNS-B64 Cryptosystem 

There are two phases in the data flow diagram for the RNS-B64 

Cryptosystem implementation. Figure 1 illustrates the 

encryption process, and Figure 2 shows the data flow diagram 

for decryption process.  In figure 1, the processes are explained 

as follows: 

1. Convert the key to decimal using ASCII 

2. Apply weight function to decimal number 

 (y = (x * character count)/weight) 

3. XOR all key decimal 

4. Compute residue using secrete moduli set 

5. XOR residues together 

6. Convert result to 8-bit binary 

7. Lookup characters in the ASCII table 

8. Compute the remainders of each decimal using the 

supplied modulo 

9. Convert each of the decimal remainders to 8-bit binary 

10. XOR each 8-bit binary of message with 8-bit binary 

 of key 

11. Merge all 8-bit binary 

12. Split into groups of 6 bits each 

13. Convert each group using base64 lookup table 

 

 
Figure 1: RNS-B64 Encryption Data Flow Diagram 

 

Similarly, the figure 2 processes are also explained as follows: 

1. Repeat the key process mechanism 

2. Replace each character with its equivalent 6-bit binary   

from base64 lookup table 

3. Merge all 6-bit binary 

4. Split merge into groups each of 8-bit 

5. XOR 8-bit binary of key with each 8-bit binary of    

ciphertext 

6. Convert result to decimal 

7. Compute the original number with CRT using n 

consecutive decimal numbers and the supplied modulo; where 

n is the number of modulo provided. 

8. Lookup each computed decimal from ASCII table 

 

 

Figure 2: RNS-B64 Decryption Data Flow Diagram 

The algorithmic process design is implemented using flutter 

technology and android studio respectively.  The choice of 

programming language used is dart. The RNS-B64 

cryptosystem encrypts and decrypts both intelligible and non-

intelligible messages accordingly as shown in Figure 3, Figure 

4a and Figure 4b respectively.   

 

RESULTS AND DISCUSSIONS 

 

Experiment Result Analysis 

The experiment was carried out on a string plaintext that 

contains the message “Names” with secret key k = “Kola” and 

a secret modulus set.  The cryptographic strength and 

performance evaluation of the developed cryptosystem were 

investigated. The cryptosystem was subjected to the dissimilar 

assessments as shown in [13], [25], [26]. The time taken for 

encryption and decryption, and storage overhead were 

computed for a plaintext with a varying number of words as 

shown Figure 4a, Figure 4b and Table 1 respectively. 

 

 

 
Figure 3: RNS-B64 Based Cryptosystem Application 

 

 

 
Figure 4(a): RNS-B64 Application Encryption Page Display 
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Figure 4(b): RNS-B64 Application Decryption Page Display 

 

RNS-B64 Application Encryption Page Display 

This section allows user to encrypt messages by supplying key 

and the message and then press “encrypt” button as shown in 

Figure 4a Encryption page. 

 

RNS-B64 Application Decryption Page Display 

In this section, users can decrypt the produced cipher text by 

providing the symmetric key. The cipher text produced in 

Figure 4(a), was supplied into the message box of the 

application decryption page and then press “decrypt” button as 

shown in Figure 4(b) Application Decryption Page to finally 

produce the initial original intelligible message. 

Furthermore, the developed cryptosystem experimented upon 

with the samples of plaintext messages with bytes sizes 

variation for both the key and plaintext to determine the 

performance and efficiency of the developed system. The time 

taken for encryption and decryption, and storage overhead was 

computed with a varying number of words as shown in Table 

1. 

Table 1: Encryption Time, Decryption Time and Storage Overhead for different cases using RNS-B64 Based Cryptosystem 

S/N Number of Words 

(Plaintext) 

Number of Bytes 

(Plaintext) 

Plaintext (Bits) Encryption  

Time(s) 

Ciphertext 

(Bytes) 

Decryption  

Time(s) 

1 1 5 40 0.0005 20 0.0007 

2 6 36 288 0.0012 144 0.0023 

3 21 300 2400 0.0046 1216 0.0057 

4 100 640 5120 0.0127 2624 0.0071 

5 204 1033 8264 0.0232 4188 0.0109 

6 612 4162 33296 0.1836 16864 0.0414 

7 816 5544 44352 0.3250 22464 0.0554 

8 1224 8322 66576 0.6943 33720 0.0829 

9 3264 10240 81920 1.0787 41984 0.1036 

10 6528 20480 163840 3.7052 83968 0.2073 

 

The time required for encryption and decryption of different 

plaintext sizes by the developed cryptosystem is analyzed in 

figures 5 and 6 respectively. The RNS-B64 based 

cryptosystem's encryption and decryption times were found to 

grow with the size of the plaintext. Also, the decryption time 

of the developed cryptosystem is much shorter compare to 

encryption time as a result of storage overhead. 

 



  

Kolawole Bariu Logunleko et al, International Journal of Advanced Research in Computer Science, 16 (2), March-April 2025, 108-115 

© 2024-2027, IJARCS All Rights Reserved       113 

  
 

Figure 5: Graph of Number of words against Encryption time for  

       RNS-B64 

                                                                                                                                                                              

 
 

Figure 6: Graph of Number of words against Decryption time for    

RNS-B64 
 

Discussion of Results on Comparison of the Developed 

RNS-B64 Based Cryptosystem with Existing Work 

A comparison of the newly developed cryptosystem with the 

previous works is presented in Tables 2 and 3 respectively. It 

was demonstrated that, in terms of encryption and decryption 

execution times, the new cryptosystem (RNS-B64) 

outperforms the existing ones. Furthermore, the storage 

overhead of the developed cryptosystem is higher because 

RNS adds permutation and confusion to the developed 

cryptosystem, thus increasing the ciphertext and strengthening 

more the security mechanism of the cryptosystem.

Table 2: Comparison Based on Number of Bytes, Algorithm type, Encryption and Decryption Time. 

Authors and Year No of Bytes Algorithm Type Encryption Time(s) Decryption Time(s) 

[13] 16 Secret-key 0.0037 0.0029 

RNS-B64 Based System 16 Secret-key 0.0005 0.0002 

 

Table 3: Evaluation Based on Level of Security, Storage Overhead, Algorithm type, Encryption and Decryption Time. 

Authors Level of 

Security 

Storage 

Overhead 

Algorithm 

Type 

Encryption Time Decryption 

Time 

[13] Single-layer High Symmetric Fast Fast 

RNS-B64 Based 

System Single-layer Higher Symmetric Faster Faster 
 

The cryptosystem was subjected to the dissimilar assessments 

which include encryption time, decryption time and storage 

overhead. The developed cryptosystem experimented upon 

with the samples of plaintext messages with bytes sizes 

variation for both the key and plaintext to determine the 

performance and efficiency of the developed system. A 

comparison of the newly developed cryptosystem with the 

previous works was presented. This demonstrated that the 

developed cryptosystem (RNS-B64) outperforms the existing 

ones based on the encryption and decryption execution times. 

Furthermore, the storage overhead of the developed 

cryptosystem is higher because RNS adds permutation and 

confusion to the developed cryptosystem, thus increasing the 

ciphertext and strengthening more the security mechanism of 

the cryptosystem. 

CONCLUSION 

This study uncovered some base64 algorithm research efforts 

as well as some constraints, thus providing a basis for 

improving the algorithm in terms of its security and efficiency. 

This leads to the development of the RNS-B64 cryptosystem, 

which addresses the Base64 security flaw and reduces the 
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encryption and decryption time. The study therefore increases 

the system's overall performance and efficiency thereby 

bridging the research gap. The analysis of the research revealed 

that the complexity of cryptanalysis rises as the parameters that 

were provided increase. In addition, the study conducted 

several different experiments using different sizes of plaintexts 

as shown in Table 1, to analyse and evaluate the performance 

of the developed system with the previous work as shown in 

table 2 and table 3 respectively. The results obtained show that 

RNS-B64 outperformed the previous work in terms of 

encryption and decryption time. For further research, 

comparism of our approach with other cryptographic 

algorithms techniques and attempt to conceal a secret image 

within the RNS-B64 scheme to observe the impact on security 

will be looked into.                                     
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