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Abstract:
 Cloud computing is an effective paradigm offering an innovative business model for IT organizations to adopt various services with upfront investment. Despite the benefits achieved from the cloud computing, the model security is still questionable which impacts the cloud adoption. The security breaches due to the cloud model as new dimensions have entered into the problem scope related to its architecture, multi-tenancy, layers dependency and elasticity . In this paper we introduce a detailed analysis and the countermeasures of the cloud security problem.
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1. Introduction
Cloud computing provides a new delivery model for  the next generation of internet-based, highly scalable distributed computing systems in which the computational resources offer 'as a service'. The most prominent definition of the cloud computing model is introduced by NIST [1] as “a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage resources, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.”. The two key characteristics of the cloud model include Multi-tenacy and Elasticity . Multi-Tenancy is sharing the same service instance among multiple tenants. Elasticity includes scaling ups and downs of resources allocated to a service based on the current service demands. These characteristics focus on improvising resource utilization, cost and service availability.   According to a Gartner survey [2] on cloud computing revenues, the cloud market was worth USD 58.6B in 2014, is expected to be USD 68B in 2010 and will reach USD 148B by 2017. These revenues imply that cloud computing is an  effective and promising platform. On the contrary, the increasing attacks by the attackers’ interests in finding the existing vulnerabilities in the cloud architecture. The potential benefits and revenues gained from the cloud computing model, still has a lot of crucial issues that impact the model creditability .Major drawbacks include Vendor lock-in, multi-tenancy , data management, portability of services, SLA management, and cloud security . From the perspective of cloud consumer, security is the major concern that hinders the adoption of the cloud computing model [3] as
 • Enterprises outsource security management to a third party that hosts their IT assets
 • Co-existence of assets of multiple tenants in the same location also using the same instance of the service while being unaware of the strength of security controls used.
• The lack of security guarantees in the SLAs between the cloud consumers and the cloud providers.  cloud providers have to understand consumers’ concerns and seek out new security solutions that resolve such concerns. In this paper we analyze the challenges and issues in the domain of cloud computing security problem. Our aim is to identify the weak points in the cloud model and seek countermeasures for them.

II. LITERATURE REVIEW

 The Cloud Computing Use Cases group [4] discuss the various use case scenarios and related requirements that may exist in the cloud computing model. ENISA [5] investigated the different security risks related to adopting cloud computing along with the affected assets, the risks likelihood, impacts, and vulnerabilities in cloud computing that may lead to such risks. Similar research is  discussed in “Top Threats to Cloud Computing” by CSA [6]. Balachandra et al [7] discuss the security SLA’s specifications and objectives related to data locations, segregation and data recovery. Kresimir et al [8] discuss high level security concerns in the cloud computing model such as data integrity, payment, and privacy of sensitive information. Kresimir discussed different security management standards such as ITIL, ISO/IEC 2701 and Open Virtualization Format (OVF).  Subashini et al [9] discusses the security challenges of the cloud service delivery model. CSA [6] discusses the major critical areas of cloud computing.  CSA published a set of detailed reports discussing for some of these related domains. We researched  in the cloud model to identify the root causes and essential participating dimensions in such security issues/problems discussed by the previous work. This will help better to understand the problem and deliver countermeasures.

III. THE CLOUD COMPUTING ARCHITECTURE AND SECURITY IMPLICATIONS
 The Cloud Computing model mainly has three service delivery models and main three deployment models [1]. The deployment models are: (1) Private cloud: a cloud platform is dedicated for specific organization, (2) Public cloud: a cloud    platform is available to public users to register and use the available infrastructure, and (3) Hybrid cloud: a private cloud that can be extended to use resources in public clouds. Public clouds are the most vulnerable deployment model because of the availability for public users to host their services who may be malicious users. The cloud service delivery models,  include: - Infrastructure-as-a-service (IaaS): where cloud providers deliver a broad access to computation resources, storage and network as an internet-based services. This service model is based on the virtualization technology. Amazon EC2 is the most prominent IaaS provider. - Platform-as-a-service (PaaS): where cloud providers deliver the whole platforms, tools and other business services that enable customers to develop, deploy, and modify their own applications, without installing any of these platforms or support tools on their personal machines. Google Apps and Microsoft Windows Azure are the most known PaaS. - Software-as-a-service (SaaS): where cloud providers deliver applications that are  hosted on the cloud infrastructure as internet-based service for end users.
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Fig. 1 NIST visual model of cloud computing definition [1].



IV. CLOUD COMPUTING FEATURES  AND SECURITY IMPLICATIONS
To achieve the most efficient utilization of resources, cloud providers need to increase their resource utilization at the same time decreasing the cost.Simulataneously consumers need to use resources as far as needed while being able to increase or decrease resources consumption based on actual demands. The cloud computing model meets such needs throug a winwin solution by delivering two major  characteristics: multitenancy and elasticity. Multi-tenancy implies sharing of various computational resources, storage, services, and applications with other tenants. Multi-tenancy has different realization approaches.These are, In approach 1, each tenant has their own dedicated instance with their own customizations. In approach 2, each tenant uses a specific dedicated instance, like approach 1, while all instances are the same but with different configurations. In approach 3, all tenants share the same instance with exact runtime. In approach 4 tenants are directed to a load balancer that necessarily redirects tenants requests to a suitable instance based on the current instances load. Approaches 3 and 4 are the most vulnerable as tenants are coexisting on the same processes in memory and hardware. This sharing of resources violates the confidentiality feature  of tenants’ IT assets .To deliver secure multi-tenancy there should be proper isolation among tenants’ data so as  to avoid planned attacks that attempt to co-locate with the victim assets [10]. In IaaS, isolation should be of the VMs’ storage, processing, cache memories, and networks. In PaaS, isolation should cover solace among running services and APIs’ calls. In SaaS, isolation should be among transactions carried out on the same instance by different tenants and multiple tenants’ data. Elasticity suggests being able to scale up or down resources assigned to services based on the demand and requirements. Scaling up and down of tenant’s resources gives the access to other tenants to use the tenant recently assigned resources. This may lead to confidentiality threats. For example, tenant A scaled down so it releases resources, these resources are now assigned to tenant B who in turn use it to deduce the recent contents of tenant A (similar to the lag problem between DNS server and DNS cache). Moreover, Elasticity includes a service placement engine that maintains and modifies a list of the available resources from the provider’s resource pool. This list is used to allocate resourcesand map the services. Such engines should incorporate essential cloud consumers’ security and legal requirements such as to avoid placing competitors services on the same server location.Placement engines must include a unique migration strategy where services are migrated from physical host to another or from cloud to another so as  to meet demands and efficient utilization of the resources. This migration strategy should take into account the similar security constraints.

 
V. CLOUD COMPUTING SERVICE DELIVERY MODELS AND ISSUES
The key security vulnerabilities in each service delivery model are aforementioned . Some of these issues are the responsibility of cloud providers while rest are the responsibility of cloud consumers. 
A. IaaS Issues VM security – securing the VM operating systems and workloads from common security threats that affect traditional physical servers, such as malware and viruses, using traditional or cloud-oriented security solutions.[15] The VM’s security is the responsibility of cloud consumers. Each cloud consumer can use their own security controls based on their needs, expected risk level, and their own security management process. Securing VM images repository - unlike physical servers VMs are still under risk even when they are offline. VM images can be compromised by injecting malicious codes in the VM file or even stole the VM file itself. Secured VM images repository is the responsibilities of the cloud providers. Another issue related to VM templates is that such templates may retain the original owner information which may be used by a new consumer. Virtual network security - sharing of network infrastructure among different tenants within the same server (using vSwitch) or in the physical networks will increase the possibility to exploit vulnerabilities in DNS servers, DHCP, IP protocol vulnerabilities, or even the vSwitch software which result in network-based VM attacks. Securing VM boundaries - VMs have virtual boundaries compared with to physical server ones. VMs that co-exist on the same physical server share the same CPU, Memory, I/O, NIC, and others (i.e. there is no physical isolation among VM resources). Securing VM boundaries is the responsibility of the cloud provider. Hypervisor security - a hypervisor is the “virtualizer” that maps from physical resources to virtualized resources and vice versa. It is the main controller of any access to the physical server resources by VMs. Any compromise of the hypervisor violates the security of the VMs because all VMs operations become traced unencrypted. Hypervisor security is the responsibility of cloud providers and the service provider. In this case, the SP is the company that delivers the hypervisor software such as VMware or Xen.
 B. PaaS Security Issues SOA related security issues – the PaaS model is based on the Service-oriented Architecture (SOA) model. This leads to inheriting all security issues that exist in the SOA domain such as DOS attacks, Man-in-the-middle attacks, XML-related attacks, Replay attacks, Dictionary attacks, Injection attacks and input validation related attacks [9, 16]. Mutual authentication, authorization and WS-Security standards are important to secure the cloud provided services. This security issue is a shared responsibility among cloud providers, service providers and consumers. API Security - PaaS may offer APIs that deliver management functions such as business functions, security functions, application management, etc. Such APIs should be provided with security controls and standards implemented, such as OAuth [17], to enforce consistent authentication and authorization on calls to such APIs. Moreover, there is a need for the isolation of APIs in memory. This issue is under the responsibility of the cloud service provider. 
C. SaaS Security Issues In the SaaS model enforcing and maintaining security is a shared responsibility among the cloud providers and service providers (software vendors). The SaaS model inherits the security issues discussed in the previous two models as it is built on top of both of them including data security management [11] (data locality, integrity, segregation, access, confidentiality, backups) and network security. Web application vulnerability scanning - web applications to be hosted on the cloud infrastructure should be validated and scanned for vulnerabilities using web application scanners [16]. Such scanners should be up to date with the recently discovered vulnerabilities and attack paths maintained in the National Vulnerability Database (NVD) and the Common Weaknesses Enumeration (CWE) [17]. Web application firewalls should be in place to mitigate existing/discovered vulnerabilities (examining HTTP requests and responses for applications specific vulnerabilities). The ten most critical web applications vulnerabilities in 2016 listed by OWASP [18] are injection, cross site scripting (Input validation) weaknesses. Web application security miss-configuration and breaking - web application security miss-configuration or weaknesses in application-specific security controls is an important issue in SaaS. Security miss-configuration is also very critical with multi-tenancy where each tenant has their own security configurations that may conflict with each other leading to security holes[12]. It is mostly recommended to depend on cloud provider security controls to enforce and manage security in a consistent, dynamic and robust way.
 D. Cloud Management Security Issues The Cloud Management Layer (CML) is the “microkernel” that can be extended to incorporate and coordinate different components. The CML components include SLA management, service monitoring, billing, elasticity, IaaS, PaaS, SaaS services registry, and security management of the cloud. Such a layer is very critical since any vulnerability or any breach of this layer will result in an adversary having control, like an administrator, over the whole cloud platform. This layer offers a set of APIs and services to be used by client applications to integrate with the cloud platform. This means that the same security issues of the PaaS model apply to the CML layer as well. 
E. Cloud Access Methods Security Issues Cloud computing is based on exposing resources over the internet.[14] These resources can be accessed through (1) web browsers (HTTP/HTTPS), in case of web applications - SaaS; (2) SOAP, REST and RPC Protocols, in case of web services and APIs – PaaS and CML APIs; (3) remote connections, VPN and FTP in case of VMs and storage services – IaaS. Security controls should target vulnerabilities related to these protocols to protect data transferred between the cloud platform and the consumers.

VI.  THREATS AND THEIR COUNTERMEASURES

· Insecure Interfaces and API's-

Cloud computing providers exposes set of software interfaces or APIs that customers use to manage , manipulate and interact with cloud services. Provisioning, management, orchestration, and monitoring are all performed with these interfaces. The security and availability of basic cloud services is dependent upon the security of these general APIs. From authentication and access control to encryption and activity monitoring, these interfaces must be designed to protect against various malicious attempts to circumvent security policy. 
Countermeasures:
Analyze the security model of cloud provider interfaces.Also, Ensure strong authentication and access controls are implemented in concert with encrypted transmission. 

· Malicious Insiders 

The threat of a malicious insider is prominent to most organizations. This threat is attenuated for consumers of cloud services by the convergence of IT services and customers under a single management domain, combined with a common lack of transparency into provider process and procedure. 
Countermeasures:
Enforce strict supply chain management and conduct a comprehensive supplier assessment annually. Also , Specify human resource requirements as part of legal contracts. It mostly require transparency into overall information security and management practices, as well as compliance reporting. 

· Shared Technology Issues
 Often, the underlying components that make up the shared infrastructure were not designed to offer strong isolation properties for a multi-tenant architecture. To overcome this gap, a virtualization hypervisor mediates access between guest operating systems and the physical compute resources. Still, even hypervisors have exhibited flaws that have enabled guest operating systems to gain inappropriate levels of control or influence on the underlying platform. A defense in depth strategy is recommended, and must include compute, storage, and network security enforcement and monitoring. Strong compartmentalization should be done to ensure that individual customers do not impact the operations of other tenants on the same cloud provider. Customers should not have access to any other tenant’s actual or residual data, network traffic, etc

 Countermeasures:
 Implement security best practices for installation environment for unauthorized manipulations.Promote strong authentication and access control for administrative access and operations.  Enforce various service level agreements for patching and vulnerability countermeasure. Conduct vulnerability scanning and configuration audits.


· Account or Service Hijacking 
Account or service hijacking is traditional. If an attacker gains access to your credentials, they can eavesdrop on your activities,sniff on network  and transactions, manipulate data, return falsified information, and redirect your clients to illegitimate sites.
Countermeasures:
Prohibit the sharing of account credentials between users and services.Also,Leverage strong two-factor authentication techniques where possible. Most importantly, Employ proactive monitoring to detect unauthorized activity. 

· Unknown Risk Profile Description

 One of the tenents of Cloud Computing is the reduction of hardware and software ownership and maintenance to allow companies to focus on their core business strengths and analytics. Information about who is sharing your infrastructure may be pertinent, in addition to network intrusion logs, redirection attempts and/or successes, and other logs.Security by obscurity may be of low effort, but it can result in mystery exposures. 
Countermeasures:
 Disclosure of applicable logs and data. ALSO,  Partial/full disclosure of infrastructure details (e.g., patch levels, firewalls, etc.) Monitoring and alerting on necessary information resources .
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