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Abstract: Security is an important issue when digital images are transmitted through the internet and cellular phones, as well as being important in
encryption of the satellite images, and image encryption is the most useful technique employed for this purpose. Genetic Algorithm (GA) can be
regarded as a randomized search procedure that is commonly used to solve the optimization problems. The genetic algorithm uses two reproduction
operators - crossover and mutation. Crossover assembles existing genes into new combinations, and mutation produces new genes.In this paper, a
new approach of employing the crossover and the mutation operations of the genetic algorithms (GA) to encrypt images was proposed. The results
of several experimental, statistical analysis and key sensitivity tests show that the proposed image encryption scheme provides an efficient and secure

way for real-time image encryption and transmission.
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l. INTRODUCTION

Because of greater demand in digital signal transmission
in recent time, the problem of illegal data access from
unauthorized persons becomesneed intelligent and quick
solution. Accordingly, the data security has become a
critical and imperative issue in multimedia data transmission
applications. In order to protect valuable information from
undesirable users or against illegal reproduction and
modifications, various types of cryptographic schemes are
needed. Cryptography offers efficient solutions to protect
sensitive information in a large number of applications
including personal data security, medical records, network
security, internet security, diplomatic and military
communications security, etc. through the processes of
encryption/decryption.

Cryptography contains two basic processes: one process
is when recognizable data, called plain data, is transformed
into an unrecognizable form, called cipher data. To
transform data in this way is called to encipher the data or
encryption. The second process is when the cipher data is
transformed back to the original plain data, this is called to
decipher, or decrypting the data. To be able to determine if a
user is allowed to access information a key is often used.
Once a key has been used to encipher information, only
someone who knows the correct key candecipher the
encrypted data. The key is the foundation of most data
encryptions algorithms today. A good encryption algorithm
should still be secure even if the algorithm is known[1-5].

Encryption is the process of transforming the
information to insure its security. With the huge growth of
computer networks and the latest advances in digital
technologies, a huge amount of digital data is being
exchanged over various types of networks. It is often true
that a large part of this information is either confidential or
private. As a result, different security techniques have been
used to provide the required protection [6].

With the advancements of multimedia and networks
technologies, a vast number of digital imagesnow
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transmitted over Internet and through wireless networks for
convenient accessing and sharing[5]. Multimedia security in
general is provided by a method or a set of methods used to
protect the multimedia content. These methods are heavily based
on cryptography and they enable either communication security,
or security against piracy (Digital Rights Management and
watermarking), or both. Communication security of digital
images and textual digital media can be accomplished by means
of standard symmetric key cryptography. Such media can be
treated as binary sequence and the whole data can be encrypted
using a cryptosystem such as Advanced Encryption Standard
(AES) or Data Encryption Standard (DES) [7]. In general, when
the multimedia data is static (not a real-time streaming) it can
treated as a regular binary data and the conventional encryption
techniques can be used. Deciding upon what level of security is
needed is harder than it looks. To identify an optimal security
level, the cost of the multimedia information to be protected and
the cost of the protection itself are to be compared carefully.

As a result, protection of digital images against illegal
copying and distribution has become an important issue [5,8, 9,
10]. Image encryption techniques try to convert an image to
another one that is hard to understand [11]. On the other hand,
image decryption retrieves the original image from the
encrypted one. There are various image encryption systems to
encrypt and decrypt data, and there is no single encryption
algorithm satisfies the different image types.

1. RELATED WORKS

At present, there are many available image encryption
algorithms such as Arnold map, Tangram algorithm[12], Baker’s
transformation[13], Magic cube transformation[14], and Affine
transformation[15] etc. In some algorithms, the secret-key and
algorithm cannot be separated effectively. This does not satisfy
the requirements of the modern cryptographic mechanism and
are prone to various attacks. In recent years, the image
encryption has been developed to overcome above
disadvantages as discussed in [7, 16].Conventional encryption
algorithms such as DES, AES, IDEA are not suitable for
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practicalimage cipher due to some intrinsic features of
images such as bulk data capacity, high redundancy,strong
correlation among adjacent pixels, etc. It is desirable to
develop an efficient image cryptosystem,especially for real-
time secure image communication over open networks. To
meet this challenge, avariety of image encryption schemes
have been proposed. Among them, chaos-based algorithm
hassuggested a new and efficient way to deal with the
intractable problems of fast and highly secure
imageencryption. The fundamental features of chaotic
dynamical systems such as ergodicity, mixing
property,sensitivity to initial conditions/system parameters,
etc. can be considered analogous to some idealcryptographic
properties such as confusion, diffusion, balance, avalanche
properties, etc.[17-20].

There have been various data encryption techniques [21,
22, 23] on multimedia data proposed in the literature.
Genetic Algorithms (GASs) [24] are among such techniques.
The genetic algorithm is a search algorithm based on the
mechanics of natural selection and natural genetics.

The genetic algorithm uses two reproductionoperators:
crossover and mutation. Reproduction give genetic
algorithms most of their searching power. To apply a
crossoveroperator, parents are paired together. There
areseveral different types of crossover operators, and
thetypes available depend on what representation is usedfor
the individuals. The one-point crossover means that the
parentindividuals exchange a random prefix when
creatingthe child individuals.The purpose of the mutation
operatoris to simulate the effect of transcription errors
thatcan happen with a very low probability when a
chromosomeis mutated. A standard mutation operatorfor
binary strings is bit inversion. Each bit in anindividual has a
small chance of mutating into itscomplement, that is, a ‘0’
would mutate into a “1°.

Only few genetic algorithms based encryption have been
proposed. Kumar and Rajpal [25] described encryption
using the concept of the crossover operator and
pseudorandom sequence generator by NLFFSR (Nonlinear
Feed Forward Shift Register). The crossover point is
decided by the pseudorandom sequence and the fully
encrypted data they are able to achieve. Kumar, Rajpal, and
Tayal extended this work and used the concept of mutation
after encryption. Encrypted data are further hidden inside
the stego-image [26].

Husainy proposed Image Encryption using Genetic
Algorithm-based Image Encryption using mutation and
crossover concept [27].

A. Tragha et al., describe a new symmetrical block
ciphering system named ICIGA (Improved Cryptography
Inspired by Genetic Algorithms) which generates a session
key in a random process. The block sizes and the key
lengths are variable and can be fixed by the user at the
beginning of ciphering. ICIGA is an enhancement of the
system (GIC) “Genetic algorithms Inspired Cryptography”
[28, 29].

RasulEnayatifar and Abdul Hanan Abdullah proposed a
new method based on a hybrid model composed of a genetic
algorithm and a chaotic function for image encryption. In
their technique, first a number of encrypted images are
constructed using the original image with the help of the
chaotic function. In the next stage, these encrypted images
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are employed as the initial population for starting the operation
of the genetic algorithm. Then, the genetic algorithm is used to
optimize the encrypted images as much as possible. In the end,
the best cipher-image is chosen as the final encryption image
[30].

A new approach is suggested in this paper for secure and
efficient image encryption. After dividing the image into set of
chromosomes (vectors)andapplying crossover and mutation
operations on randomly selected genes fromthese chromosomes
to generate new encrypted chromosomes that will be used next
to construct the encrypted image. Crossover operation also used
to randomly reorder the chromosomes of the image to make
more confusion in the encrypted image.

1. THE PROPOSED METHOD

The two reproduction operations (crossover and mutation) of
the genetic algorithm (GA) are implementing, in different ways,
on the source image to get a secure encrypted image.

At the first, a two dimensional bitmap image fileof size
(WidthxHeightxPalette) is treating as a file of bytes (genes) has
a FileSize=(Width x Height x Palette), such that each byte
value between (0...255).

To demonstrate the operations that are doing in the
encryption phase of the proposed method, we consider have the
following simple 2D bitmap image example.

2 10 7 15 | 32 | 19
9 64 | 71 3 15 | 23
1 12 | 34 | 18 5 25
30 | 11 3 16 | 27 8
9 30| 22 | 15 7 3
15 6 26 8 30 2
5 11 4 12 | 27 | 33
7 18 1 21 2 25
A. Selecting VectorLength:

After selecting a vector (chromosome) length, by the sender
of the secret image, such that the proposed encryption method
allow to select a VectorLength between (22...2%-1). The genes
(bytes) of each vector are indexing (0...VectorLength-1). The
selected vector length will be one of three parts which form the
secret key that is using to encrypt the secret image. (In the above
example, weselectVectorLength=8).

B. Calculating the StartCrossoverIndex and

StartMutationIndex

Where the reproduction of new individuals,by implementing
the crossover and the mutation operations ofGenetic Algorithm
(GA), is performthrough selecting genes randomly. And the
random numbers sequence, which is generated from any
Random NumbersGeneration Algorithm (RNGA),is different
and depending on selecting an initial value that is feeding to the
algorithm.To generate the random numbers sequence that is
needed to do the operations in the proposed encryption method,
we can adopt any random numbers generation algorithm.

The proposed method extract two integer values from the
bytes of the plainimage to be used next to set the initial value of
the random numbers generation algorithm that will be used in
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this method to perform the crossover and the mutation
operation. These two values are extracted by applying the
following two formulas on the bytes of the secure image.

[XORZ™ " (Byte)]
StartCrossoverindex = [———————x (VectorLength - 1)
255 (1)
[XNORL:™ " (Byte)
StartMutationindex = |————————————x (VectorLength - 1)
255 (2)

Where XOR and XNORare the two bitwise logical
operations eXclusive-OR and eXclusive-NORespectively,
that are applying on the bits of all bytes in the image file.

The main point behind selecting these values from the
bytes of the source image is to make a dependency between
the source image and the random numbers generation
algorithm that is using to encrypt the image. Obviously,
these two values are different from one image to
another.The wvalue of each StartCrossoverlndexand
StartMutationIndexis between (2%...2%1).
TheStartCrossoverlindexand — StartMutationlndexwill  be
form two parts of the secret key that will be used to encrypt
the source image next.

The calculated StartCrossoverindex and
StartMutationIndexfor the above example are:

StartCrossoverIndex=2
StartMutationlndex=6

The secret key of the proposed encryption method
becomes consists of three parts (VecotrLength,
StartCrossoverindex, StartMutationlndex), the value of
each part of the secret key represent by 2% bits. In the above
example the three parts of the secret key are (8, 2, 6).

C. Segment Source Image into Vectors:

Before starting the implementation of the crossover and
the mutation operations on the image, the proposed method
segments the image file into number of vectors of length
VectorLength. This segmentation operation will produce list
of  wvectors called  VectorsListindexed between
(0...NoOfVectors-1), where:

NoOfVectors = (FileSize/VectorLength)

0 1 2 3 4 5 6 7
Vector 0 2 [10] 7 [15[32]19] 9 [ 64|

Vector 1 [ 71| 3 [15]23[ 1 | 12] 34]

—

8]

Vector 2| 5 [25[30][11] 3 [16]27] 8 |

Vector 3| 9 [30]22] 15]

e |

[ 3]15] 6]

Vector4 [ 26] 8 [30] 2 [ 5 [11] 4 [12]

Vector 52733 7[18] 1 [21] 2 [25]
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D. Determine the CrossoverIndex and

MutationlndexValues:

Set the Crossoverindex and MutationIndexvalues for each
vector. These are done by taking the values of
StartCrossoverindex and StartMutationindexand set them as
the Crossoverindex and Mutationindex values of the first
vector and circularly increment these values from vector to the
next vector. When we are doing this operation on the vectors of
the above example,itproduces the following indices.

0 1 2 3 4 5 6 7
Vector 0 2 [ 10 [ 7. [ 15 [32]19[9.] 64 |

Vector 1| 71 3 [ 15 [23.] 1 [12]34] 18]

Vector 2 [ 5.] 25 | 30

11 [3.[16][27] 8 |

Vector 3| 9 [30.] 22 [ 15[ 7 [3.]15] 6 |

Vector 4 [ 26| 8 [30=] 2 | 5 [11]4.] 12 |

Vector 5[ 27] 33 | 7 [18.] 1 [21] 2 [25.]

We must note here that, the values of genes at
Crossoverindexand MutationIindex of each vector will remain
no change during the encryption operation of the source image
because they will be use next in the decryption operation. For
the above example, the genes values of Vector 4 at the
Crossoverlndex and the MutationIndex are GeneValue.=4 and
GeneValue,,=30.

E. Crossover Operation:

Now, we are ready to perform the crossover and the mutation
operations. The crossover operation is doing(on the genes of
each vectoralone) by selectrandomlytwo genes indices in the
vector; and exchanging the values of these genes. This operation
is repeating number of times equal (GeneValue +
VectorLength). For the Vector 0, from the above example, the
crossover operation is repeated (7 + 8 = 15 times). Before
performing the crossover operation for each vector, the
CrossoverIndex of the vector is set as a new initial value of the
random numbers generation algorithm. In Vector 0 of the above
example, the Crossoverlndex is 2.After doing the crossover
operation on all vectors of the above example, the vectors
become as follow:

0 1 2 3 4 5 6 7

Vector 0 10] 32 [ 7. J 15 [19] 2 [9a] 64 ]

Vector 1| 71] 34 | 1 [23.]15] 3 [12] 18]

\’ect0r2|5m| 30 | 1 |

[ o]

7 [3.]16]25] 8 |

Vector 3| 9 [30.] 7 | [15]3.]15] 6 |

[
2

Vector4| 2 | 5 [30.] 12 [26[11[4. | 8 |

| 2 [ 21 J18a]33] 1 [27]25]

|

Vector 5 |
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F. Mutation Operation:

The mutation operation is doing (on the genes of each
vector alone) by select randomly geneindex in the vector;
and changing the value of this gene by subtracting its value
from 255. We must refer here that anyone can choose
another operation to change the value of the genes in the
mutation operation. This mutation operation is repeating
number of times equal (GeneValue, + VectorLength). For
the Vector O from the above example, the mutation
operation is repeated (9 + 8 = 17 times). Before performing
the mutation operation for each vector, the MutationIndex
of the vector is set as a new initial value of the random
number generation algorithm. In Vector 0 of the above
example, the MutationIndex is 6. After doing the mutation
operation on all vectors of the above example, the vectors
become as follow:

0 1 2 3 4 5 6 7
Vector 0| 245 [ 223 [ 7. [ 15 [236] 2 [ 9. | 64 ]

Vector 1| 184 [ 221254 23.] 15 [ 3 [243[18.]

Vector 2 [ 5. | 30 [244] 27 [ 3. [ 239] 230] 8 |

Vector 3 | 246 [ 30| 248 233 240 [ 3. | 240 249 |

Vector 4 | 253 [ 250 [30.] 12 [ 26 [ 11 [ 4 ] & |

Vector5| 7 [ 2 |21 [18]33 | 1 [ 27 [25.]

G. Reorder the Vector Sequence:

After complete the crossover and the mutation
operations, and to add more confusion in the pixels of the
encrypted image,another different implementation of the
crossover operation that will be done on the order of the
vectors by select randomly two vectors and exchanging their
order.This operation is repeating number of times equal
(NoOfVectors). Before performing this operation, the value
(VecotrLength+StartCrossoverIndex+StartMutationlndex)
is set as a new initial value of the random numbers
generation algorithm. After doing this, we get a new order
of the vectors. The order of the vectors of the above
example becomes:

0 1 2 3 4 5 6 7

Vector5| 7 | 2 |21 J18 ]33] 1 [ 27 [25]

Vector 2 | 5. | 30 [244] 27 [ 3. [ 239 230] 8 ]

Vector 3 | 246 [ 30. | 248 [ 233 | 240 3. | 240] 249 |

Vector 1| 184|221 254[23. [ 15| 3 [243[18a]

Vector 0 245 [ 223 7. [ 15 [236] 2 [ 9. | 64 |

Vector 4 | 253 [ 250[30n] 12 | 26 [ 11 [ 4. | 8 ]
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H. Construct the Encrypted Image:

At the last, restore the new genes of the vectors as 2D bitmap
image to construct the encrypted secure image. And save the
secret key(VectorLength, StartCrossoverlIndex,
StartMutationIndex)that is generated from the proposed
encryption method to deliver it to the receiver of the encrypted
image. The encrypted image of the above example is shown
follow:

7 2 21 | 18 | 33 1
27 | 25 5 30 | 244 | 27
3 | 239|230 8 | 246 30
248 | 2133 | 240 3 | 2140 | 249
184 | 221 | 254 | 23 | 15 3
243 | 18 | 245|223 | 7 15
236 | 2 9 64 | 153 | 250
30 | 12 | 26 | 11 4 8

When the receiver want to decrypt the encrypted image,
he/she feed the three parts of the secret key (VectorLength,
StartCrossoverindex, StartMutationIindex) to the decryption
phase of the proposed method. In the decryption phase, the
proposed method does the same steps as in itsencryption phase,
but they are doing in reverse order.

V. EXPERIMENTSAND SECURITY ANALYSIS

To evaluate the proposed encryption method, this method is
tested on a humber ofbitmap images of type (.bmp) which have
different sizes.The required programming codes to implement
the proposed method are written using C++ programming
language.

Key space analysis, key sensitivity analysis, statistical
analysisand Signal to Noise Ratio (SNR) are some of the
security teststhat are recommended to be used to test the
performance,strength and immunity of encryption methods.

A. Key Space Analysis:

For an effective cryptosystem, the key space should be large
enough to make brute-force attack infeasible. The secret key
space (Vector Length, Start Crossover Index, Start Mutation
Index) of the proposed method is (32bits + 32bits + 32hits), this
means that the cryptosystem has relatively long number of bits
in the secret key. Where the key space of the most well-known
secure encryption algorithm AES is 128-bits. Sothis is proof that
the proposed cryptosystem is good at resisting brute-force
attack.

B. Key Sensitivity:

To evaluate the key sensitivity feature of the proposed
method, a one bit change is made in one of the three parts of the
secret key and then used it to decrypt the encrypted image. The
decrypted image with the wrong key is completely different
when it is compared with the decrypted image by using the
correct key as shown in Fig.1. It is the conclusion that the
proposed encryption method is highly sensitive to the key, even
an almost perfect guess of the key does not reveal any
information about the plain image.
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(M) <)

Figure 1: (a) Source image (b) Encrypted image (c) Decrypted image with
wrong key

C. Statistical Analysis:

Statistical attack is a commonly used method in
cryptanalysis and hence an effective cryptosystem should be
robust against any statistical attack. Calculating the
histogram and the correlation between the neighbors pixels
in the source and in the encrypted image are the statistical
analysis to prove the strong of the proposed cryptosystem
against any statistical attack.

Fig.2 shows the histograms of the source image in Fig.1
and its encrypted image respectively. It’s clear from Fig.2
that the histogram of the encrypted image is completely
different from the histogram of the source image and does
not provide any useful information to employ statistical
attack.

100883

50441

19157

4578

0 64 128 192 255

Figure 2:(a) Histogram of the source image in Fig. 1(a)
(b) Histogram of its encrypted image

The correlation coefficient ris calculating by using the
following formula:

R Mt )
szxi — D)2 x XY, (y, — )2

©)

WhereN is the number of pixel\pairs,

X=— ) Xx;
Nt
1=1

And
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=1

The correlation coefficient for horizontal neighbor pixelsof
the source image in Fig. 1 is r=0.602642 while r=0.00108589for
its encrypted image. It is clear from these two different values of
the correlation coefficient that the strong correlation between
neighbor pixels in source image is greatly reduced in the
encrypted image. The results of the correlation coefficient for
vertical and diagonal neighbor pixels are similar to the
horizontal neighbor pixels. The Signal to Noise Ratio (SNR) that
is calculated for the above encrypted image in Fig. 1(b) is
SNR=1.64494. The SNR is calculated by using the following
formula, where S and E represent the source and the encrypted
image respectively:

width yhieght 2
e yie (Ey)

idth~hieght 2
e (B — Sy)

SNRdb -

= (4)

To give more explanation details about the performance of
the proposed encryption method and the effect of choosing
different length for the VectorLength parameter on the
performance of the method. Table 1 shows the
experiments,ofdifferent bitmap images having different sizes
(shown in Fig. 3), that are done to encrypt these images by using
the proposed encryption method and the recorded results.

Boat
(1000x801x3)
r =0.493347

Penguins
(1024x768x3)
r=0.868243

Fireworks
(1920%1200%3)
r =0.602642

Figure 3: Bitmap Images used in the experiments

Table 1: Recorded results of the performance tests

Image VectorL (SNR) | Encryption | Decryption | Correlation
ength Time Time r
(second) (second)

Boat 8 3.5519 6.567 6.614 0.0084541
32 2.9855 1.887 2.075 0.0088460

200 2.7947 1.201 1.201 0.0093383

Fireworks 8 2.0746 14.134 13.712 0.0059972
32 1.8105 4.805 4.103 0.0052834

200 1.6611 2.995 3.104 0.0010858

Penguins 8 3.6540 9.579 9.282 0.133088
32 2.3931 2.776 2.309 0.0362672

200 2.1301 1.264 1.217 0.0085089

From the above recorded results, we note the following
points:

a. The values of SNRrefer to that there is much distortion in the
encrypted image, and its increasing when the VectorLength
increase. This means that the encrypted image has good
immunity against the Human Visual System (HVS) attack.

b. The encryption and decryption time is decreasing when the
VectorLength increase. This means that when we try to give
more security to the encrypted image by maximize the
VectorLength, this will not increase the encryption and
decryption time.
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c. The values of the correlation coefficient of the encrypted
image are reducing gradually when the VectorLength
increase. And they areminimized greatly when
comparing their valueswith the values of the correlation
coefficient of the source image.

V.  CONCLUSIONS

A proposed image encryption method was introduced in
this paper. The two reproduction operations (crossover and
mutation) of GA are usedin the steps of the method to
provide good security to the image.Because using long
secret key of three parts,theproposed method become effect
against the brute-force attack.The visual and the analytical
tests that are used through the experiments showed that the
proposed method promise to use it in the field of image/data
encryption effectively.
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