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Abstract: In this paper, we have made use of a modified Feistel cipher for encrypting a Gray level image. This image is represented in the form 

of a square matrix of size 256. The encryption is carried out by considering, at each instance, a matrix of size 32 x 64. Here, as the cipher is an 

elegant one, we notice that the time required for computation is much less. 
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I. INTRODUCTION 

The advent of Internet in the last decade of the previous cen-

tury brought in a revolution in the transmission of information. 

The study of cryptography of plain texts [1] and images has 

gained considerable impetus in the last two decennia. Several 

papers [2–5] of image cryptography have appeared in the lite-

rature in the recent past.  

In a recent investigation [6], we have modified the Feistel 

cipher by introducing several new concepts. In the classical 

Feistel cipher, the plain text is a binary string of 2w binary bits 

and the cipher is governed by the relations [1] 

P0 = w, Q0 = w, 

Pi = Qi-1,  

Qi = Pi-1 ⊕ F(Qi-1, Ki),  i = 1 to n,  (1.1) 

for encryption, and 

Qi-1 = Pi,  

Pi-1 = Qi ⊕ F(Pi, Ki),  i = n to 1,  (1.2) 

for decryption. 

Here, P and Q stand for the left and right halves of the plain 

text; Ki is the key in the ith round of the iterative process occur-

ring in the analysis, and ⊕ denotes the XOR operation. The 

initial conditions in the decryption are taken from the cipher 

text obtained at the end of the encryption. 

In the cipher developed by us, we have taken the plain text 

as a matrix contains 2m2 decimal numbers, and the key K as a 

square matrix of size m2. In this, we have multiplied the first 

half of the plain text matrix by the key K on both the sides and 

used modular arithmetic. For the detailed description of this 

analysis, we refer to [6]. 

In the present paper, our objective is to utilise the block ci-

pher developed in [6] for the cryptography of an image. We 

represent the gray level values of the pixels of the image in 

terms of a square matrix of size 256. We consider, each time, 

an image matrix of size 32 x 64 and perform the encryption. 

We adopt this process till we exhaust the entire image. The 

process of decryption is done just in the reverse manner to the 

process of encryption.  

In Section 2, we have discussed the development of the pro-

cedure for the cryptography of a gray level image. In Section 

3, we have given an example and illustrated the process. Final-

ly, in Section 4, we have indicated the computations carried 

out in this analysis and drawn conclusions. 

II. DEVELOPMENT OF A PROCEDURE FOR 

THE CRYPTOGRAPHY OF A GRAY LEVEL IMAGE 

Consider an image whose gray level values can be 

represented in the form of a matrix given by  

P = [Pij], i = 1 to m, j = 1 to 2m.   (2.1) 

Here, each Pij lies in [0, 255]. 

Let K be the key matrix given by 

 K = [Kij], i = 1 to m, j = 1 to m,  (2.2) 

where each Kij is also in the interval [0, 255].  

Let C = [Cij], i = 1 to m, j = 1 to 2m  (2.3) 

be a matrix, obtained on encryption. 

In this analysis, the matrix P is represented in the form of a 

pair of square matrices P0 and Q0, where each one is of size m. 

P0 contains the elements in the left half of P and Q0 contains 

the elements in the right half of P.  

The process of encryption is described by the relations  

 Pi = Qi-1,  

 Qi = (Pi-1 ⊕ (F(Qi-1, K)) mod N, for i = 1 to n,  

 F(Qi-1, K) = (KQi-1K) mod N,   (2.4) 

and the process of decryption is given by 

 Qi-1 = Pi,  

 Pi-1 = (Qi ⊕ (F(Pi, K)) mod N, for i = n to 1,  

 F(Pi, K) = (KPiK) mod N.   (2.5) 
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In the present analysis, we have used mod N appropriately, 

and n denotes the number of rounds in the iteration process. 

The flowcharts for the process of encryption and the process 

of decryption are given in Fig. 1. 

 
In what follows, we present the algorithms for encryption, 

and decryption.  

Algorithm for Encryption 

1. Read P, m, n, N 

2. P0 = Left half of P 

 Q0 = Right half of P 

3. for i = 1 to n 

 { 

      Pi = Qi-1 

      F = (KQi-1K) mod N 

      Qi = (Pi-1 ⊕ F) mod N 

 }    

4. Pn+1 = Qn 

 Qn+1 = Pn 

5. C = Pn+1 || Qn+1  /* || stands for concatenation 

6. Write (C) 

 

Algorithm for Decryption 

1. Read C, m, n, N 

2. Pn+1 = Left half of C  

Qn+1 = Right half of C 

3. for i = n to 1 

 { 

  Qi-1 = Pi 

  F = (KPiK) mod N 

  Pi-1 = (Qi ⊕ F) mod N 

 }    

4. P0 = Q1 

 Q0 = P1 

5. P = P0 || Q0  /* || stands for concatenation 

6. Write (P) 

 

 

III. ILLUSTRATION OF THE CRYPTOGRAPHY 

OF AN IMAGE 

 Let us consider a typical sample gray level image which can 
be represented in the form of a matrix containing 8 rows and 
16 columns. This is given by 

 
Let us take a key matrix K of size 8 x 8 in the form 

 
On applying the encryption algorithm given in section 2, we 

get 

 
This can be represented in the form of an image (Encrypted 

image) given in Fig. 2. 

 
Fig. 2 Encrypted form of the sample Image 

On applying the decryption algorithm (See Section 2) on the 

cipher text in (3.3), we get back the original plain text P.  

The aforementioned process can be applied to any gray level 

image of any size by taking an appropriate key and dividing 

the image into a number of parts. In what follows, we discuss 

the encryption and decryption of an image in general.   

IV. COMPUTATIONS AND CONCLUSIONS 

 Consider the image of a person (Einstein) given in Fig. 3. 

 
Fig. 3 Image of Einstein 
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This gray level image is represented in the form of a square 

matrix of size 256. This is divided into 32 parts, wherein each 

part is a matrix of size 32 x 64. 

Here, we consider a square key matrix of size 32. This is 

generated from the key matrix K given in (3.2) by applying the 

procedure discussed in Appendix. 

On using the key K of size 32 x 32 given in Appendix, and 

the procedure discussed in section 3, we have encrypted all the 

32 parts of the image. Thus, we have obtained the cipher text 

corresponding to the entire image. This is displayed in Fig. 4. 

 

 
 

Fig. 4 Encrypted form of the Entire image 

 

Here, it may be noted that the sender has to transmit the 

square key matrix of size 8 and the receiver has to transform it 

into a square matrix of size 32 as described in Appendix. 

On applying the decryption algorithm on all the 32 parts 

separately, we get back the plain text, which can be readily 

brought to the form of the original image (Fig. 3). 

All the computations in this analysis are carried out by writ-

ing C programs corresponding to the encryption and the de-

cryption algorithms. The development of the encrypted image 

is done by using MATLAB. 

Finally, we conclude that, this cipher is a strong one, and it 

is impossible to find the original image (even when the en-

crypted image is available and the algorithms are known) by 

any means without having the knowledge of the key. 
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