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Abstract : WSN is one of the modern networks that use technologies and applications in public places. It consists of hundreds and thousands of
tiny sensor nodes scattered in the network and has limited scope and range resources connected to the base stations. The specifications of these
nodes are low cost and low energy and used for monitoring purposes. Since the sensors are small and many, it is easy to attack these networks.
Therefore, there will be many potential attacks on the network of sensors, and among these attacks are jamming, sinkhole, eavesdropping, and
other attacks. The sinkhole attack is the most attack that works to destroy paths by announcing the update of the fake routing related to it; the
attack occurs through the compromised node (the malicious node) So that it announces a file containing the routing information and works to
attract the rest of the nodes to do this routing the data towards it and then operating the sphere of influence. One of the effects of this attack is to
reduce the overall network performance, and it can also be used to make another attack, such as a selective redirection attack and a spoofing

attack. This paper aims to analyze and detect sinkhole attacks in wireless sensor networks.
Keywords: Wireless Sensor Network (WSNSs), Security Attack, Sinkhole Attack, Malicious nodes, Omnet+4.

I. INTRODUCTION

WSNs are used in most applications in indoor or outdoor
locations [4]. Through the transmission of data and
information in the network and most importantly, providing
security for it. [6] Security is one of the most difficult things
in WSN as it is always difficult to monitor the sensor
nodes/network every time. However, the protection must be
increased to prevent an intruder from tampering with the data
transmission.

There are a lot of complex sensor limitations, especially for
its size and cost, which must be at least one. These
restrictions lead to a very small memory size, a relatively
limited power source, and a limited transmission area as
well. In the end, there will be difficulty in non-encryption,
decryption, and the authentication process through which it is
possible to the sensor nodes. So that the most common terms
used in the attacker and the attack, as the attacker is the
person who is not allowed to gain access to network sources
and data, or is the person who is trying to manipulate
information and while an attack is considered when the
attacker accesses network resources[25].

There are layers designed in WSN networks that help protect

the sensor from multiple attacks. Figure 1 shows the model
of the protection layers in wireless sensor networks.
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Table I: WSN attacks on OSI layers

08I Lavers Attacks

Application Layer Clock Skewing, Selective Message Forwarding, Data Aggregation
Distortion.

Flooding (SYN flood), Desynchronization.

Transport Layer

Sinkhole of Black hole attack, Flooding (Hello flood, Ping flood), Node
capture, Selective, Neglect and Greed Sensor nodes Attack, Wormbhole,
Replayed routing information, Acknowledgment spoofing, Misdirection.

Network Layer

Data link Collision | Exhaustion, Collision, Interrogation, Sybil Attack.

Physical layer Jamming, Radio interference, Tampering or Destruction.

WSN networks are considered more Impact of security
attacks depending on the type of transmission in the
transmission medium in wireless networks, so that often
there are dangerous environments in which the contract is
made, so that there is no physical protection, and therefore
this will lead to its risk and reduce its security. Many types of
attacks have been documented, and there are two main types
of attacks: active attack and passive attack. Figure 1 shows

the main classifications of these attacks.
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Figure 1: classifications of attacks

Based on the above types of attacks, there will be many
attacks. One of these attacks is known as the sinkhole attack,
this attack works to penetrate nodes and manipulate network
traffic by announcing updates to special fake directives. The
most important risk of this attack is that it can be used to
launch attacks of other types, such as a selective redirect
attack or another type, which is a spoofing attack, so that
these attacks work by sending incorrect information to the
base stations in the network.

I1. OBJECTIVE OF RESEARCH

Most of the time, wireless sensors are installed in open
places, and thus these networks are more vulnerable to
danger, attacks, and easy to intrusive. It is considered a
wide-ranging network, and it is difficult to follow and
monitor each node and protect it. When this network's
response security has been stopped immediately again
With a message, the sensor node may generate fake or
surprising response messages and may be manipulated
and thus lead to undesirable actions permanently. There
are different types of security levels for the wireless
sensor device in the network, which are described below:

e Privacy (Confidentiality): data transmission must be
maintained confidential and cannot be accessed by
an unauthorized user to login.

e Data-authentication: undesirable effects can be
isolated after confirming that she represents the
approach and identity of the nodes in which the
communication is located

e probity (Integrity): Include that information and data
are correct The intruder does not change it.

e Availability: The service must be available at all
times.

e Freshness: it is better than the data always be new
and not old It must be returned.

e Non- rejection (Non-repudiation): It means that the
node cannot refuse to send a file The message you
sent earlier.

e Authorization: They are a group of authorized
persons only have access to data and network
resources.
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111. PREVIEW OF AODV PROTOCOL

The AODV protocol is present in all nodes in the
WSN networks so that it works to broadcast or flooding
in network. Where this protocol works in the nodes so
that node A works by broadcasting by sending packets
which is a message and is called route request (RREQ)
and send it to the neighbors for the rest of the nodes. A
packet called route replay (RREP) contains all the
information and nodes that were during the transmission
path from beginning to end, starting from the last node
and back to the same path sent until it reaches the nodes
A. Therefore, this protocol is very important in the
process of sending and receiving between nodes in WSN
networks.

1V. DESIGN AND IMPLEMENTATION

A. Attack of Sinkhole

This type of attack is attack that is used from the inside
and not from outside, meaning inside the network, so that an
intruder penetrates And the nodes that are inside the network
and makes an attack and then tries to penetrate this node by
attracting manipulation in the traffic in its neighboring nodes
depending on the routing scale that is used in the routing
protocol And when this thing is achieved, the attacker will
depend on the communication pattern adopted in the wireless
sensor networks, which consists of a group of
communications so that each node sends data To the
important devices in the network, which is the base station.
The attack will penetrate the nodes in the WSN networks.

B. Simulation Sinkhole Attack

An Omnet+4 simulation will be used in the scenario of a
sinkhole attack, through which an attack will be identified
and detected. Sinkhole attack Malicious nodes send incorrect
routing information meaning fake and claim to have the
correct next path. Other nodes will route data packets
through themselves and the attacker works by forging and
altering routing responses to attract tracers. An important set
of Hungarian attack parameters consists of:

e (sinkhole Attack Probability-double) The probability
of answering the message (RREQ) with the answer
to a dummy or imaginary route reply(RREP), the
action is specified between 0 and 1 and is set to a
value of zero by default which demonstrates the
normal behavior of the protocol AODV.

e  (sink Only When Route In Table-bool): If set to true,
the attacker will send dummy requests RREP only
which contain the correct path the attacker is holding
and therefore will contain the routes in their own
routing table and vice versa (false values), nodes
send dummy requests RREP to any message Reach
RREQ even if she doesn't know the right paths.

e (segno Added-double): Fake serial numbers will be
generated by the attacker node and will be added to
the serial numbers depending on the requests and not
on the condition that the numbers are always the
same every time and these numbers are determined
based on the statistical distribution by default and
this distribution follows a uniform value between 20
and 30.
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e  (num Hops-int): It represents the imaginary numbers
of hops by default that the attacker has returned, a
representation of the value 1, and this represents that
the attacker will reach the end of the connection in
only one hop and also at the end where the statistical
distribution can be adopted in a certain way.

C. Sinkhole Attack Scenarios

This report demonstrates the sinkhole attack with a
scenario of one attacker having a fake hop count to the
destination node (node D). In the scenario of the sinkhole
attack, Serial numbers will be added to the fake nodes and
these values are between 50 and 60 and the number of fake
hops is 1.

D. Methodology

Through the flowchart below, an explanation of the steps
and mechanism of the Sinkhole attack scenario and how to
hack the message, update it and resend it to other nodes will
be clarified.

Set Environment Parameters

!

MNetwork nodes rales = {Sinkhole, mobile nodes]

| l

Meobile nodes | Sinkhaole

Ly

r)

Receive Send
RREP RREQ

Listen to PREQ, Packets

Hopes
number is

min Packet

received

Send data packets through
sinkhole

Update RREP with short
hop count to destination

|

Send RREF to source node

‘Communication channel

Figure 2. Sinkhole attack scenario

E. Configuration

The following listing (Listing 1), illustrates the
parameters adaptations for the environment and various node
types (mobile nodes as well as attacker nodes). In the
beginning, the settings include global environment physical
settings, like area, also simulation parameters, like simulation
time.

The settings part that follows concerns the sinkhole attack
parameters. The rest of the headings include various nodes
configurations with different architectural levels for each and
every node.
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|The configuration parameters for the scenario:

[General]

network = SimpleSinkholeRoute
sim-time-limit = 200s
description = "AODV sinkhole_route 5 nodos"
** constraintAreaMinX = Om

** constraintAreaMinY = Om

** constraintAreaMinZ = Om

** constraintAreaMaxX = 700m
** constraintAreaMaxyY = 700m
** constraintAreaMaxZ = Om
**.debug = true

** coreDebug = true

Parameters for the Attack (Sinkhole No Route)

# SINKHOLE ATTACK

** attacker.sinkholeAttack.active = true

** attacker.sinkholeAttack.startTime =0s

** attacker.sinkholeAttack.endTime = 20s

**.attacker.sinkholeAttack.sinkOnlyWhenRoutelnTable = true

** attacker.sinkholeAttack.sinkholeAttackProbability = 0
** attacker.sinkholeAttack.seqnoAdded = uniform(50, 60)

** attacker.sinkholeAttack.numHops = 1



Parameters for the APP (UDP Layer)
** nodeA.numUdpApps =1
** nodeA.udpApp[0].typename = "UDPBasicApp"
** nodeA.udpApp|[0].startTime = 0s
** nodeA.udpApp[0].stopTime = 1s
**.nodeB.numUdpApps =1

**.nodeB.udpApp[0].typename = "UDPBasicApp"

*

*

.nodeB.udpApp[0].startTime = 7s
**.nodeB.udpApp[0].stopTime = 10s

** udpApp[0].destAddresses = "nodeD"

*

*

.udpAppl0O].localPort = 1234

** udpAppl[0].destPort = 1234
**.udpAppl[0].messagelength = 5128

** udpApp[0].sendinterval = 0.5s + uniform(-0.0015,0.001s)
** udpAppl0].burstDuration = 0s #uniform(1s,4s,1)
**.udpApp[0O].sleepDuration = 0s
**.udpAppl0].chooseDestAddrMode = "once"

**. udpAppl0].delayLimit = Os

**.udpAppl0].destAddrRNG =0

**.nodeD.numUdpApps =1

*

*

.nodeD.udpApp[0].typename = "UDPBasicBurst"

IParameters for the MANET Routing Layer

**.node*.routingProtocol = "AODVUU"

** attacker.routingProtocol = "NA_AODVUU"
** lifeedback = true

** local_repair = true

**.wait_on_reboot=0

** active_timeout = 3000

I Parameteres for the IP Layerl

**.ip.procDelay = 10us

| Parameters for the ARP I
**.arp.globalARP = true
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Parameters for the Mac Layer

**.wlan[*].bitrate = 54Mbps
**.wlan[*].opMode ="g"
**.wlan[*].mgmt.frameCapacity = 10

** wlan[*].mac.maxQueueSize = 14

** wlan[*].mac.rtsThresholdBytes = 0B

** wlan[*].mac.basicBitrate = 24Mbps # 24Mbps
** wlan[*].mac.retryLimit=7

** wlan[*].mac.cwMinData = 31

** wlan[*].mac.slotTime = 9us #

** wlan[*].mac.address = "auto"

Parameters for the Phy Layer

** wlan[*].radio.transmitterPower = 2.0mW
**.wlan[*].radio.pathLossAlpha = 2

** wlan[*].radio.snirThreshold = 4dB #in dB
** wlan[*].radio.thermalNoise = -110dBm
** wlan[*].radio.sensitivity = -85dBm

** wlan[*].radio.berTableFile = "per_table_80211g_Trivellato.dat"

| Parameters for the Channel |

*.channelControl.carrierFrequency = 2.4GHz
*.channelControl.pMax = 2.0mW
*.channelControl.sat = -110dBm
*.channelControl.alpha = 2

*.channelControl.numChannels = 1

Listing 1: Simulation configurations.

V. EXPERIMENTAL RESULT

A. Result

In the simulation environment, 5 nodes will be created
as in Figure 3 and in this scenario, the attacking node knows
the route to the destination node. The nodes placement is
shown in Figure 3, we have a total of five nodes, four
natural nodes (NA_AdhocHost) and one hacked node(NA_
AttackerAdhocHost). In the scenario, a message will be sent
from node A to this node D, within a certain time between
zero and one, and the attacker performs a successful
penetration. The attacker will know the path to nodes D,
knowing that nodes C is learning the path previously, which
is a single hop to nodes D, so node B will be chosen by the
attacker as the next step because of its fake response.
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Figure 3: Nodes Placement for Simple Sinkhole Route

We can see in Table 2 the numbers of sent and receive
packets that will be sent by the nodes, it can be seen that the
attacker node does not participate in the network data
payload.

Table 1l. Network Data Payload

Packets Attacker Node Node Node Node
A B C D
Sent 0 2 6 0 0
Receive 0 0 0 0 8

d

During the simulation, the communicated AODV
negotiations counts are listed in Table 3, which indicate that
when node A request the rout for node D it takes the
shortest hop count (=1) from the attacker (a fake hop count)
and hence all the subsequent routing was made through the
Attacker node. When the attacker node gets the desired
traffic, it can initiate another attack type.

Table I1l. number of iteration effect on network

performance
AODV Attacker NodeA NodeB NodeC NodeD
Rreq 1 5 0 0 0
sent
Rreq 5 6 0 0 0
received
Rrep 3 4 0 0 0
sent
Rrep 1 6 0 0 0
received
Rreq ack 0 2 0 0 0
sent
Rreq ack 1 1 0 0 0
received
Rerr sent 2 3 0 0 0
Rerr 1 6 0 0 0
received
Total 6 14 0 0 0
sent
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B. Detecting and Identifying Attack

e Basicrule:

Depending on the behavior and techniques used, the
rules of the sinkhole attack construction and when applying
these rules in the simulation are designed to detect intrusion
that occurs on sensor nodes and apply them to packets sent
through network nodes, in the event of a violation of the
rules for any node then it is considered hostile and has been
hacked and then isolated from the network.

e Detection based on document anomalies:

Works to detect the document to the deviation. The
normal user's behavior is determined by detecting abnormal
intrusion in the network. Thus, a state of abnormal parasitism
and abnormal activity will appear compared to normal
behavior.  Finally, foundation-based and statistical
approaches that rely on anomaly-based detection approaches
will be installed.

e  Statistical methods:

Specific activities of the nodes are determined, and then
the data associated with the nodes in the network are studied
and recorded by researchers. For example, monitoring
regular messages or packets carried between nodes or
keeping track of the exhaustion of major nodes resources
such as the CPU. When the contract is breached, the state of
the resources or data will be compared by using the threshold
value used as a reference. In the event that any node exceeds
this value, it will be considered intrusive and an attack on the
contract has occurred.

¢ Identification and detection of hybrid intrusion :

This approach uses a combination of anomalies and
signature misuse of spelling. By using the two methods, the
positive error rate resulting from anomalies will be reduced,
and any suspicious node will be detected through capture.
Which does not contain the signature in the detection
database

e Key management

The use of keys in the process of sending and receiving
packets and messages is very important so that through them
we can verify the authenticity of the message or the presence
of tampering with it, using the key is used in the process of
encryption and decryption and the key is added to the packets
during their transmission between nodes to ensure and verify
that packets are not breached during the path.

V. CONCLUSION AND FUTURE WORKS

The sinkhole attack It is one of the important types that
can occurs inside and is called( insider attack), so the attack
by itself is unpredictable. The severity of this attack is that
the attacker can initiate another type of attack in parallel with
its operation. These attacks include Sending false data to the
base station, changing routing paths, or using a spoofing
attack.

Therefore, in future work and increase protection from
the above attack, it is preferable to use public symmetric
keys, the difficulty of penetrating these keys and their
difficulty for the attacker, and also it is preferable to increase
protection to use or combine two algorithms between them to
obtain a strong and hybrid algorithm to prevent or increase
the prevention of intrusion on the nodes
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