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Abstract: The security is main concern in each and every application. Graphical authentication provides secure way of authorization. Goal of
knowledge specific authentication system is to provide support for user in selecting passwords for greater security. Here we are using 2D
coordinates to secure a picture and generate a password. Additionally the pictures in x and y coordinates change randomly and hence it is
difficult to find the original picture. Our base paper provides solution against the attacks possible on these approaches “Persuasive cued click
points”,” Cued click points ” and “Pass points”. We propose a system which removes the problem of shoulder surfing.
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l. INTRODUCTION

Graphical password act as an alternative for textual
passwords. Research has demonstrated that content
passwords have both security and ease of use issues [14].
Graphical password is a verification framework where client
select from pictures, in an a request, appeared in a graphical
Ul. Content passwords are anything but difficult to recollect
and assault. Psychology studies states that human brain is
good at recognizing and recalling images and not text [10].
Pictures don’t have user’s language. Graphical passwords
are attractive as people remember pictures in a better way
than words [8].

A graphical password system encourages strong
passwords with the maintenance of memory [3]. In our
system, the task of selecting a strong password is more
tedious. The advantage is that users only have to remember
images to access the system. This approach includes
multiple images and the user needs to enter the correct
coordinates of the image [12]. In the click- based password
method we use a concept called as Pass Points [3,4]which
consists of sequence of click points on a given image. With
Cued click point, users can select points on to some level of
images i.e., in each and every level it takes a single click
point on to a single image. In Persuasive cued click points, it
selects single click point on single image using persuasive
technology. From the point of security, the click oriented
graphical authentication suffers with hotspot and shoulder
surfing problems [7].

Three-factor authentication is an authentication system
which includes all the three mechanisms and depends on:

e what you have (e.g.: token),
e who you are (e.g. biometric)
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e what you know (e.g. password)

For successful authentication, the user must enter a
password and provide a pass code generated by the token,
and scan biometric features (e.g. fingerprint or pupil). The
major drawback is that identification process may be slow
and such systems may be unreliable and expensive also.
However, it provides the top level of security [2]. Two-
factor Authentication is more attractive and practical than
three-factor Authentication and is based on token based and
text based authentication system. The researchers have seen
shortcomings of text passwords and shifted attention to
passwords with graphical objects [11]. Graphical
authentication is proposed as a user-friendly alternative for
password generation and authentication [6]. In this approach
the user enters the password by typing both the x and y
coordinates of the original image. Passwords are more likely
to be recognized and remembered if they are presented as
pictures rather than the characters [9]. Thus, graphical
password presumably delivers a higher usability as
compared to text-based password [4].

Il.  PASSPOINTS

Pass Points-style graphical passwords have been shown to
be susceptible to hot-spots, which can be exploited in
human-seeded attacks, whereby human-computed data is
used to facilitate efficient attacks. These attacks require that
the attacker collect sufficient “human-computed" data for
the target image, which is more costly for systems with
multiple images [5]. Each digital image has a pixel value
which describes how bright that pixel is, and what color it
should be. During extraction, the image files are dividing
into grids; it can be 16 by 16 grids or 8 by 8 grids. Each grid
is calculated with its pixel value with a compression
algorithm. Then, all grids' pixel value will be transformed
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into a single value with compression algorithm once again.
In this graphical authentication method, pixel value will be
used as authentication key for a password. In Pass Points
password a password consists of sequence with 5 to 8
different click points on single image and points are chosen
by user[10].

I1l. CUED CLICKPOINTS

CCP is another option to Pass Points. Here, clients
click one point on every ¢ = 5 pictures instead of five
focuses on one picture. The viewport is situated haphazardly
to dodge referred to hotspots.

As with different graphical passwords, CCP is not
intended for environments where shoulder-surfing is serious
threat[1].

IVV. PERSUASIVE CUED CLICK POINTS

The PCCP uses persuasive technology for motivating users
to select passwords that are less guessable and makes it
difficult to select every click point as hotspot. While
creating password, the pictures are shaded, with the
exception of the viewport. Viewport is arbitrarily situated to
stay away from hotspots. Hotspot data enables assailants to
enhance their theories and could deliver new hotspots.
Selection of click point of user must be in the viewport only.
By clicking outside of viewport, the system will not respond
on user clicks [8]. The user can change the view-port area
provided by the system when user is not satisfied with
generated viewport area. At login phase, images are
displayed without shading and users should select correct
click points for authentication. Shoulder surfing and
hotspots problem reduces the security in graphical based
authentication. Attackers can be able to retrieve the
passwords using the skewed password distribution [10].

V. PROPOSED SYSTEM AND IMPLEMENTATION

In this paper we present a more secure graphical password
mechanism based on the random changing password
technique. In Random changing coordinate password
scheme, a given image password consists of sequence of
different coordinate points. For password creation user
needs to select any image from the group of images and for
login the user need to enter series of coordinates in correct
sequence in a system. The proposed authentication system
consists of a sequence of “n” images and the user has to type
the coordinates of original image. The user can choose up to
5 images as his password. This is to prevent incremental
guessing attacks.
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The proposed authentication system includes three phases:

a) Registration Phase

To access the system the user first has to register. During
registration, the user has to enter the user name, address, city,
contact number and email id. After clicking on submit, he
will be taken to the next screen where he can set up his
password. The maximum number of images which can be
chosen as passwords are 5 and the user need not remember
them in order. Only remembering the image is sufficient, as
each image is mapped according to a hidden code inside the
image. The code is embedded in the image using the
technique of watermarking
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b)

Login Phase

In the login phase, only the registered user enters his
username. The username is transmitted to the database by the
server and is used as the key to retrieve the images associated
with that user. The images are presented on screen in a
metric form. Corresponding to them are X and Y
coordinates. The user has to enter the coordinates of his
image in the images map id. The user is authenticated if he
enters the correct image coordinates.
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c) Authentication Process

Passwords that should be confidential are readable easily
when the key-stroke logs being retrieve by hacker. The
password (image) has been stored in server through
watermarking. The user is authenticated if the coordinates
entered match his images chosen as password at the time of
registration. To overcome Brute Force attack, the number of
login attempts is limited. Once the attempts are over the
account gets locked.

VI. ADVANTAGES

This authentication method brings a lot of benefits. First,
key-logger is unable to capture the Technique used. Second,
multilevel authentication will protect login page from brute-
force attack or dictionary attacks or shoulder surfing attacks.

VII. CONCLUSION

The authentication is the fundamental component in most
security contexts. In this paper, we propose a more secure
graphical authentication system. The system combines
graphical password scheme along with random changing
images and XY coordinates. This authentication system
ensures the protection from threats such as key loggers,
hotspot, and shoulder surfing etc. Random changing image
coordinate value is a more secure authentication scheme.
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