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Steps of the BB84 protocol[7]to exchange the secret 
key has been described here. Alice and Bob both perform 
these steps as below: 

A. Step-1 Communication over quantum channel 

1) Alice generate a random string of (0,1) and prepares 
photons accordingly by polarizing them with either 
rectilinear (+) or diagonal (×)polarization basis as per the 
four polarization states (0º (0), 45º (0), 90º (1), 135º(1)) as 
shown in Table I. 
 

Table I. Bit corresponding to basis and angle used in BB84 
 

Basis Angle Bit Photon 

+ 0º 0  

+ 90º 1 
 

X 45º 0  

X 135º 1  

 
2) Alice now transmit those photons to Bob and stores 

the polarization of each photon. 
3) By receiving a photon, Bob randomly chooses the 

polarization of each photon among rectilinear or diagonal 
basis. Then Bob measures that photon according to the basis 
he guessed and records resultant bit. Bob does not know that 
his measurements are correct or not i.e. he measured as the 
same basis of Alice or not. 

4) At the end of this step, Bob will get a string of 
sequence (0,1). 

5) Now they will start communicating over the public 
channel. 

B. Step 2- Communication over a public channel  

1) Phase 1. Raw Key Extraction: 

a) Bob sends his recorded basis publicly to Alice i.e. 
the basis he used for each photon. 

b) Alice compare those basis with him and tells Bob 
about the correct measurements made by him through the 
public channel. 

c) Alice and Bob both then delete all the bits for 
which basis have not matched in both side. 

d) After deleting all the mismatched bit, this will be 
the raw key. Now, if there is any Eavesdropping, then in 
both side the key will not be same. Otherwise this will be 
same in both side and will be their final key. 

2) Phase 2. Error Estimation: 
Now Alice and Bob take a small portion of their raw 

key and compare that to check the presence of Eavesdropper 
and find the error-rate. 

 In this comparison, if Alice and Bob find no errors 
means no mismatch, then they will be sure that 
there was no eavesdropping. 

 If at least one error or mismatch found, then there 
must be an eavesdropping. In this case, they start 
the entire process again by discarding all the bits. 

At the successful end of this phase they discard those 
bits they used for comparison to generate the final key, as 
they disclosed those bits in public. 

III. PSEUDO CODE OF BB84 

The pseudo code [8-9]of BB84 protocol is written below. 
After this, one small example is taken for better 
understanding of this entire algorithm and to map it with the 
Pseudo Code. 

A. Step 1- Communication over quantum channel 

Sender: 
generate string r randomly from (0,1) 
FOR each bit from r 

pick randomly from (“R”,“D”) resulting base b[i]  
END FOR 
FOR each bit from r 

generate a photon 
IF r[i]=0 and b[i]=R polarize the photon in state (0º) 
IF r[i]=1 and b[i]=R polarize the photon in state (90º) 
IF r[i]=0 and b[i]=D polarize the photon in state (45º) 
IF r[i]=1 and b[i]=D polarize the photon in state (135º) 
send q bit p[i] to Receiver 

END FOR 
 
Receiver: 
FOR each q bit p’[i] received 

generate RANDOM (“R”,“D”) results b’[i] 
measure q bit p’[i] in respect to base b’[i] 
result bit r’[i] 

END FOR 
 

B. Step 2- Communication over classical channel 

1) Communication: 
Receiver: 
FOR each bit r’[i] 

send base b’[i] to Sender 
END FOR 
Sender: 
FOR each bit r[i] 

send base b[i] to Receiver 
END FOR 
 

2) Raw Key Extraction: 
Sender: 
FOR each bit r[i] 

IF base b[i] ≠b’[i] 
 eliminate bit r[i] from string r 

END IF 
END FOR 
Receiver: 
FOR each bit r’[i] 

IF base b’[i] ≠b[i] 
 eliminate bit r’[i] from string r’ 

END IF 
END FOR 
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3) Error Estimation: 
Sender and Receiver: 
FOR a subset of bites randomly chosen from string r 

IF r’[i] = r[i] and b[i] = b’[i] 
NO eavesdropping 

 eliminate r’[i] and r[i] 
END IF 
ELSE 

 Eaves dropper is present 
 discard all bits and start over again 

END ELSE 
END FOR 
 

4) Final Key: 
Remaining bits in string r and r’ after successful execution 
of ‘IF’ block of Error Estimation is final key 
 

C. Example 

We have taken a small example below in Fig. 1 which 
maps the steps of the algorithm and pseudo code as well for 
better understanding of this BB84 protocol. 

 

 
Figure 1. Example of BB84 Protocol 

IV. LIMITATIONS OF BB84 PROTOCOL 

BB84 Protocol has certain limitations. This protocol 
uses and can be applicable only with single photon sources. 
In photon preparation stage of this protocol, it is often 
established in weakening coherent states which gives a 
reasonable chance to Photon-Number-Splitting attack 
(PNS).The main loophole of this algorithm is present in the 
last step, The Error Estimation method, where eavesdropper 
cannot be detected if the number of comparing bits become 
small or the eavesdropper become so lucky also. If the 
number of bit compared in the method is small then the 
probability of detection of the Eavesdropper presence will 
be less. To provide more security, we may compare more 
number of bits. But it is also not a wise decision, as 

Eavesdropper can easily acquire a large portion of the secret 
key. It may break the security of the key as Eavesdropper 
may guess some portion of the key with the help of that 
acquired information. In the proposed algorithm, these 
limitations are removed so that secret key can be generated 
and exchanged in a safer way. 

V. PROPOSED ALGORITHM 

In this proposed algorithm, limitations have been 
removed by providing two phase securities. All the initial 
steps of this algorithm like starting from Communication 
Over Quantum Channel and Photon Distribution up to Error 
Estimation phase are same as BB84 Protocol. This new 
algorithm starts after the final key generation of BB84 
Protocol. All the steps should be done in both sender and 
receiver side. Steps of the proposed algorithm are described 
below: 

A. Steps of Proposed Algorithm 

1) Step 1- Set a value for Block Division: 
We treat the finally generated key of BB84 as a Tentative 

Final Key in this algorithm. A tentative final key is 
generated at the end of Error Estimation phase. This key 
should be divided into blocks. At first Alice and Bob both 
must have to agree with a number ‘n’. Here ‘n’ defines 
number of bits in each block. 

2) Step 2- Padding: 
If the tentative final key is not completely divisible by ‘n’, 

then Padding is required for equally division of blocks. This 
padding is done starting by One (1) and then required 
number of Zeros (0) followed by that ‘1’. Now the updated 
key is divided into blocks with ‘n’ number of bits in each 
block. 

3) Step 3- Invert the last bit of each block: 
Now we will invert the last bit of each block. Inverting 

means, if the last bit is 0, then change that to 1 and if that is 
1 then changed that to 0. This is done to create confusion to 
Eavesdropper. This will give the key one more level of 
security in the intermediate steps of key generation. 

4) Step 4- XORing: 
This is the most key step of this algorithm which will 

generate a new and totally different key from the tentative 
one. Now we will do XORing. We keep the first block 
remain same. Then XOR the next block with the first block 
and store the result. After that, XOR the next block with the 
result of the previous block and store the result. We will 
continue this process up to the last block. This process has 
been described in Fig. 2. 
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Figure 2. XORing Process 

 
5) Step 5- Final Key generation: 
Final key will be generated by sequentially put each block 

where the result of XORing is stored from the first one. This 
should be considered as a Final Key for this entire process. 

B. Example 

Here we are taking a short example to explain the new 
proposed algorithm. Suppose, tentative final key is 
generated at the end of Error Estimation step is: 
1 0 0 1 1 1 1 0 0 0 1 0    
 

Let the value of ‘n’ is 5.Number of bit in the tentative 
final key is 12. So, padding is required for the last three bits. 
So, after padding it will be like this: 
1 0 0 1 1 1 1 0 0 0 1 0 1 0 0 
 

Now splitting this into block. We will get 3 blocks here: 
1 0 0 1 1  1 1 0 0 0  1 0 1 0 0
 

Now in the next step we invert the last bit of each 
block. Here is the result after inverting: 
1 0 0 1 0  1 1 0 0 1  1 0 1 0 1

 
In the next step XORing is performed. First block 

remains same and stored into the resultant array. And We 
XOR the next block with the first block: 
1 0 0 1 0  1 1 0 1 1  1 1 1 0 1
      1 0 0 1 0       

Andstore the result: 
1 0 0 1 0  0 1 0 0 1       
 

Next, we will XOR the third block with the XORing 
result of the second block: 
1 0 0 1 0  1 1 0 1 1  1 1 1 0 1
            0 1 0 0 1

Andstore the result: 
1 0 0 1 0  0 1 0 0 1  1 0 1 0 0
 

Thus, the finally generated secret key will be: 
1 0 0 1 0 0 1 0 0 1 1 0 1 0 0 
 

C. Pseudo Code of Modified BB84 Protocol 

Starting from Communication over quantum channel 
upto Final Key generation after Error Estimation phase, all 

the steps are same as BB84 protocol. We treat the final key 
generated at the last step of BB84 algorithm as a Tentative 
Final key. 
The entire process should be done in both sender and 
receiver side. 

1) Step 1- Set a value for Block Division: 
set ‘n’ as number of bit in each block 
let length of tentative final key is ‘i’ 

2) Step 2- Padding: 
IF i completely divisible by n 

do nothing 
END IF 
ELSE 

remainder=i mod n 
set r[i+1] = ‘1’ 
set all the remaining bit as ‘0’ 

END ELSE 
divide entire key into equal block of n bits 

3) Step 3- Invert the last bit of each block: 
FOR block M1 to Mt 

IF Mi[last bit]= ‘0’ 
Mi [last bit] = ‘1’ 

END IF 
ELSE 

Mi [last bit] = ‘0’ 
END ELSE 

END FOR 
4) Step 4- XORing: 

store M1 block directly in final key string k 
FOR block M2 to Mt 

XOR Mi with Mi-1 
store block sequentially in string k 

END FOR 
5) Step 5- Final Key generation: 

string k will be the Final Key 

D. Advantage of this modified BB84 algorithm over the 
existing one: 

The modification is done after the last step of BB84 i.e. 
after Error Estimation. This means it gives guarantees 
against Eavesdropping as in that step the presence of 
Eavesdropper has already been checked and proceeds 
further only after there is no Eavesdropping. But there is a 
chance of not detecting Eavesdropper if the number of bit 
compared is small. So, this proposed algorithm provides 
securities regarding this as it changes the entire key in the 
last step. Even if there is an Eavesdropper who may know 
some portion of the key due to the discloser of bits at the 
time of comparisons or during the public discussion, but at 
last the Eavesdropper cannot be able to know the key. Thus, 
the modified algorithm is also providing securities against 
Photon-Number-Splitting attack (PNS) as at last the entire 
key is being modified. 

E. Flow chart 

A Flow chart of both BB84 protocol and the proposed 
improvement is in Fig. 3 to understand the steps of both 
algorithm in a better way. 



Kausik Saha et al, International Journal of Advanced Research in Computer Science, 9 (2), March-April 2018, 287-291 

© 2015-19, IJARCS All Rights Reserved      291 

 

Figure 3. Flow chart of BB84 Protocol and the Improved One 

VI. CONCLUSION 

This paper gives a detailed analysis of BB84 protocol 
which is most basic and easy to implement QKD protocol. 
That is why we have improved this protocol. QKD is based 
on the quantum physics and can be thoroughly proven by 
generating secret keys. The modified BB84 Protocol which 
is described in this paper removes the limitations of the 
existing algorithms by adding an extra phase of security and 
helps to generate key securely. By this even if 
Eavesdropper’s presence is not detected or it may acquire a 

good portion of secret key, then also the shared secret key 
will be secure enough to use in secret communication. 
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