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Abstract—With the advent of internet and technology, cloud computing is globally acceptable for each and every service in the industry. With
this huge escalation in implementation, the cloud environment is exposed to an attacker with a large attack surface. So there is an emergent
requirement to facilitate forensic investigators to collect, analyze and produce evidence from the cloud environment, which can be used in court
cases. Logs maintain useful data regarding activities or events of system, network. This information is very expensive to prove attacks in court
cases. So, protection is required and also maintained integrity, confidentially, security of logs. To collect and analyze log messages from
different sources like a router, switch, virtual machine, firewalls, operating system. These logs are categorized with a regular expression and to
store in particular encrypted format. To overcome threads cost and improve security, an organization should be moved towards the cloud.
Using cloud-based log forensics, investigator easily gathers the log and conduct investigation. In cloud computing environment they also used

in forensics to prove attacks and increase confidentiality.
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I. INTRODUCTION

Cloud computing is a computational model in which on-
demand resources are provided with storage at a very low cost,
in a very elastic and efficient manner. As a cloud user
performs various activities as per requirement in the cloud
environment and those activities got recorded in log files. The
process of this recording is known as logging. Log files provide
multiple information regarding user activity, servers, networks,
operating systems, firewalls etc. Using Log files, we can
optimize the performance of the system or network, perform
network monitoring and investigate the malicious behavior [1].
This information is very useful for cloud forensics. This paper
discusses the log generated at various events which plays a big
role in the investigation and securing the cloud infrastructure.
Section |l defines the various logging modes and types of logs
details such as user activity details, server, and network
activities in the cloud. In section Il and 1V architecture model
of cloud computing and forensics is defined. Section V
discusses the previous related work in this field. Section VI
derives the conclusion.

Il. VARIOUS KINDS OF LOGS

Log files contain sequential steps performed during the
execution and stored in different logging methods. Logging is
mainly used for monitoring the system and can be used for
investigation purpose. There are different types of logging
methods such as linear logging and circular logging.

A. Linear Logging
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This is used to store the log files in a linear sequential
manner in system memory. Linear logging has infinite
memory space of system memory. Logs are stored without
overwriting the previous logs. Whenever system memory
exhausted, old log files are moved to another memory.

B. Circular Logging

In this, log files are stored in a circular manner same as a
circular queue. It is used to predefine memory space once it
reaches the end of the location; it automatically performs the
overwriting from the starting point and then starts storing the
new files. To acquire the previous and past logs, it is necessary
to identify which types of logging technique is used and also
check log file format.

There are different types of sources where a user can
gatherers log such as virtual machine logs, firewall logs,
network logs, setup logs, system logs and application logs.

I111. CLOUD COMPUTING ARCHITECTURE

A cloud computing provides virtual space to store data and
also provides access from anywhere. In cloud computing, we
highly depend on CSPs to gain logs and forensic investigation
from clouds [2][9]. Logs are based on three models of the
cloud: SaaS, Paas, and laas [9].

A. Software as a Service(SaaS)

All the services and application resources are provided by
Cloud service provider. Cloud consumers have no control on
the SaaS platform. A user can only manage the provided
resources as per his convenient. Cloud users have the least
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control in SaaS to get application log as compare to others
model [9].

B. Platform as a Service(Paas)

Cloud service provider provides a platform and using that
platform user can deploy their applications and software in the
cloud. In this, network and operating system management are
not allowed to the cloud user. In this model only possible to
get application logs, to acquire others logs we need to depend
on CSPs [9].

C. Infrastructure as a Service(laas)

In this, the systems in terms of the operating systems,
applications, storage, and network connectivity, are managed
and controlled by consumers. To decompose the physical
resources in an ad-hoc manner to meet the demand of the
resources from cloud consumers, virtualization is extensively
used [4]. In this model, we get the virtual machine image from
the customer and we can perform analysis and examination

[9].

IV. CLOUD FORENSIC ARCHITECTURE

With the rising fame of cloud, the attack and security
concerns are also increasing as it lacks support for security and
forensic investigations [5].

Cloud forensic is the combination of memory forensics and
network forensics. Memory forensics is used to calculate
integrity and retrieval of deleted files while network forensics
is used to obtain external and internal IP addresses of cloud
components [3]. The digital forensic process involves
following phases: identification, collection, examination,
analysis, reporting with the presentation [8], as shown in
Figure 1.

A. ldentification

Any malicious activity such as deletion of files, illegal use of
storing files, tampering with files in a malicious way etc. are
detected by identification method. Identification is the first
step to start forensics process [6]. Digital evidence is identified
in this first process. Cloud evidence is classified as the
document stored on cloud servers, different activity records
which are obtained using logs, image of virtual machines,
cloud service API calls etc. and to collect those evidence there
are different techniques in cloud such as remote data
acquisition, management plane acquisition, live forensics and
snapshot analysis [6]. Identification process involves two
steps: incident identification, and evidence identification.
Incident identification process gives details about any
suspicious activity from any side i.e. user or service provider
while evidence identification tells about the evidence which
can be presented in the court i.e. mobile phones, network
devices etc [6].

B. Collection

Collection phase includes identification, labeling, recording
and acquiring forensic data [7]. Data collection is a very
crucial phase in forensics analysis in the cloud as to collect
data in the cloud is a very tedious task. In cloud environment
digital evidence are present and seizure of that evidence is
about to impossible as to seize the cloud servers or storage
devices contain the huge number of hardware and data always
flows from one jurisdiction to another jurisdiction which
makes data collection process complex.
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Figure 1. Cloud Forensics Process

C. Examination

In the examination phase, as per type of data, suitable forensic
tools and techniques are applied to identify and extract the
relevant information from the collected data [17][20]. This
phase plays a vital role in getting the relevant information with
integrity check. To put the original information in front of the
court at the time of jurisdiction, a fair examination is required
to that information which is done in this phase.

D. Analysis

As per NIST, “It involves the analysis of the examination
result, to take out the useful information that addresses the
questions” [16]. As per examination report, an analysis is done
to extract relevant information.

E. Reporting with Presentation

In this phase, using all the findings, a detailed report is
created. After that, the report is submitted to the admissible
court.

V. LITERATURE REVIEW

This section describes a review of available literature and
techniques used for secure log and management.

Syslog was acquainting by Computer Science Research Group
(CSRG) [18].The aim to design the syslog is to handle the
system activities. These activities are stored in log files which
are collected by a process. Administrators have the ability to
view the log files and keep track of the system status [10].
Syslog messages are separated into PRI (priority), HEADER
and the MSG, this format is defined in RFC3164 [10]. It uses
UDP protocol for delivery of log messages. Due to
disadvantage, it is replaced with the Syslog-ng [11]. Syslog-ng
can send and receive a log message over TCP which provides
reliability. It uses reliable Log Transfer Protocol that secures
messages, lost during connection breaks and also makes sure
that duplicity of the messages at the receiving end due to
connection lost. Syslog-ng doesn’t secure log data
modifications [13]. Syslog-sign is an additional enhancement
into syslog which provides authentication, message
sequencing, and integrity and also identify the missing
messages using certification and signature block [13][12].
Syslog-pseud proposes a logging architecture to provide the
pseudo names to the log file [13][15]. The main idea is that
first log records are processed by a pseudonymizer which is
used to provide pseudo names to log files, before being
archived [13][15]. It identifies characteristics from specific
fields in the log record and substitutes them with their pseudo
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names but correctness of log records does not ensure [14].
Syslog is basically used for information gathering and analysis
phase of the forensic steps. But still, there are log management
problems in the forensic process. To overcome this problem
organizations are moving towards cloud computing to use
cloud logging service [1]. Cloud computing log includes cloud
application log, cloud network log, cloud system log, cloud
firewall log and so on. Nowadays attacks are performed by
attackers very frequently on the cloud which decreases trust
among users on the cloud. Amna Eleyan et al. [5] define the
forensic service environment where investigators identify
various threads and vulnerabilities and attacks. A secure
handover of collected and stored log data to the investigator is
performed by cloud service provider [5]. Investigator uses
various tools, techniques, and algorithms to determine
vulnerabilities inside the log files. Cloud service provider uses
encryption method to make original data invisible to the
attacker. Ma D et al. [19] defined an innovative method of
secure logging using authentication, which improves security.
The author defined two features which are used in forwarding
secure sequential. In which first, one cannot do any changes
after generation. Second, it provides integrity protection to the
whole message body and also satisfied correctness. Ameer
Pichan et al. [20] identified collision between cloud service
provider (CSP), Cloud users and investigators in cloud
forensics [20]. Cloud forensic is totally depended on logs
because log files record different activities on system and
network. The real-time log forensics is helpful to find
problems immediately. Log files are able to solve a problem
regarding existing attack and also used to investigate different
attacks.

VI. CONCLUSION

Log messages play a vital role for any organization to conduct
network security and identify any malicious behavior. They
play a big role to know about the attacks and secure the cloud
environment. As cloud becoming attractive day by day and
every organization is stepping forward to adopt the cloud, the
number of threats is also increasing. To know about the
existing threats and if in some case an attack takes place then
to know about the reasons for that attack; log files provide
much important information. There are multiple techniques
which are adopted by cloud providers which are also very
helpful to submit clues in the court cases.
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