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3) Spectral efficiency: Information rate that can be 
exchanged over a specific bandwidth between devices in D2D 
communication is maximized. Hence it has efficient bandwidth 
utilization.  

4) Gain in system capacity: As the number of devices 
operating in a particular cell can be maximized to a higher 
value than in a traditional system, the system capacity of D2D 
communication networks is more than the traditional cellular 
networks.  

5) Increased transmission range: The devices that are far 
away from one another’s transmission range can also 
communicate with each other via the intermediate devices. 

II. APPLICATION AREAS OF D2D 

COMMUNICATION 

D2D communication would successfully help in reducing 
the cost of communication between two devices. Another 
application of D2D communication is the offering of mobile 
cloud computing services via D2D communication. With D2D 
communication one device can use the computing power, 
storage space, spectrum, applications or even the infrastructure 
of its nearby devices. The daily load on the local area network 
can also be reduced to a great extent when the direct 
transmission relays take place via D2D communication. D2D 
communication plays a vital role after natural disasters like an 
earthquake. An earthquake or even a flood may damage the 
fixed infrastructure based transmission station and hence it 
disrupts all communication in the area affected by the natural 
calamity. In such cases of emergency D2D communication can 
be used to provide communication facilities to nodes without 
requiring any infrastructure such as Base Stations. In this way 
nodes in proximity can communicate with each other. 
Furthermore, the communication between nodes that are far 
away from each other may be supported by using multichip 
communication. In this case the message is communicated 
through multiple intermediately nodes which act as relay nodes. 
Multicasting applications can also make efficient use of this 
D2D technology. Newer areas of application of D2D 
communication involve vehicle-to-vehicle communication 
which is another aspect of Internet-of-Things (IOT). Vehicle-
to-vehicle communication involves the interaction of vehicles 
moving on a road and which tell each other about the amount 
of traffic they witness, the collisions to avoid and the optimal 
less traffic routes to follow to reach a particular destination. 
Hence, they also help avoid accidents and collisions with each 
other. 

III. DEVICE TO DEVICE COMMUNICATION STRUCTURAL 

DESIGN 

To support D2D communication and exploits its full 
strength,  few changes are required to existing cellular network 
structure. To support D2D communication, a cellular network 
model will involve two tiers namely, the macro cell tier and the 
device tier. Hence, it will be a two tier cellular network 
structure [4] with some improvements to the traditionally used 
cellular network architecture. The macro cell tier will be 
responsible for all interactions between the device and the base 
station (BS). Whereas the device tier will be responsible for all 
interactions between the devices only means for device-to-
device communication. If a device is connected to the BS we 
shall say that the device is involved in the tier called macro 
cell. If case a device is connected to other device and is 
transmitting or relaying information via intermediate devices, 
we shall say that the device is involved in the device tier. To 

effectively allocate the resources in D2D communication 
sectored antennas can be deployed at base station.  

The first tier i.e macro cell is almost similar to existing 
cellular system and provides a fixed infrastructure. The main 
difference between this structure and is due to the introduction 
of device tier in the structure. Furthermore, the functioning of 
the device tier varies according to the level of involvement of 
Base Station and other entities controlled by cellular service 
provider, in deciding the way devices communicate the through 
D2D Communication[4]. These variations are mentioned 
below: 

 
“Device relaying with operator controlled link 

establishment (DR-OC)”[4]:  This type of functionality 
enables the base station to communicate with the nodes that are 
out of its coverage area. Such type of nodes communicates with 
the base station through other intermediate nodes which fall 
under the coverage area of the base station. These intermediate 
nodes communicate just as relay nodes. This functionality 
extends the communication model and provides a way to base 
station to communicate with out of coverage area nodes and 
vice versa. At the one hand in extends the capability by 
supporting long distance communication and on other hand it 
also introduces various security threats as intermediate nodes 
can perform various active and passive attacks. 

“Direct D2D communication with operator controlled 
link establishment (DC-OC)”[4]  

This variation of device tier allows the device to 
communicate with each other. The data from one device to 
other is directly communicated to other device without 
involving the base station. However, the topology is decided 
with the decision made and conveyed by the base station. These 
decisions includes about the link establishment between various 
devices that are going to communicate directly. 

“Device relaying with device controlled link 
establishment (DR-DC)”[4]:  

Here in this mode the source and destination devices 
communicate with each other through the intermediate nodes. 
The base station is not involved in this communication in any 
role. The topology is created through distributed decision, 
where all the decisions about link establishments are taken by 
the involved devices. This will reduce the burden of base 
station.  

“Direct D2D communication with device controlled link 
establishment (DC-DC)”[4]:  

Here in this mode the source device communicates with 
destination device without involving any relaying device or 
base station. The topology is also created by the devices 
without the interference of the base station. 

During the link establishment radio channels are allocated 
for required D2D communications. Hence, the D2D 
communication can take place via the following modes:  

Silent mode: In this mode no transmission of data takes 
place by D2D devices because of non-availability of resources. 
Hence, the D2D devices are said to be silent. 

Dedicated mode: In this mode the D2D devices have been 
allocated some specific resources for their usage in the direct 
links between the devices. 

Reuse mode: This mode enables the D2D devices to make 
use of the free uplink and downlink channels of the cellular 
users.  

Cellular mode: In this type of conventional communication 
D2D data and information is transferred via the eNBs. 
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Vienna-LTE [29]:  Vienna Simulator is written in Matlab. 
There are various variants of this simulator which includes: 
Vienna link level simulator and Vienna system level simulator. 
This tool also needs to be extended to support D2D 
communications. 
NetSim[30]: NetSim is proprietary tool. The support for LTE 
D2D simulation is provided in NetSim v10.   
 
Except NetSim all the tools are free open source simulators. 
However very limited functionalities are implemented in these 
tools to support D2D communications. 
 

VI. CHALLENGES IN D2D COMMUNICATION 

The main challenge posed in D2D communication is security 
point of view. In D2D communication the relaying of 
information between any two devices occurs via intermediate 
devices acting as the relaying devices. It is in stark contrast to 
the traditional cellular system in which the relaying part was 
the work of the base station only. Here, in D2D the user data 
while routing goes through relaying devices and hence the 
security of the data can be compromised easily if efficient 
security mechanisms are not implemented. A solution to this 
security threat is to use the closed access technique. In this 
technique all the devices that are currently operating in the 
device tier of the D2D communication network need to 
maintain a list of its trusted devices. The device will make any 
other device a trusted device only when that device has 
authenticated itself. These trusted devices mainly belong to a 
particular workplace or neighborhood. So these groups of 
trusted devices should only be allowed to communicate with 
each other directly via the device tier system. If any other non -
trusted device needs to communicate to any other device then it 
needs to do via the macro-cell tier system only and not via the 
device tier. Hence this approach limits the communication.  
Whereas in the open access technique any device can access 
any other device and can make it relay its information. It has no 
strict rules and regulations like the closed access technique. 
This is more dangerous as far as security is concerned as there 
is no control over the possible threats, attacks as well as 
security breach of one device by another device during the 
relaying of its data. 
As D2D communication allows communicating the data 
through relay nodes/cluster heads all security issues as 
applicable to Mobile Ad-hoc Networks are also applicable to 
D2D communications. These attacks includes: Gray Hole, 
Black Hole, Eavesdropping, Man in the middle, session 
hijacking etc. In addition few new type of attacks may also be 
applicable. We identified one such attack called Selective-
Slowdown-Attack. When the device offloads the 
communication to non cellular network such as wifi, usually 
packets will be communicated through cluster head which will 
be selected among one of the mobile devices. The depletion of 
energy of the node is directly proportional to the speed at which 
the node is communicating. To save the battery power a 
selected cluster head node can treat in selfish manner and will 
forward the data belonging to other nodes at lower rates.  
Considering the types of device tier D2D communication 
available we can see that the DR-OC and DC-OC techniques 
involve the base station services for resource allocation and call 
setup mechanisms. In DR-DC and DC-DC techniques we have 
no involvement of the base station or any central agency to 
monitor the device-to-device communication. Hence the D2D 

communication in DR-OC and DC-OC is more secure than the 
D2D communication via DR-DC and DC-DC techniques. In 
DR-DC and DC-DC there are no means of centralized relaying 
and supervision making it tough to maintain secure control in 
these areas.  
Efficient cluster formation is also a research issue for outband 
D2D communication. The motive of cluster formation is to 
reduce interference, increase capacity of network to handle 
D2D pairs, and to increase network lifetime.  
Another major challenge is the problem of pricing for D2D 
technology. This technology does involve the operator in some 
cases like DR-OC and DC-OC. But the problem of fixing the 
price remains on the operator side as well as the customer side. 
The customers should pay for what services remains a question 
to be pondered over. The operator can create a secure and 
healthy environment for the devices involved in D2D 
communication and hence can be paid by the customers for this 
reason. 
Handover management is another such open issue in D2D 
communication. When a device will move from the area 
controlled by one base station to another base station controlled 
area it has to follow certain handover techniques so as to avoid 
call drops etc. 
In context of D2D communication particularly in the DR-DC 
and DC-DC it will be a challenging task as there is no base 
station’s involvement involved. So if a device which is under 
the DR-DC or DC-DC communication changes its base station 
cell area ie. it moves to another cell and there in the new cell it 
starts a DR-OC or DC-OC communication it will be 
problematic as the old base station will not know that the 
device has left its range and has joined a new cell base station. 
So handover needs to be addressed in this context. 

Furthermore performance analysis of mixed mode (using 
both inband and inband modes) D2D communication is need to 
carried out in future. The use of combination of inband and 
outband mode will improve the spectral efficiency. 
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