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Abstract: This paper gives overview of various variants of public key cryptosystem RSA. It also presents performance analysis by comparing

these methods.
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L INTRODUCTION

In this article we have developed a new Public Key
Cryptosystems which was extension of the work of Cesar
Alison Monteiro Paixao. Some variants analyzed here uses
the properties of Jordan Totient function. We briefly discuss
the possibility and validity of combining such variants to
obtain a new efficient and general Cryptosystems.

I JORDAN - TOTIENT FUNCTION

A. Definition
A generalization of the famous Euler’s Totient function
is the Jordan’s Totient Function defined by
Ji(n)= nknu 1l —P7%), wherek,ne Z* (1
We define the conjugate of this function as
J.(n) = n* 1_[[1 + D7k
)
Properties
Ju(D=1,J(2) =251 =1 (mod 2)
Ji(n) is even if and only if n >3
If p is a prime number, then
J(p) =p* (1-p*) = (p"1)
Jp)=p (I-p7) =(-D
Ifn=p, ", p, % . pr ', Then
T =pi L p T (D). (02 D)
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Jim) =1 (n)

C. Definition : (Multiplicative Function):

A function f defined over the set of positive integers is
said to be multiplicative if for each pair (m,n) with gcd
(m,n)=1 then f(mn)= f(m) f(n).

D. Theorem:
Jordan Totient function is multiplicative.
E. Theorem:

Let p,q be two positive distinct prime numbers and
n=pq.
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If a be any positive integer such that ged(a,n)=I then
a™™ 11 (mod n)
Proof : Given that p, q be two positive distinct prime
numbers and n=pq.
According to the definition of Jordan-toient function,
we have
— L

5 = ¢ Tlpm(1 =277
for n=pq we have Ji(n) = (pq)* (1-p™) (1-q™)

Ji(m) = (p*-1) (¢*-1) €]
Let a be any positive integer such that ged (a,n)=1
0 ged(a,pg)=I
O gcd(a,p)=l and ged(a,q)=1
According to Fermat’s Theorem

a”' 111 (mod p) )
We know that for k [] 2

pe-1=(p-1) P p* +1) 3)
From (2) & (3) we have
a”!' 0 (mod p)

(aP=1)(PF St SRt g
a1 1 (mod P
® g1 Fa
(a-’-‘n_i:l oi1)e 1(modp)

@™ 111 (mod p) @)
F. Corollary
SUppOSe Piy Pas cvveveenennen p: are any r distinct positive
prime numbers and n= pi.pz. .eeeeeenennnn p.. If a be any

positive integer such that gcd(a,n)=1 then al® ™y (mod
n).

II1. NEW VARIANT Jk — RSA CRYPTOSYSTEMS

A. RSA Cryptosystem:

The RSA algorithm (named after its founders, Ron
Rivest, Adi Shamir, and Leonard Adleman) [11] has become
almost synonymous with public key cryptography. There are
two interrelated components of RSA:

a. The choice of the public key and the private key
b. The encryption and decryption algorithm
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In order to choose the public and private keys, we must
perform the following steps.

c. Choose two large prime numbers, p and q? The larger
the values, the more difficult it is to break RSA, but the
longer it takes to perform the encoding and decoding.
An RSA laboratory recommends that the product of p
and q be on the order of 1024 bits for corporate use and
768 bits for use with “less valuable information”.

d. Computen=p*q andz=(p-1)*(q-1)

e. Choose a number e, less than n, which has no common
factors (other than 1) with z. (In this case ¢ and z are
said to be relatively prime.) The letter e is used since
this value will be used in encryption.

f. Find a number, d, such that (¢ *d — 1) is exactly
divisible (that is, with no remainder) by z. The letter d
is used because this value will be used in decryption.
Put another way, given e, we choose d such that the
integer remainder when e*d is divided by z is 1 (The
integer remainder when an integer x is divided by the
integer n. is denoted x mod n).

g. The public key that receiver makes available to the
world is the pair of numbers (n, e); his private key, is
the pair of numbers (n, d).

The encryption by Sender and the decryption by
receiver are done as follows.

h. Suppose sender wants to send receiver a bit pattern or
number, m, such that m < n. To encode, sender
performs the exponentiation, m®, and then computes the
integer remainder when m°® is divided by n. Thus, the
encrypted value, c, of the plaintext message, m, that
Sender sends is

c=m‘mod n

i. To decrypt the received ciphertext message c, receiver
computes m = ¢ mod n which requires the use of his
private key (n, d).

B. Ji— RSA Cryptosystem:

The main role of RSA cryptosystem is the usage of
Euler’s Totient function [1(n) and Euler’s theorem [1]. Now
we replace [](n) by Jordan-Totient function Ji(n) [1]with the
same property.

a. Key Generation

[i] Choose two large prime numbers, p and q. How large
should p and q be? The larger the values, the more
difficult it is to break RSA, but the longer it takes to
perform the encoding and decoding.

[ii] Compute n = p*q and Jx(n) = (pk- 1)*(qk -1)

[iii] Choose a number e, less than n, which has no common
factors (other than 1) with Ji(n) (In this case, e and J(n)
are said to be relatively prime.)

[iv] Find a number, d, such that (e *d — 1) is exactly
divisible (that is, with no remainder) by Ji(n).

[v] Public Key = (k, e, n)

Private Key = (k, d, n)

b. Encryption

Given a plaintext M and the public key = (k, e, n)
compute the ciphertext C by using the formula.
C[M® (mod n)
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c. Decryption :

Given a ciphertext C and the Private Key =(k, d, n),
compute the plaintext M by using the formula
ML C* (mod n)

C. M-Prime RSA Cryptosystem

Multi Prime RSA Cryptosystem [2] was introduced by
Collins who modified the RSA modules so that it consists of

I primes py, P2, ----.-- p: instead of the traditional two primes
p and g.
a. Key Generation:

The key generation algorithm receives as parameter the
integer r, indicating the number of primes to be used. The
key pairs are generated as in the following steps.

[1] Choose r distinct primes py, p2, --.--.. p: each one
[.’_Dgr!

-

J bits in length and

n=lli=10: =P1- D2 e e Pr
[ii] Compute E and D such that d=e (mod [ (n))
where gcd (e, _D(n)):l\, where
0wy = Hizpe—1)
=(@r-D (p2-D) ..o (p-1) )]
[1i] For 1 (11 [J r compute d; [ d (mod p;-1)
Public Key = (n,e)
Private Key = (n, dj, dp, ...... d)

b. Encryption:

Given a public Key (n,e) and a message M Z, encrypt
M exactly as in the original RSA, thus
C [0 M° (mod n)

c. Decryption :

The decryption is an extension of the quisquater-
couvreur method. To decrypt a ciphertext C, first calculate
M; [ C% (mod P
foreachi =1,2,.......... r
Next apply the Chinese reminder theorem to the M;’s to
get
M 0 C%mod n)

D. M — Prime J;,— RSA Cryptosystem:
By replacing [ (n) by Ji(n) with the same property we

can generate a new variant cryptosystem. Modified key
generation, encryption and decryption are given below

a. Key Generation
[i] Choose r distinct primes p1, p2, ........ pr each one
Logn
l N J bits in length and
n=IlizaP: =01 P2 o By

[i1] Compute E and D such that D=e-1 (mod Jk(n))
i.e.ED=1(mod Jk(n)) where gcd (e, Jk(n))=1 and

k)  =nllpll-p7%
= - (e - 1) e (0F - 1)
(e - 1)

[iii] For 1 (11 [] r compute d; [1 d (mod I-/.I}:'I{ - l])

Public Key = (k, E, n)
Private Key = (k, D, n)

220



Amit Manakshe ef al, International Journal of Advanced Research in Computer Science, 2 (2), May-June, 2011,219-221

b. Encryption

Given a Public Key (k, e, n) and a message M [] Z,,
encrypt M exactly as in the original RSA, thus
C [ MF (mod n)

c. Decryption

The decryption is an extension of the Quisquater
Couvreur method. To decrypt a ciphertext C, first calculate
M;=C% (mod p;) for each 1 [J i [I r, next apply Chinese
Remainder Theorem to the M;’s to get

M 0 CP(mod n)

Iv. PERFORMANCE ANALYSIS

RSA encryption system, mainly based on integer
factorization as a hash function. For two primes p and q,
compute h = F(p,q) is easy, this can be treated as polynomial
time solution problem. But comuting F'(n) polynomial time
solution problem. But computing F'(n) is difficult, this can
be treated as non polynomial time solution problem. This
problem can be solved by providing some trapdoor
information (i.e., secret information), security lies with the
multiplicative exponent. For example let us take p=11, q=3,
the performance between RSA and J,=RSA are given below.

Table: 1
Sr. RSA Cryptosystem Sr. J2-RSA Cryptosystem
No. No.
1 [Select two primes 1 [Select two primes p=11, =3
p=11, q=3
2 |Compute n=pq=33 2 (Compute n=pq=33
2=(p-1)(a-1)=20 02(0)=(p*-1)(q*-1)=960
3 |Choose e=7 3 (Choose e=7.

Check ged(e,p*1)= ged(7,120)
ICheck ged(e,q*1)= ged(7,8)=1
Check ged (e, (1)

(g*1)) =gcd(7,960)=1

Since 7 has no common|
factors with
20 other than 1.

4 [Find a number, d, such that 4
(e *d — 1) is exactly divisible|
(that is, with no remainder)

U»(n)) i.e., compute D e’
(mod J(n)
by z i.e., find a unique value] D17 (mod 960)

d such that 7*d -1 exactly|

ICompute D such that ed[!1(mod|

i.e., find a unique value d such that]

divides 20 960 divides 7d-1

simple testing with Simple testing with
d=1,23,....... d=1,2,3,...... Jo(n)

gives d=3 [This gives D=823 range increases

5 |Publickey = (n,e)=.(33,7) | 5
Private key = (n,d)=(33,3)

IPublic key = (n,E) =(33,7)
Secret key =(n,D)= (33,823)

6 [Now if we want to encrypt| 6

the message M=8 we have imessage M=8 we have

IC[IM*(mod n) ICOM® (mod n)
0 87 (mod 33) 0 87 (mod 33)
IC[J2 (mod 33) IC12 (mod 33)

[ICiphertext C=2 [ICipher text C=2

Now if we want to encrypt the

7  [To decrypt the cipher text we| 7

have MOCP (mod n)
MIC* (mod n) 1 282 (mod 33)(Hard)
11 2° (mod 33) IM(18 (mod 33)

M(18 (mod 33) [ Plain text M=8

[JPlain text M=8

[To decrypt the cipher text we have
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V. CONCLUSION

In this paper we analyzed three variants of RSA namely
(1) Jx — RSA cryptosystem (2) M- Prime RSA cryptosystem
(3) M- Prime J; -RSA cryptosystem which are developed on
the properties of Jordan — Totient function with standard
RSA - cryptosystem. In some of our schemes, we
implemented the computation on exponential values based
on Jordan — Totient function. This results in increase in the
block size for plaintext and enhances the range of
public/private key. The increase in the size of private key
avoids the attacks on private key.
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