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Abstract: Video calls are increasing at a significant rate along with the voice calls, and the demand for cheaper call rates and services with low 
cost intensive technology is increasing. The scope of the research paper is to analyse SIP (Session Initiation Protocol) network using python 
sniffer program with new python library modules like pyshark and dpkt.This rich library of protocol intensive modules can help in the analysis 
of data packets transmitting over the network. It also helps in analysing the SIP (Session Initiation Protocol) data  and extraction of RTP (Real 
Time Transport Protocol) data from the captured data packets and helps in the preparation of an effective software to  identify Man-in the middle 
attacks. 
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1. INTRODUCTION  

 
Voice over Internet Protocol (VoIP) is still considered as 

one of the most dominant technology in the communication 
world. Its upgraded features has revolutionized the 
technology in using the Internet  to make VoIP calls from 
desktop, laptop and smart phones at cheaper call rates. Its 
distinctive attributes include chats , voice, video calls using 
packets transmitted in a VoIP architecture platform along 
with the observance of some standard protocols specified by 
the telecommunication standards. 

These services have scaled from small businesses to 
corporate networks with established channels of 
communication over private or public domains. It offers 
many advantages like  

A person with limited technical know how  can use an IP 
Phone to configure and install VoIP software. 

Hosted Telephone systems can be used to add leased 
lines for every new employee added up to the business. Thus 
it ensures scalability of the service provided for businesses. 

VoIP Services allow users to attach documents,conduct 
virtual meetings and share data via video conferencing . 

With VoIP, call charges are nominal as the user can make 
unlimited free calls within a geographic area. 

The hardware and standards designed to make, possible  
transmission of voice over IP Packets are: 

ATA (Analog Telephone adapter) This adapter allows us 
to connect a standard IP/PBX system to the LAN using an 
Ethernet jack . The ATA communicates with the remote 
VoIP server by converting the digital signal to analog signal 
and vice versa. Plugging the IP Phone to this device will 
make it work. 

 
 

IP Phones are normal phones with different connectors 
like instead of using RJ-11 connectors it uses RJ-45 
connectors. These phones can directly connect to a router. 
WiFi phones can also allow their callers to make calls using 
WiFi hotspot. 

Softphones are the easiest form of making VoIP calls. 
There are numerous low-cost software that we can use for 
using this service on our desktop or laptop. 

VoIP standards was designed to transmit voices as 
packets over IP network. So, it can be used on data network 
like Intranet, Internet  and Local Area Network. 

The Protocols used in VoIP services are classified into  
1. Signaling protocols 
2. Speech Transmission Protocols 
3. VoIP management Protocols 
The signaling protocols are used to make phone calls 

over the Internet. They are used to establish sessions by 
setting and tearing  down of calls. There are many signaling 
protocols like SIP, H.323, H.248, SS7(Signaling system 7), 
ISDN (Integrated Services Digital network). 

The speech transmission protocols are classified into 
User Datagram Protocol(UDP), Real Time Transport 
Protocol (RTP) and Transmission Control Protocol(TCP)[1]. 

The standards and protocols for VoIP management are 
DHCP (Dynamic Host Configuration Protocol) , ENUM 
(Electronic Number Mapping system), RSVP (Resource 
Reservation Protocol) , BGP (Border Gateway Protocol) and 
COPS (Common Open Policy Service).[7]
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The figure below shows a basic implementation of VoIP 
Protocols at different layers of TCP/IP Stack. 

 
 
 

 
Figure 1.  The protocol stack implementation of VoIP. 

 
2. OBJECTIVE 

 
The focus of the research was to sniff the wireless SIP 

network and analyse signaling protocols and media protocols  
used by softphone SIP Client service Providers and analyse 
the (Session Initiation Protocol) and Real Time Transport 
Protocol (RTP) protocol used for transmission of VoIP 
media services using a Python Packet Sniffer program. 
 
3. SIP ( SESSION INITIATION PROTOCOL) 

SIP (Session Initiation Protocol) is an application layer 
control protocol developed by the Internet Engineering Task 
Force (IETF) to establish a bidirectional session for 
multimedia conferences, telephone calls and distribution of 
multimedia attachments. Its greater support for mobility, 
interoperability and multimedia made it scalable beyond 
VoIP calls.[1] It acts similar to HTTP with its request and 
response structure .This protocol is used to create sessions 
and to carry session descriptions  that allow participants to 
agree on multimedia capability. The functions of this 
protocol are to :1) determine the location of an endpoint or 
user to be used  for communication. 2) synchronize 
connection between the caller and the callee 3) establishing 
media parameters for a successful connection 4) in Progress 
changing the features of a session 5) adding, dropping 
packets, terminating sessions and invoking services[11]  

SIP works in conjunction with other protocols to provide 
for a complete multimedia architecture like RTP (Real Time 
Transport protocol) or transmitting real  time data along 
with Quality of Service (QoS) feedback, RSTP (Real Time 
Streaming Protocol) for delivery of streaming media. SIP 
works in conjuncture with SDP (Session Description 
Protocol) which provides a standard description of the 
networking environment, media details, transport addresses 
and other session description metadata. Thus in conjuncture 
with other protocols SIP provides services like conference 
controls, resource allocation, session description etc[[8]. 
A. Components of SIP 
Few of the basic entities that  are involved in SIP Exchange 
of services are: 
1) User Agent Client(UAC) is an application that can initiate 
or terminate session  through SIP request or Response 
structure. It can initiate up to six feasible requests to a UAS 
like INVITE(for call initiation), ACK (for call 
establishment), OPTIONS(to understand the capability of a 

user), BYE (to terminate the calling session), CANCEL ( to 
cancel a request which is pending) and REGISTER( to 
redirect to the registered location of a user agent). When the 
SIP session initiates the UAC, it determines the essential 
information for the request including the protocol, the port 
and the IP address of the UAS to which the request is sent 
.This request URI is useful in determining the course of the 
SIP requests to its destination. When the UAC creates a SIP 
Request it must insert a via header which identifies the 
protocol name(SIP, protocol version, Transport protocol 
type(eg. UDP or TCP), IP address of the UAC and the 
protocol port(typically port 5060 or 5061)[7]][8] 

 
 
2) User Agent Server(UAS) is a logical entity server that 

responds to the SIP requests from a UAC. It may issue 
multiple responses to the SIP request back to the UAC[2]. 

3) Proxy Server is a mediator and renders the request 
services to UAS or UAC. It acts as an organizational 
configuration through which SIP requests are routed before 
reaching the destination SIP client. It can also be used for 
name mapping for requesting a location service to map an 
external SIP identity to an internal SIP Client[2]][7]. 

4) Redirect Server allows for redirection to another 
geographic location but still can be contacted through the 
same SIP identity. The RTC (Real Time communications) 
server helps to implement the redirect and proxy server on 
one server. The SIP messages that will be processed through 
proxy or redirect server is determined through configuration 
settings on SIP Server. This technology enables rendering of 
services during maintenance of other servers[2][7]. 

5) Registrar server  provides services for registration of 
the SIP client. SIP client sends a REGISTER request for 
change of an address to the registrar server which accepts 
the changes in the users address. 

 
Figure 2.  Flow of SIP connection between components 

B. Sip Structure 
SIP messages are of two types 
a) Request ->sent from client to server 
b) Response -> sent from server to client 

SIP REQUEST MESSAGE consists of : a) Request 
method b) Request URI and c) Protocol version 

SIP Request and Response messages utilises the basic 
structure specified in RFC 2822 and the character set 
specified in UTF-8 charset (RFC 2279).[[3] 
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Some of the basic signaling methods are: 

Methods Purpose 

REGISTER Binds users address to a location

INVITE Initiate session along with session description

ACK Confirms session establishment

BYE Terminates sessions 

CANCEL Cancels a pending request 

OPTIONS Queries the capability of an endpoint user

 
SIP RESPONSE MESSAGE consists of a) Protocol 

version b) a 3-digit integer to indicate the output of an 
attempt to satisfy a request like 1xx class is for Provisional 
or Information Response, 2xx class for success , 3xx class 
for Redirection, 4xx class for Client error, 5xx class for  
Server error, 6xx class for Global error. These response 
codes show that server is performing some further action. 
c)Textual description that a user can read.[5] 
C. Sip Header Format 

 
Figure 3.  Illustration of an IP Phone call using SIP flow graph 

SIP follows the connection flow through organized 
phases of transaction which starts with the registration of an 
user agent client with the SIP Server. The phases of each 
transaction passes through Call Initiation phase ,Call 
Processing phase , Call established state and then 
transmission of RTP Packet followed with the call 
Termination stage.[17] 

 

D. Sip Protocol Architecture 
It consists of four layers:1) In the lowest layer 

augmented Backus-Naur Grammar (BNF) form of encoding 
is used. This layer is so called as syntax and encoding layer.  
2) The layer above syntax layer is Transport layer which 
defines how a client sends request and receive responses and  
works on how a server responds to the requests received. 3) 
The Layer above is the Transaction layer in which the Client 
transaction  sends a request to a server transaction and gets 
the response back from the server transaction. Stateless 
proxies do not have transaction layer. 4) The layer above is 
the Transaction User requesting for SIP connection. 

Thus SIP is structured as a layered protocol, which means 
its behaviour can be described in different processing stages 
which  is loosely coupled.[6] 

 

 
Figure 4.  Illustration of an SIP Protocol architecture 

 
4. REAL TIME PROTOCOL 

 
This protocol is used for transmitting real time data such 

as audio and video or simulation data over IP network. The 
data is transported using Real Time Control Protocol (RTCP) 
which allows monitoring of data in multicast networks. This 
protocol supports the use of translators and mixers for audio 
and video simulated data transmission. 

 
Figure 5.  The protocol stack implementation of VoIP 

The elements of the header are explained as below: 

a) Ver  is a 2 bit display of  the Version number of the 
RTP which is always set to 2. 

b)  P-Padding, if the padding is set then it is of 2 bits 
and contains one or more additional padding bytes at the 
end. It contains padding bytes that is needed by some 
encryption algorithm with fixed block sizes for carrying 
several RTP packets in a lower layer protocol data unit. 

c) X-Extension is of 1 bit which shows  header 
extension. 

d) Marker is of 1 bit  which allows important events to 
be marked with frame boundaries in the packet stream. 

e) Payload Type is a 7 bit field which identifies the 
format of the payload .A set of default payload types are 
defined by non RTP means. 

f) Sequence number is a 16 bit field which identifies 
the RTP packet data sent and may be used by receiver to 
detect and packet losses during transmission. 

g) Timestamp is a 32 bit sampling instant of the first 
octet in the RTP data packet. This instant is derived from the 
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clock that increments monotonically and linearly in time to 
allow synchronization. If an audio application reads 160 
sampling periods from the input device  the time-stamp 
would be increased by 160 for each block regardless of 
whether the data packet is transmitted or lost. 

h) SSRC is a 32 bit which identifies the 
synchronization source .The value of SSRC is chosen as 
random so that no two synchronization sources within the 
same RTP session has the same SSRC. 

i) CSRC Contributing source is of 32 bits which 
identifies the contributing source for the payload .Only 15 
contributing sources are identified. They are inserted by 
mixers using the SSRC identifiers of contributing sources.[4] 

Audio codecs are G.711, G.722, G.723, G.728, G.729 
while video codecs are H.261 and H.263 used in a VoIP 
service platform.[2] 

 
 

 

5. EXPERIMENTAL STUDY 
 

The packet sniffer program uses the python library 
modules to analyse protocols to assess the security of a 
network. The following modules has been used in the 
program for  sniffing VoIP packets from the Ethernet 
interface and analysis of SIP and RTP payload. The 
following describes the modules of the python sniffer 
program. 

Pyshark is considered as a python wrapper for tshark a 
command line version of Wireshark which allows python 
packet parsing using Wireshark dissectors. 

This uses the tshark’s ability to export XML’s to use its 
parsing. The module of a pyshark capture features Live 
Capture and File Capture to capture packets. Each of those 
captured objects has filters which can filter some of the 
incoming packets. 
From a live interface data packets can be captured using 
sniff() method to capture a given amount of packets or 
sniff_continuously() method as a generator and work on each 
packet as it arrives.[12] 
dpkt is a python module which allows simple creation of a 
packet or parsing of a packet with simple methods and has 
access to all the basic TCP/IP protocols. A study of the 
module helps in extraction of the protocols from a raw PCAP 
file.[13] 
Netifaces module works on Windows as well as many UNIX 
like platforms. It helps the programmers to access all the 
network interfaces on the system to use their network 
addresses.[14] 
Pygeoip is a python GeoIP API based on MaxMind’s C 
based API which is used for finding the geographic location 
of an IP address. It provides the MaxMind’s database of 
geographic location country wise and city wise.[15] 
Socket is a python module which  provides an access to 
BSD(Berkeley sockets division) socket interface. It is 
available on all platforms like Windows, Linux and other 
platforms. It is rich in  system calls and library interface 
methods for socket programming. Various socket families 
are supported in this module.[16] 
 

A.    Observation: 
The pcap files from G.711, G.722, G.726, H.264 audio and 
video codecs from Wireshark wiki has been used for the 
analysis of the packet sniffer program. 
The output generated from the program helped  the analysis 
of G.711 audio codec PCAP file for SIP data analysis. 

 
Figure 6.  The SIP data  audio codec of G.711 PCAP file 

The output from the program displays the data header of the 
SIP packet request and response message between UAC and 
UAS.[9] 
 
 

 
Figure 7.  This  figure shows the From: and the To: header of the SIP data 

The From packet displays the IP source address from which 
the call request was sent i.e. from 10.0.2.20 to the IP 
Destination address 10.0.2.15 along with the display of the 
destination port 5060.The SIP call request and response port 
is normally 5060 or 5061 but varies depending on the kind of 
platform support. 
The different SIP data displayed from the python sniffer 
program in different PCAP files of Audio codecs like 
G.722,G.726 are as follows: 
 

 
Figure 8.   This figure  shows the SIP data of G.722 data audioc codec 

PCAP file 

 
Figure 9.  This figure  shows the SIP data of G.726 data audioc codec 

PCAP  file 

The output of the program also displayed the sniffed RTP 
Packets. The Packet header format can be observed as 
follows. 
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Figure 10.   This figure shows the RTP packets of G.711 audio PCAP file 

The RTP packet capture displays the time instance of the 
data packet captured ,IP Source to destination address , the 
Payload type, the audio codec , SSRC sequence no and the 
time taken to capture the data packet. 

The VoIP SIP softphone service has been installed to 
capture live packets from the interface to analyse data. 
Communication  between the mobile VoIP softphone and the 
desktop system VoIP SIP  softphone services has been 
established for sending and receiving VoIP calls. The data 
packet that has been captured from the live interface after 
establishing communication between these two endpoint has 
been saved in SIP.pcap file. Wireshark is an open source 
software which has many filtering options and its command 
line version tshark is used for analysis of RTP packet[10].The 
flow graph observed in Wireshark software displays the 
following: 
 

 

Figure 11.  This figure shows the flowgraph of RTP packets of SIP.pcap 
file 

 

The above flowgraph shows the RTP data packet details 
captured from the Live Ethernet interface of an SIP phone 
service through the sniffer program. The flow graph displays 
the connection flow between the source port to destination 
port along with different protocol packets including TCP, 
STUN ,SIP, and RTP.  
 
6. ALGORITHM 

 
Step 1 import dpkt, pcapy, pyshark, netifaces, socket,  
           pygeoip modules 
Step 2 Detect the interface used for sniffing packets 
Step 3 Use pyshark module to capture live traffic from  
           the interface  for 50 seconds in an output file 
Step 5 Editcap the captured file to proper PCAP files to   
            remove the anomalies. 
Step 6 Display the menu for choice 
Step 6.1 if the choice is 1 then 
 Step 6.1.1 Use the dpkt module to Capture the  
                                ethernet data  
 Step 6.1.2 Use the dpkt module to Extract the ip  

                                data  from the Ethernet data 
 Step 6.1.3 Use  the pygeoip module to display the  
                                geographic location of the data 
Step 6.2 else if the choice is 2 then 
 Step 6.2.1 Use the dpkt module to Capture the  
                               Ethernet data 
 Step 6.2.2 Use the dpkt module to Extract the ip  
                          data from the Ethernet data 
 Step 6.2.3 check if the destination port is 5060 
 Step 6.2.4 print source port to destination port 
Step 6.3. else if the choice is 3 then 
 6.3.1Extract the RTP packets from the capture data  
                  using tshark with filter -Y rtp and output it  
                  to the screen or redirect to the file for  
                   analysis. 
Step 6.4 Otherwise  
 Step 6.4.1 print “Invalid choice” 
 
 
The figure below shows SIP and RTP data analysis. 

 
Figure 12.  This figure illustrates the SIP data request header format 

 
Figure 13.    This figure illustrates the RTP data packet analysis 

 
7. CONCLUSION 

 
Thus Session Initiation Protocol (SIP) is a protocol that  

is a 3GPP (Third Generation Partnership Project) signaling 
protocol. The scalability ranging from IP phones to 
conventional telephone lines have rendered Communication 
services to rely on this protocol. It requires less set up time 
than its predecessor protocols. It helps to establish real time 
sessions. It’s text based services allows ease of 
programming. The base of the protocol has been its 
implementation in the network level which makes it a peer-
to-peer protocol. SIP will be a lot of promise for today and 
tomorrow in the communication world. SIP trunks can 
provide many advantages when business has multiple 
locations of establishments. It reduces the call rates whether 
you call locally or use company’s SIP trunking system. The 
VoIP services like Skype, Linphone, Viber offers cheaper 
rates to make international calls. These services can easily 
adapt  or upgrade their services to provide customer 
satisfaction. But with single trunk systems for multiple 
connections can often lead to loss of communication for the 
entire line at a single point of failure.[18] 
Security has been one of the biggest issues in packet 
communication today. A hacker can hack into thousands of 
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computers, if the company does not practise proper security 
measures. Security in a SIP network should use  the 
following parameters like  Authentication, Authorization, 
Confidentiality, Integrity,  Privacy and Non-repudiation 
which forms the basis of security essentials of any Network 
security algorithms. The SIP network can practise some 
security measures like Password and Access control 
mechanisms during proper call establishment, Encryption of 
the headers instead of carrying plain text headers which can 
be captured easily, use of strict record route during 
REGISTER and proper record routing implemented through 
the use of proxy servers address generated from the redirect 
server. 
The sniffer program provides for data breach through man in 
the middle attacks as it helps to sniff IP Source and 
Destination address and helps in identifying the geographic 
locations of endpoints of connections. 
Risk analysis and Quality of service using VoIP management  
protocols and its study will be the scope of further research 
in the SIP network.   
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