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Abstract: In this paper, we have developed a block cipher involving permutation, color substitution with iterative and modular arithmetic
functions. For this development we have used a large symmetric key of 128bits. By using sub key generation algorithm the 128bit key in turn
divided into four parts as K; K, Ksand K, Among these K; K, were used as a parameters to the function, and the function is selected based on
K5 out available 10 functions. The output of the function will be treated as a starting address and increment value for selecting the color in our
previously invented “ Play color cipher algorithm”. K, is used as a key for transposition. The process of encryption and decryption were
explained with example. From the cryptanalysis carried out in this paper, we conclude that the cipher cannot be broken by any cryptanalysis
attack.
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I. INTRODUCTION II. KEYLAYOUT AND IT’S ORGANIZATION

Cryptography is a principle enabler of many secure The key layout and its organization among the

computing systems. Using cryptographic techniques such as
encryption and secure hashing, we can gratify several crucial
security requirements for networks, computers, data and
information against a diverse set of threats[1-4].

A number of block ciphers [5-10][12-15] have been
developed in the recent past, which can be observed in the
literature [ 11]. Feistal [8][9] has used the concept of Hill
cipher and developed the Feistal cipher. However
subsequently he found that his approach is vulnerable for
cryptanalytic attacks.

In the current exploration, Udaya et al, have invented a
modern symmetric block cipher [16-18] by using a Color
substitution and permutations with 128 bit key [17]. Form
their presentation it is observed that the plain text including
alphanumeric characters, symbols, diagrams and image are
first converted into rich text format, then to inculcate
confusion the cipher was transposed twice by using 36 bit
key and at the end each character was substituted with a
color from the available 18 decillions of colors in the
computer world[11]. Finally they have proven that the cipher
they have developed is cryptographically stronger.

Since the security provided by cryptographic processing
depends on the secrecy and integrity of the cryptographic
keys, in this paper we have devoted our attention towards
keys, involved iterative and modular arithmetic function to
generate sub keys and hence to develop more stronger cipher.
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participants in communication is as follows:

In this we have used a 128 bit key. By using sub key
generation algorithm it is divided in to 4 sub keys for
encryption and decryption purpose. Among these from the
LHS the first two keys K, ( 60 bits), K, ( 28bits) were used
as a parameters to the function selected by using Kj (4bits)
out available 10 functions. The output of the function will
give two values and they were the starting address and the
increment value for color substitution and the last 36 bits in
the main key is K4 used for the transposition of the cipher in
the rich text format. The range of the keys and its detailed
explanation is given below.

eChoose a key ‘K’, should be 32 decimal numbers between
‘0to 9 (having 4 sub keys), from LHS the first 15 digits
in the Key can be between 0000 0000 0000 001 (Min) to
9999 9999 9999 999 (Max). Next 7 digits in the key can
be 0000 001 (Min) to 9999 999 (Max), these two are the
parameters passed to the iterative and modular
arithmetic function selected by K; out of the available 10
functions. The value of K5 should be between 0 to 9. The
next 9 digits in the main key will be the key K, for
transposition. The key should be the numbers between
‘1 to 9, and the number once used should not be
repeated.
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}<— 128 bits binary digits / 32 decimal numbers 4%

15 digits decimal | 7 digits or 1 digit oy 4 Transposition key in 9 digits
value or 154=60 | TH4=28binary | binary digits to  |decireal value or 94=36
hinary digits (K} select the hinary digits (F4)

digits (K1) fumetinn (K3)

Figure 1. Key layout for 128 binary bits

e Use RSA [19] Public key encryption algorithm for key
distribution as shown in Figure 2:

PU|} PR‘-‘I

Sender Key in 32 ' '
A —p dEcimE B[] E2

- J
~

Sender

e Encrypt K using receivers (User B ) Public key (PUB)

for confidentiality ----------------------- 2.1

e Encrypt the result of 2.1 using senders (User A ) Private
key (PRA) for Authentication.-------- 2.2
Send the result of 2.2 to the receiver----------- 2.3
Decrypt 2.3 by using PUA ~ ——------——-- 24
Decrypt 2.4 by using PRB~ -------—--- 2.5

Hence with both validation and secrecy we have
dispersed the keys between User A and User B.

PUa FRp

¢ i Receiver
Key in 32

b2 > o = decimal B
numhers %

e

v

Receiver

Figure 2. Secure transmission of key using RSA algorithm

III. DEVELOPMENT OF THE CIPHER

In this we have developed the cipher in four phases, in
first phase: the plain text in alphanumeric characters,
diagrams, symbols and images were converted in to Rich text
format; named it as C1, in second phase the C1 is transposed
in to C2 by using the key K3, in third phase the C2 is again
permuted in to C3 by using K3 and in fourth phase the color
substitution is applied on C3 to produce C4, it is the final
cipher and can be treated as very strong. The process of input
and the output of each phase were explained in brief in
beneath:

A. Briefon RTF and Converting plain text in to rich text
format (RTF) :

The Rich Text Format (RTF) is a method of encoding
formatted text and graphics for use within applications and
for transfer between applications. Users often depend on
special translation software to move word-processing
documents between various applications developed by
different companies. RTF serves as both a standard of data
transfer between word processing software, document
formatting, and a means of migrating content from one
operating system to another. RTF allows documents to
migrate forward and backward in time. As with the Textbox
control, the text displayed is set by the Text property. The
rich textbox control does everything the Text Box control
does, but it can also display fonts, colors, and links; load text
and embedded images from a file; and find specified
characters. It has numerous properties to format text. We can
convert all types of characters, numbers, symbols and
diagrams by using rich text box in to Rich text format. By
using this we can convert the plaintext into an unintelligible
text.

In our paper, we have used it in the first phase to convert
the plain text contain characters, numbers, symbols,
diagrams, images e.t.c., in to an un comprehensible form as
shown below; it is noticeable that the diagrams or the images
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in the plain text is also got converted into numbers and
symbols. We have named the output of this step as Cipher
text C1.
Plain text considered for encryption:
AN INVENTION OF A NEW
CRYPTOGRAPHIC ALGORITHM
DEV BY RAVINDRA

MMMMMMT@e@@e@@@@@
A& ((())555599999999

T

Converted Cipher text in Rich text format C1:

{\rtfl\ansi\ansicpal252\deff0\def1anglOEB{\fonttb]{\f
YwiewkinddhuclypardsFONFS20 AW INVENTION OF A MEWWpar
CRYPTOGRAPHIC ALGORITHM\par

DEV BY RAVINDRANpAr

1111117 par

Agrrr (7555599999999  par
vpictywmetafiledypiow2081\pich995picwgoalll85pichy
010009000003%c01000008001C000000000004000000030108000
000c02f400F60104 0000002 20118001 c000000FH0210000700000
537597374656d0000F601000057ec0000c4e%12002622823510001
000400000002 0101001c000000Th029cf0000000000009001000
48657720526T60616200000000000000000000000000000000000
02000000020d000000320a5400TdfFFOL0004 00FdfFfafffliles0
0000fc02000000ccfFO00000040000002d01020008000000Fa020
002d01030002000000240305000000510000007000801e 700080
0000000000000000000004 0000002d01040007000000F 020000
0008000000Fa0200000600000000000000040000002d010600070
040000002d0007000000000024030400000051000c008700dB801e
00040000002d01050004000000T 001060004 00000027 01F 040
07000000Fc020000808000000000040000002d0102 00040000000
00000024030300F7000600160054 00d801 5400040000002 401040
2d0L050008000000Fa020000060000000000000004 00000020010
0024030300T7000600160054 000801 54 0004 000000240104 00040
060004 000000270104 000000F0010200030000001e0007000
0000002d010200040000002d0103000200000024030500ac00410
ac004f 00040000002 d0104 0004 0000002d01050008000000Fa020
002d01060004 0000002d0107000C00000024030400ac004T00ac0
00002d010400040000002d01050004000000f 001060004 0000002
0000000000

\par
¥
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B. First Transposition on the output of previous step
Cipherl(Cl).

For this we have used a 36bit key, which is the sub key
(K4) of the 128bit key (K). It is a 9 digits decimal number as
shown in the Figure 1. The numbers in the K4 can be
between 1 to 9, zero is not allowed to use and the number
once used should not be repeated.

For performing transposition message should be written
in the rectangle, row by row, and read the message off,
column by column, but permute the order of the columns.
The order of the columns then becomes key to the algorithm.
In the example shown, we have considered the key- K4 is
‘456789123’ used for performing transposition on the cipher
C1, the out put is as follows and named it as Cipher C2:

Output of the first transposition C2:
|tf1\an{\ransicpsi\SZ\defngdeflanfD\33{\f0g10bl{\f0ntt
Socro Serifans

“wiertinddhucwkiardy £01Yp20 AN \fsENTIOHNINW iL NEW OFr
CRYT, paGRAPHIPTOLGORITC Apar

DHM\EY RAVEV RA\parIND111111

1AEERRAERE axr

“EBVp ({1 )5F**¥992999555par

{99%cthwmel piiledl prafZ09 L picwSaS  piichoalllScwyichoo
0115620000000001000039c01c0000S00000040000000300000005
000000£400£6c0240000001001130002e00000£1c010000700Z000
S3792224656d0737E£601000007ec000005e8 1200042523912 6e1b
000400000020100001000010£0029c000000000££000200100000
265770
26f6d620500000016e000000000000000000000000000000000004
00A000000Z 208540003 ££01000£A0E£dEfE040f101eeaff0672d4000
00000cc£000000004£000002d00000005001020£a0200000000005
004d0103000200000000e30500024051000cc0070045000e00d501
000£0000000000000000000000000041040002d400000£c700000£E
00dA0100000£050000006a0200000000000040000002d0100000700
040000002d40100000c000070240304000c0051000000e70000c1e7?
00041040002d400000004001050£0010000040000600701£££00200
O700000£20Z200000080000003000400000024d01000004000020060
oooo00s
S0300£2400600167004004500050004001540=2dA010000040000400
2000000008200000£a000000060000004000000240100000400006
0070006000£005400016154000d4500000244004000400100024010
0000040000602 701££000400000££00102000£0000001030070000
0000002d010000040000202d0103000e0000000003050002404£00
acl1l4ff000400040024A010000040000402d01050005000000000200
O0Z000060004401000240000000c00107024030000ac004£400c00

C. Ssecond Transposition on the out put of previous step
(2

Same operation is performed on C2 with the same key-
(K4) ‘456789123, with this multiple transpositions, we can
extend the strength of the cipher, so that it is not easily
breakable

Output of the second transposition C3:

1yrefhy f{adistinsicansilpgie52) d0ffZadeflingy £33 {4 ton0£fb14{% £04
qit0 TsmeeRNew aom £:}{4%flincilhfrhanMet0 rics softn3aoci Serli
Ywkewlunddhhclilardh ptrph el £04£5a2 u874 174787258 uun30?, 595757
wEf£312 0734560592

parOa) pirdh ltrpar £532 . Suhe gkicTnbrowf

04 £32p{% lmcth waetil ileSepifi 51ldepivh 1617cpihZgoal 989 wgpichlo:
17
001900200300003000000200010007000000040000001300530000000000¢
c00012540020000400000458:2011100200000k0£20210000700000000000202
S57792674650d40341c00000005ca0000024e9120003e25205060£16000cd000
000c00k000£90200££00000c0000009000000000010440051206696d35745(
£e00000000000000000000000000000000000400000024010100040000000(
gzoooog

02040000053 20a07001£££0000E£f00Efdff44fhe0081£2200b040103000101
OecO000£00z20£00££E£££00000000402000014005820000000000£a520000000¢
002d0103000e00020000030553004000400030k07a0143003a01b004700003 41
0000000000000000000004000200000104400400000024d0002000801a000£(
0000000000040000102d40005000700000012020000£000000000000400000¢C
a3
04044300000000007231b3147a00b30004000404400020010000040004102¢
0005£004000000£701£0££2000004024010000030000000000&

Hhp

rl

L0423}
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D. Implementing color substitution on pevious step(C3):

By using our invented ‘Play Color Cipher’ [16-18]
algorithm, each Character (Capital, Small letters, any kind of
text, Numbers (0-9), Symbols ) in the plain text is substituted
with a color block from a 18 decillions of colors[11]
available in the computer world. In this we have considered
only ARGB with the maximum number of 255 X 255 X 255
X 255 = 4228250625 colors.

In this paper, to strengthen the algorithm and to make the
stronger cipher, we have used iterative and modular
arithmetic functions. By using the key ‘K3’ we have an
option to select any one of the function out of available 10
functions.

Based on the chosen function, the value of K1 and K2
were passed as parameters to the function and the out put of
the function will give us the staring address and the
increment values to select the color for substitution. The
value of K1 can be any 15 digits decimal number from
000000000000001 to 999999999999999  and the value of
K2 can be any 7 digits decimal number from 0000001 to
9999999. 1t is to be noted that all zeros are not accepted as
shown in Figure 3.

In the example shown below the value of the Kl is
123456789012345°, K2 is * 6789012’ and the K3 is 3. By
passing these two parameters in to the function 3, it produces
the starting address and the increment values, applying these
on the out put Cipher (C3) in previous step; we got the color
code as shown below. This is the final cipher C4 generated
by the sender intended for the receiver. The decryption
process is the reveres of the encryption process as shown in
the Figure 4.

The Play color substitution on C3 and its resultant cipher
C4 can be observed:

The flow charts for the encryption and decryption process
of ‘Play color cipher algorithm’ were given below.
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Encryption Process

Read the kew in 32 digits
decimal wahie
(32¥4= 128 bits m Bmary)

&

r

¥

Fead the Plantest (can — — -
have char, w, fiz, diag, Use key division and distribution slgorithm
images, ete) -
Kl (ladig) K2(7dig) E501 dig) E4(9dig)
Corvert the plain text inta
Fich Test Format = ] | —
alloared imthe K1 &
i, E2 - re avter the Joey™ N
Apply parnod ation on ETF E4
(Cly=10C2 o+
Prirt” decinal 117 is net
allorared betrreen the
K4 postins 24 to F2- re enter —
Apply second pemod ation o the ey’
onCd=C3 -
i L Prirt” digits ‘140 3" are
Kl% K2 If ary digit m nn{a]bwedlgldtorepead
Substihte colors onC3 =Cd  |g E4 is repeated . betweenthe postions 24 >
between 110 37 1032 e extter the key”
e D I
Select the finction based on K5, Calmulate the vahes of starting
Pass the K1&E2 as parametersto address and mevernet wahies F1°,
the fanctiom as 1 weqives » K27
[
1
Figure 3. Flow chart for encryption process
¥
Decryption Process
Read the key in 32 digits decimal
wahe (S224= 128 bits in Binay)
Fead the Cipher testt in Ifthe key is Hao
the color (hiars the file) - matching
Comrert the C4 nto C3 | — Use key division and distribution algorithm
Jv Kl (15dig) K207dig) | K301 dig) B4 ([ 9diz )
Pexfonm transposition cn ES
CE=0C2 l
Selact the fill.rr_'tin:m'based om
K35, Fass the K1&K S as
patameters to the Aimction as
and when #t requires
Pearfornm banspostion on C2 13
=1
¥
l Calmilate the vahes of
stating address and
Comeert C1 (FTF) into incwment vales K1°, K2°
plain tesct
Figure 4. Flow chart for decryption process
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IV. CRYPTANALYSIS

The cryptanalyst attacks which are commonly measured
in the field of Cryptography and network security are:

Cipher text only attack (Brute force attack)
Known plaintext attack
Chosen plaintext attack
Chosen cipher text attack
In this analysis the key ‘K’ consisting of 32 decimal
numbers, where in each number can be represented in the
form of 4 binary bits. Hence the length of the key is 128 bits
and the size of the key space is

2'%=34 X 10*Keys

If the time required for the determination of the plain text
for one value of the key in the key space is taken as 107
seconds, then the time required for obtaining the plain text by
considering all the 3%ossible keys in the key space is

34x100%x10° "
It we2 i)erform one encrprtion per micro second 1t takes

5.4 X 107 years, and for 10" encryptions per micro second it

leads to 5.4 X 10" years. This number is very large; hence,
it is impossible to break the cipher.

In the case of known plain text attack, we have to know
as many pairs of plaintext and cipher text as we require. The
number of colors in the computer world is more then 18
decillions, with minor difference we have thousands of
shades in the same color, by looking at the colors it is
impossible to obtain the plain text, even if you have number
of plain text and the corresponding cipher text, the plain text
is not the exact plain text of the color cipher because in step
one we have converted the plain text in to RTF format,
considered the result as C1, then in the second step we have
performed trans position on the C1 and the result in this step
is C2, in third step we again permuted with the same key and
the result is C3 and finally we did color substitution on the
C3 and the result is C4.

Hence, the plain text for final cipher C4 is another cipher
C3, but not the exact plain text. With this permutations and
substitutions in different stages we can conclude that
knowing plain text does not work.

In the last two cases of the cryptanalysis attack, no scope
is found for breaking the cipher. In view of the above
discussion, we conclude that the Cipher is a very strong.

V. EXPERIMENTAL RESULTS

The invented play color cipher algorithm works with 128
bit key and it is proven that it is comfortably converting all
kinds of text, symbols, diagrams and images.

The process of conversion with example was explained in
section - III. The strength of the any algorithm depends on
key rather then the algorithm, in this the length of the key is
32 decimal digits and proven that it is far from crypt analysis
attacks.

In this paper especially we have used dynamic permuted
key with iterative and modular arithmetic functions to set
hurdles in the algorithm and hence to strengthen the cipher.

The execution of encryption and decryption of the ‘play
color cipher algorithm’ with example is shown below
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::Encryption::
Encryption using PCC =

27 J[ assign

[123szareann |[E7az0 | |I
AN INYENTION OF A NEW

CRYPTOGRAFPHIC ALGORITHM

DEV BY RAVINDRA

1MNMNEEEEEEEREE

~(()555599999999

Encryption

Figure 5. Encryption using PCC with 128 bit key

Form for Decryption

Decryption using PCC =

Key - ‘T 2345678901234567890123456789123

IE_[[=eresiz:

I
11}

L

Al

Decryption

AR INYEMTION OF A NEW
CRYETOGRAPHIC ALGORITHRM
DEY B PuvIMDRA
MNNEEEEeeEEE
~ B*=={([))555599999958

Decryption using PCC with 128 bit key

Figure 6.

VI. CONCLUSION

In this paper we have presented a symetric encryption
scheme using color substitution and permutations involving
dynamic permuted key with iterative and modular arithmetic
functions. We have proven that it can encrypt / decrypt all
kinds of text, numbers, symbols, images and diagrams with
example. For sending the key from source to destination we have
used RSA algorithm and the procedure was explained with neat
diagram. The brief explanation and the advantages of RTF were
given; Generation of cipher text in four stages was explained with
example. With the 128 bit key the cipher is very strong and far
from cryptanalyst attacks. For performing 10° encryptions per
micro second it takes 5.4 X 1018 years. Finally we conclude that
the algorithm is potential one.
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