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Abstract: Event detection and personal information protection were the emerging important research topics in social media analysis. Privacy
preservation is more important to keep the user’s personal details to be secured in social media. Social Networks will generate large number of
text records in different formats which contains both personnel and other textual information.Privacy preservation in data mining deals with
protecting the privacy of individual data or sensitive knowledge of the users of the social networks without sacrificing the utility of the
data.Priority based text encoding technique will improves the security of personal information of users. It helps to improve the privacy over
clients or reviewer’s personal information and make social communication activity secured.
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1. INTRODUCTION e Prashant Jawade etal., proposed a system for
confidential database through privacy preserving. He
Event detection and personal information protection were proposed a system for updating the confidential
the emerging important research topics in social media database with preserving the privacy of it. To solve
analysis[17]. this problem two methods were proposed. They are
Event detection and privacy preserving are the most suppression and generalization based k-anonymous and
important research topics in social media analysis. Social confidential database. Beside the paper, it is dealing
Networks provides large number of text records in various with the case of malicious parties by the introduction of
formats which contains both personnel information and non-colluding third party[7].
reviewers comments[13].The users have started to e Wen Hua et.al., proposed a method to Understand Short
communicate and share their reviews through social sites Texts by Harvesting and Analysing Semantic
which attracted the marketers to extend their business Knowledge. Prototype System Exploiting semantic
through the online social sites[3]. knowledge provided by the a well known knowledgebase
Data mining for preserving the privacy of the reviewers was constructed in this work. Semantic knowledge based
deals with protecting the privacy of individual data or harvesting was done in this work which increases the
sensitive knowledge of the reviewers who are all using difficulty of prediction rate [2].
social networks, without sacrificing the utility of the e Jemal Abawajy et.al., presented an in-depth survey of the
data[20]. state-of-the-art privacy preserving techniques for social
Social Networks will generate large number of text records network data publishing, metrics for quantifying the
in different formats which contains both personnel anonymity level provided and information loss as well as
information and other textual information[8]. challenges and new research directions. The survey helps
Privacy preserving in social networks is very much needed the readers to understand the threats, various privacy
to improve the privacy over client’s or reviewer’s personal preserving mechanisms and their vulnerabilities to
information  [16]. It also helps to make social privacy breach attacks in social network data publishing
communication activity secured and protected [11]. as well as to observe common themes and future
directions [1].
2. LITERATURE SURVEY e Cedric De Boom Steven Van Canneyt et.al., proposed a
model for the Representation learning for very short texts
e Jiaming Xu etal., proposed a system for Self-Taught using weighted word embedding aggregation. Due to low
convolutional neural networks for short text clustering. dimensional representations, sufficient information was
Flexible self taught convolutional neural network not obtained to improve accuracy of classifier. Semantic
framework for short text clustering was proposed in this word embeddings and frequency information based
work.It learns the non biased deep text representation in framework was constructed for arriving at low
an unsupervised manner. Determining the window size dimensional representations for short text designed to
in convolutional neural network was very difficult task capture semantic similarity[5].
[°]. o Kaziwasif Ahmed et.al., proposed a noble approach of

group recommendation preserving the identity of user
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from the unauthorized attacker based on the concept of
k-anonymity. They tackled the novel and important
problem of preserving privacy in personalized
community recommendation framework that provides
users with the community recommendations while
keeping the wusers preferences hidden from other
unauthorized entities based on k-anonymity. This
research will help the users to be a member of a
community of their own interest without privacy issues
[15].

e Zheng Yu et.al., proposed a method for Understanding
Short Texts through Semantic Enrichment and Hashing.
Encodes the meaning of text into a binary codes.Encode
was created by deep neural network which takes a very
long time and the network can provide wrong answer
under some circumstances[10].

e Dongsheng Li et.al., proposed YANA (short for “You
Are Not Alone™) a user group based privacy preserving
recommender system for wusers in online social
communities. In this system, users are organised into
groups with diverse interests and interact with the
recommender server via interest — specific pseudo users,
so that the individual users personal interest information
remains hidden from the server. A suit of secure
multiparty computation protocols and recommendation
strategies are proposed to protect user privacy from the
group members in the recommendation process [19].

3. EXISTING SYSTEM

In Existing system a Semantic word embeddings and
frequency information based framework was constructed for
arriving at low dimensional representations for short text
designed to capture semantic similarity.Due to low
dimensional representations, sufficient information was not
obtained to improve accuracy of classifier.

A Short Texts through Semantic Enrichment and Hashing
technique was used. It encodes the meaning of text into a
binary codes. Encode was created by deep neural network
which takes a very long time and the network can provide
wrong answer under some circumstances .

A Prototype System Exploiting semantic knowledge was
provided by the well known knowledgebase for privacy
preservation. Semantic knowledge based harvesting
increases the difficulty of prediction rate.

A Flexible self taught convolutional neural network
framework for short text clustering was used with the non
biased deep text representation in an unsupervised manner.
Determining the window size in convolutional neural
network was very difficult task.

A semi trusted proxy model is employed for data storage
activity and it is not fully trusted on securing the sensitive
data.In this modelthe encryption, decryption and key
generation process will takemore computation time[4].

4. PROPOSED WORK

User’s personal details and other data security is provided
based on the proposed Priority based Text Encoding
algorithm. In this PTE algorithm, the user’s personal details
are categorized into Email Id , Password , Phone Number
and other data including name,address,location etc are
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anonymized based on the different method of anonymization
techniques.

This proposed PTE work create effective Priority based text
encoding technique that will improve the security of users /
reviewers or personals whose comments are detected.

It helps to improve the privacy over clients or reviewer’s
personal information and make social communication
activity secured [18].

STEPS

o Initially the user /reviewer personal details will be
collected from social media along with their
comments[25].

e The user reviews/comments are the input, which are the
user’s feedbacks about the products that are taken from
social sites[14]. Input data are divided into user’s
personal data and user’s review data [12].

e The user profile information may include, user name,
age, mail id, password, contact number, living residence
address, and other location details[21].All these personal
information are very sensitive information and seems to
be preserved to avoid security issue[22].

e The data are categorized intoEmail 1d, Password, Phone
Number and other data including name,address,location
etc[24].These data are anonymised individuallythrough
the proposed Priority Based Text Encoding (PTE)
Algorithm.

5. PROPOSED ALGORITHM

Priority Based Text Encoding (PTE)
For user privacy preserving, the details of the user are
hidden by applying Priority Based Text Encoding (PTE)
method. This method will anonymize the personal details of
users. It will hide the sensitive information of users in
social review analysis.
In this PTE method, the user profile information may
include, user name, age, mail id, password, contact number,
living residence address, and other location details. All these
personal information are very sensitive information and
seems to be preserved to avoid security issue.
The data are categorized into four types, Email id,
Password, Phone number and other words[23].
Input: Reviewer’s Personal Information
Output: Converted into Anonymized of reviewer’s personal
information

Step-1: Select the key \\Key->1or2or3or4...

Step-2: temp=0

Step-3: if Sentence (i) ==@,

Step-4: temp=temp+1; end

For Email-id:

Step-5: if temp==1

Step-6: then, Sentence="$,,$,, ..., $xey’

Step-7: end

For Password:

Step-8: get the length(Password)

Step-9: for i=1 to length(Password)

Step-10: Password(i)= *; end for

For Phone Number:

Step-11: for i=1: length(P) \\ P=> Phone Number

Step-12: if P(i) is not equal to space;

Step-13:Py = P(i);
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end if \\ Py>New Phone Number

. Temp
Step-14: Ap = 2 . .
P P / Temp, The user details and comments about the particular

end for _ product are given as input to processing phase for
\\ 4p=>Anonymize Phone number anonymization is specified in the fig 3 and fig 4.

Other Words:

Step-15: for i=1 to length(words) (= =

Step-16: Wysc;; > ASCII for of words
Step-17: W,=convert ASCII to word;
\\ W,->Anoymized Words

end for

SELECT THE USER COMMENT

SELECTED LI

6. EXPERIMENTAL ANALYSIS

e The Experimental analysis is carried out on Matlab2009 e
in a Windows 7 Platform. It is the user reviews or
comments about the Amazon kindle product.

e The Priority Based Text Encoding method is used for
anonymization. It improves the privacy of the User’s
personal details.
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Fig.3: User comments in processing phase
7. RESULTS AND DISCUSSIONS

The user personal details collected from the social media _ User et
are specified in the fig 1. The personal detail contains of
user / reviewer name, age, company name, location, address,
phone number and Email Id. Neme  Age  CompanyName locetion | Region | PhoneNo | Malld | Passuond
1 |Grikn 4 LoremE PG Clarksvile Curaf@au U1 08124387 mildaugueut.. XALSUECIIG  »
Mame Age Company Mame| Loca Tﬂdawus (3] Mguet befiute  Whithy  Unded States 0780 03 0037 urpis Afqua.. EBE1DJONOLP i
1 Graiden 43 Lorem Eu PC Clarksvi_ﬁ_- TMﬁiﬁ n LoremVitae 0. Seborga g 0947 43 44 83 Nullm uf@jo.. N TBFTSR
2 Octavius 63 Aliquet Institute  Whitby TSimun % DwCop.  Chaleanl Frame (93808495 Namacda. WOVRAIELY.
3 Maia 27 Lorem Vitae Odi... Seborge e % icobs o, Thessay & knd .. 07101044782 quan@.. GSWEOPREE..
4 |Simon s Dolor Corp. Chasza g by W TolsPusels By Aok 0SSSZ0SWeiaR WAL,
5 |Nayda e Ridiculus Incorp... Thalass D7 e W Wl R W SEEN M. LIBIER.
6 |Anthony 34 Telus Phaselus .. Bareily 0 Bm 3 S Gl @ BDESdomn. KRN,
7__|Fiona & Nunc Ullameorp... Fortune Ty Ewk © Vil Gowo Mim OASDNS el MEIGE -
g Byron 24 Sed Inc. Guildfor
g Brooke 62 Neque Vitae LLC Gavorrs
10 Caleb 64 Sed Dictumn Proi... Panjim
EE—- iy o Consectetuer A Calcvile Fig.4: User personal data without anonymization.
12 Caesar 78 Ut lpsum Ac As. . Etobicol ™
. = : After the preservation of user details , the user
Fig.1: User Personal Details personal details are anonymized and it is represented in the

fig 5.
The reviewer comments are represented in the fig 2. It is the
user or reviewer comments about the kindle product [6].

List of User Reviews

1 Drug Runners and a U.5. Senator have something t.. |:| Name Age  |CompanyName Location | Region | PhoneNo | Mailld | Password
2 Heres a single, to add, to Kindle. Just read this 19th... 1 g ROzl sqwhangy samielt LOASEE e
3 If you tire of Mon-Fiction.. Check out http:iiwww a... 7 hofgnpx f2qdvp%0snyd. Rndy  Psdy Dofop T
4 “Ghost of Round Island” is supposedly nonfiction. [ 3 [ § Gl Qnof .. NM Dwly TR
5 Why is Barnes and Nobles version of the Kindle so ... ?‘Tﬁm Sszgm;%}m“n;D ;T;;;m ;‘T”:AL . EE:EE:::? m

. Hn_n*zgzn%ls... i %ggfingle_x
[ {@Maria: Do you mean the Mook? Be careful, books ... T«wﬁl 130}gqpxugdnqup =fmidun' qy:mq; . —
7 |kindle is awesome! mines great 7 e Stz s Dl S
8 | love mine™ §  |eemii 4N %0s"3 Baoq_jw_  Nui 0.0400 55355 S
g Meh. | think Singles are a bad idea. Big name author... I=WM 12[jz"%Qnof %60> Bigtmwls] <8 fmwl 1.0400 58388 i v
10 My daugjhter loves hers!
11 I am not sure if i just got my update but now idonth...  _

Fig.5: User details after anonymization
Fig.2: User Reviews / Comments
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The reviewer personal details and comments are collected
from the social networks. The collected information
contains both numeric and character data. Both the data are
anonymized and de-anonymized individually by using
Priority Based Text Encoding Algorithm. User sensitive
information such as name, age, phone number, email id are
hidden by the PTE algorithm. For admins of the particular
siteor for other users only the hidden information will be
displayed. The reviewer comments will be displayed along
with the user hidden sensitive information. Priority Based
Text Encoding(PTE)algorithm in privacy preserving hides
all the personal and sensitive information of the user. It
helps to make the social communication secured.

8. CONCLUSION& FUTURE ENHANCEMENT

The privacy preservation for the user personal details has
been implemented with the novel Priority Based Text
Encoding model. This modelis implemented for securing the
user personal details and sensitive information. The
information seems to be secured and preserved to avoid the
issue of security of users. By applying this Priority Based
Text Encoding (PTE) method, it will anonymized and hide
the personal details of users in social networks. And also
this PTE model can be sorted through based on the location
of users. It will help the users to purchase the products based
on location. Further this model can be implemented to
extract the online reviews from the other social sites(twitter
and etc.) and tested for accuracy. A recommender system
can be modelled based on the classification of the reviews
and can be implemented in product sale site like flip kart
and etc.
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