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Abstract: Digital Watermarking is aimed for providing ownership rights protection in an untrustworthy environment like internet especially on
images and videos. It is effective technique. However, the rate of successful digital watermarking fully depends on the robustness that is attacks
or destroying of host data, although it is one of the famous techniques for copyright protection and identification. In order to maintain the
robustness of digital watermarking numerous prevention methods should be applied for those watermarking techniques. Researches’ are going
on to prevent attacks in watermarked content and numerous procedures have been developed so far. As the same thing number of prevention
methods needed to prevent attacks of digital watermarking. However, this paper is not present all the possible attacks for all the techniques of
digital water marking. This paper shows some few possible attacks in digital water marking for colour images and an attempt to classify them by

its categories.
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1. INTRODUCTION

Internet is an open source for digital information but
ownership and managing is very challenging one. Nowadays,
digital content available anywhere with or without
permission [1]. Freedom has been taken by the hackers to
obtain the copyrighted multimedia content through the web.
So, protecting those multimedia assets is essential. What is
the optimal channel to do this? Absolutely, digital
watermarking is the best and easiest way to tackle this issue.
To defend illegal copying, re-modification and distributing
multimedia information digital watermarking is the best way.
It is the way to embed ownership or other legal information
into the content. In other words digital watermarking is the
process of hiding or imposing data stream in an image or
video that is imperceptible [2]. A bits pattern embedded into
a digital picture, video file and audio file that represent the
ownership or copyright details. So, the robustness of
watermarking is evaluated by some attacks. Attacks may
occur or may not occur. Researchers should check the
watermarked content by do some possible attacks.
Algorithms for watermarking is far better also the attackers.
Watermarked multimedia content not only damaged by the
malicious users in the internet. It may be damaged from the
noise of the network. Attacks and noise disturb is
unavoidable in the digital watermarking domain. Make it
harder for the intruders. Think about that if the intruding is
hacking is a very toughest job in digital water marking,
malicious users may suffer or malicious attacks may reduce,
therefore, no surety that the host content received by the
destination is not same as the original. In the destination, user
should compare weather it is real or damaged. There are
many applications existing in digital watermarking area.
Copyright  protection, Copy  protection,  Content
authentication, Transaction tracking, broadcast monitoring
etc [11]. Attack principles should be applied in various
circumstances under digital watermarking is best way to
overcome this issue. A well watermarking algorithm should
be satisfied by means of digital watermarking properties like
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imperceptibility and robustness[10]. And this paper
summarizes several possible attacks made by the intruders or
hackers and distorting of data in some uncertainty network
conditions. And the subsequent sections show the taxonomy
of the attacks, significant prevention methods of attacks and
briefly classifying the possible ways of distortions
watermarked content.

2. TAXONOMY OF DIGITAL WATERMARKING
ATTACKS

Digital watermarking is evaluated by two ways. One is its
self resistance and processing of signals. Another one is
visual appearance of the content. Here Figl shows the
possible intrusion and distortion in digital watermarking.
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Figure 1

Noise is a type of attack and the attacks may occur in the of
way receiver edge along the network path[12]. A study from
BSA report that shows the value of commercial unlicensed
software worth is $ 58,754 million in the year 2011, a study
by the social science research council credits software piracy
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as the key to Adobe’s $ 3.10 billion earnings in the year
2011, mostly pirated Photoshop application are installed in
all the PC’s today and 16,990 downloads are made at any
time that results potential revenue loss per day for that
company is $18,670,310 in US alone [3]. How it can be
stopped? The answer is it cannot be stopped never and ever
but we can make it harder by the ways of using digital
watermarking. So, the main motto of this journal is
furnishing security issues of digital watermarking to
researchers and scholars providing appropriate solution.

A. Classification of attacks

The designer of the digital watermarking application has
not the knowledge in all way of attacks and it is very difficult
the digital watermark will survey no longer by attacks [12].

Unauthorized attacks have some classifications. Unlike
unauthorized attacks the system attacks has less sub
classification. Earlier watermarking attacks classified mainly
into four categories Removal attack, Geometric attack,
Cryptographic attack and protocol attack[8]. And some other
authors classified the watermarking as intentional and non-
intentional [4]. Non -intentional refers the attack that was
made when the transmission of the media and intentional
attack refers the attacks happen when embedding, detection
and removal like in the unauthorized category.
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B. Unauthorized attacks
This type of attacking may happen on watermarking
content hardly and this may call specific through the
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communication  channels. shows the typical

classification of this category.

Fig3

[ Unau

thorized Attacks ]

Embeddine

Attacks

4{

De-Svnchronization

Pathological

False Alarm

Detection

Attacks

Femoval
Attacks

Ambiguity

Diztortions

Oracle Attacks

—| MNoise Removal

il

Senzitivity

Analyziz

1. Embedding Attacks:
This type of attacks happen on embedding, that is content
damaged in circumstances like collision, pathological
distortions, Oracle attacks etc [3]. Collisions attacks are very
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harmful, in this manner hacker may try to remove or simply
damage the watermark. Sometimes it may call active attack.
This may cause serious trouble in finger print and other
watermarking application. The de-synchronization is to
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identify the synchronization patterns and deliberately
remove them. The pathological distortions, which is noise
removal and geometrical distortion. Geometrical distortions
actually not remove the watermark but distort the
watermarked content geometrically[4]. However, recent
techniques help watermarks to protect from these types of
attacks. Synchronization can be used for correcting this
attack like skewing, rotation, scaling and translation[12].
However, this process quite expensive and time consuming.
Noise may disturb the quality of watermarked content by
communication channel. Image filtering techniques like
Gaussian and median filtering may used to recover from
such attacks[9]. And the oracle attack classified the
sensitivity and gradient descent attacks. Sometimes it may
call cryptographic attacks. This attack occur security of
watermarked image. To protect from the gradient descent
attack of a digital watermark, the countermeasure is to re-
modify the authentication of algorithm used. And the
resilient watermarking scheme for sensitivity analysis.

2. Detection Attacks
This type attack is aimed for reduce the possibility of
watermark detection[3]. Sometimes it may go impossible.
Sometime this may call re-modulation attacks. Like
zooming and shifting and temporal direction attacks causes
the detection of watermarking harder. False alarm is the
better solution for this type of attack.

3. Removal Attacks

This is the last sub category in unauthorized attacks may
called protocol attacks. Copy and ambiguity is the two
classifications in this area. In this manner the attacker trying
to copy the watermark from one content to another content.
Attacker aim is simple the target data only without
knowledge of the ownership security and this type of attack
another type of protocol attacks and may not destroy the
watermark[1],[8]. Best solution for this type signal
dependent processing is the resistant, by occupying semantic
deficits in the watermark implementation and taking
advantage[7]. This may leads ambiguity attacks which
confuses the detecting method to extract the watermarked
content. Attackers may create duplicate watermark to
confuse the security which was provided by the embedder.
This leads ambiguity which one is authoritative watermark?

3. COUNTERMEASURES AND PREVENTION
METHODS

Nowadays numerous ways found to reduce attacks in digital
watermarking. But everyone depending on some particular
watermarking attacks. There is no common countermeasure.
Attacks are unique and that needs different approach to
prevent. Researchers often trying to prevent such harmful
attacks. Min Wu and Bede Liu [5], on their paper proposed
some countermeasures to avoid such vulnerable in digital
watermarking. They analysis watermark using DCT with
some attacks and suggest double watermarking and large
block size for locally. S. S. Sudha and K. K. Rahini [6],
attacks in security of digital watermarking, they suggest
applying effective cryptography method. In their paper they
proposed AES algorithm for DCT watermarking security.
Martin Kuttera and Sviatoslav Voloshynovskiya,b and
Alexander Herrigel[7], describes the copy attack model and
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prediction methods for digital watermarking. Andreja
Samcovic and Jan Turan [8], elaborates the attacks on digital
wavelet watermarks for images. They conclude digital
watermarking schemes are vulnerable and it needs more
efficient and better watermarking techniques.

4. CONCLUSION

Thus the study ends and concludes attacks and
countermeasures in digital watermarking arena. Nowadays,
there are numerous attacks and numerous techniques are
proposed by researchers. But the war is never ending
between the attackers and researchers. No common solution
existing or found yet for all the attacks in digital
watermarking. Due to the heterogeneity of attacks, each of
them needs different approach. This paper shows and
elaborated various attacks in digital watermarking. In order
to full fill the characteristics of digital watermarking, it is
essential to find some new methods to avoid such attacks.
Same time researchers should consider in all the possible
angle of attacks. Although it is not as easy as we think and
this process needs more time dedication due its complexity.
Researchers must think in the vision of attacker’s then only
they found feasible counter measures. If the digital
watermarking will survive longer it might adopts effective
counter measures.
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