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Abstract: As the popularity of e-learning system is increasing day by day, the question of security is also becoming a matter of concern. While
the administrator sends certificate or any essential document in an e-learning system via internet or intranet, if the hacker can reach the
document, can easily change or destroy it, which makes a bad impact on the corresponding e-learning institution. Through digital watermarking
along with some cryptography techniques, the administrator can make this kind of transmission very secure. The advantage of object oriented
modeling of any system is to reduce the maintenance cost, improve reliability and flexibility, code reusability etc. To achieve these advantages,
we wrapped our proposed model in object oriented modeling utilizing the benefits of object oriented analysis and design.
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1. INTRODUCTION

E-learning is comparatively new kind of learning, which
totally depends on Internet. It is information and
communication based application in the field of learning. It
helps to erase the distance between the learner and the
institution; time saving is another reason for which e-
learning is getting popularity in the present day learning
scenario. E-learning is in particular very much helpful for
the persons who are already engaged in job but also has
desire to learn, since there is no barrier of place and time in
case of e-learning[1]. Like all other kinds of learning, the
components of e-learning system are administrator or
developer, teachers and students or learners[2]. All the
communications between these components of e-learning
are done via Internet and it is publicly accessible, so security
has a major role to play and the kind of selection of the type
of security is provided by the administrator. Privacy,
integrity, non-repudiation and authenticity are the four
major security aspects of e-learning system. Digital
watermarking helps in authenticating the sender. A digital
signature is also a part of digital watermarking through
which authentication can be achieved.

Watermarking is a technique through which a watermark
can be impressed on a paper during production to provide
copyright identification. In the digital world we work with
binary numbers, so digital watermarking means a pattern of
bits inserted into a digital image to authenticate the
sender[3]. Digital watermarking, if implemented along with
cryptography algorithms, serves a great number of purposes,
two of them are copyright protection and data
authentication. A watermarking system is shown in Fig.1 (in
annexure)[4,5] which demonstrates the watermark
incorporation and watermark extraction. In this diagram, we
have shown a general architecture of the total watermarking
system. The sender will select and send the original
document after encoding it using the secret key. This
process is known as watermark encoding. Then the
watermarked document will send to the receiver through the
communication channel. The receiver will decode the
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watermarked document by using the same secret key, used
for the watermark encoding and extract the watermark.
Watermark encoder is used to insert or embed the
watermark into the original image and watermark decoder is
used to decode or extract the watermark from the
watermarked document.

In this paper we limited our discussion on the sending of
certificate from the administrator to the learner. Section Il
covers the key generation algorithm and watermark
embedding algorithm. Section 1l includes the retrieval of
watermark from the transmitted document. Section IV
covers the object oriented modeling of the proposed system
and finally we conclude at section V.

2. KEY GENERATION ALGORITHM

Digital watermarking can be combined with secret key
cryptographic approach and also public key cryptographic
approach[6] to provide better security and authenticity.
Secret key cryptography means when both the sender and
receiver use the same key for encryption and decryption[7].
In this system, since the same key is used for both the cases,
this key should be kept in secret; otherwise, if the hacker
can reach the key, may change or destroy the document.
In this paper, we choose two symmetric key cryptography
algorithms from the above, to generate the keys, one for
encrypting document and the other as a watermark key. As
the certificate is a very important document to a student, so
it should be sent through a very secure way. In this paper,
we choose RC4 for encryption of the certificate and IDEA
for the watermark key. The common thing between these
two algorithms is the number of keys they use for
encryption and decryption and the number is 128. The
advantages of using RC4 is[8]

1) It is very difficult to find out the location in the

table where a particular value exits.
2) A particular encryption algorithm key can be used
only once.
3) Encryption is about 10 times faster than DES.
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IDEA is also a symmetric key block cipher which operates
on 64 bit block using a 128 bit key and its application is
widely spread now-a-days like audio and video data for
cable television, e-mail via public networks, smart cards
etc[9,10].

Key generation algorithm:

As we discussed above, first we will apply the encryption
technique on the certificate then make it watermarked. For
the encryption process, we select RC4 symmetric key
algorithm. These processes will be done at the
administrator’s end. RC4 algorithm is cryptographically
very strong and easy to implement. The steps for
implementing RC4 algorithm is given below[11]:

RC4 algorithm consists of two parts: a) key scheduling
algorithm and b) pseudo-random generation algorithm

a) In the key scheduling algorithm it generates the
state array

In this initialization state the 256 bit state table S is created
using the key k, which is done in two steps, the pseudo-
codes are shown below:
First step:
for i=0 to 255 do{
S[i]=i // S is a set equal to the values from 0 to 255
Tli]=k[i mod(|k)]} // T is a temporary vector and k
is array of bytes of secret key and |k| is key length of key k
Second step:
J=0;
for i=0 to 255 do
J=(+S[i1+TIi])(mod 256);
swap(S[i].S[i]);
Here T is used to produce the initial permutation of S. The
single operation on S is swap and S contains the values from
0 to 255. After the initialization phase the input key and the
temporary vector T will be of no longer used.
b) In pseudo-random generation algorithm[12,13], it
generates the key stream and XOR key stream with
the data to generate encrypted system. It generates
the key stream k one by one and XOR S[k] with
next byte of message to make the data encryption.
The pseudo-code of this stage is given below:
i=j=0;
while(more byte to encrypt){

i=(i+1)(mod 256);

j=(@+S[i])(mod 256);

swap(S[i],S[i]);

k=(S[i]+S[i])(mod 256);

Ci=Mi XOR S[K];
¥
The above algorithm, shown in the above section, generates
a stream of pseudo-random values and the input stream is
XORed with these values bit by bit.

Watermark embedding algorithm:

After making the encryption, the next job of the
administrator is to embed the watermark into the encrypted
document. To fulfill this purpose, here we use IDEA
symmetric key algorithm[14]. The encryption algorithm of
IDEA regarding the watermark embedding on the digital
certificate is discussed briefly[15,16] in the following
section:

The 64 bit plaintext will be divided into four 16 bit sub-
blocks namely S1, S2, S3 and S4 and each complete round
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requires six sub keys. The required key size is 128 bit,
which is split into eight 16 bit blocks. The first six sub keys
are used in round one and remaining two are used in round
two. Below the 14 steps of a complete round of IDEA
algorithm are shown below:

1. Multiply S1 and the first sub key Z1.

2. Add S2 and the second sub key Z2.

3. Add S3 and the third sub key Z3.

4. Multiply S4 and the fourth sub key Z4.

5. Bitwise XOR the results of steps 1 and 3.

6. Bitwise XOR the results of steps 2 and 4.

7.  Multiply the result of step 5 and the sub key Z5.

8. Add the results of steps 6 and 7.

9. Multiply the result of step 8 and the sixth sub key Z6.
10. Add the results of steps 7 and 9.

11. Bitwise XOR the result of step 1 and 9.

12. Bitwise XOR the result of step 3 and 9.

13. Bitwise XOR the result of step 2 and 10.

14. Bitwise XOR the result of step 4 and 10.

After round 8, a ninth half round final transformation
occurs:

1. Multiply S1 and the first sub key.

2. Add S2 and the second sub key.

3. Add S3 and the third sub key.

4. Multiply S4 and the fourth sub key.

The concatenation of the blocks gives the final result.

3. RETRIEVAL OF THE ORIGINAL CERTIFICATE

All the above processes will be done at the sender (here
administrator’s) end. Administrator will make the certificate
encrypted using the RC4 algorithm and then embed the
watermark using the watermark key by using the IDEA
algorithm. After the completion of all above processes,
administrator will send the same to the learner along with
both the secret keys. Learner will first extract the watermark
from the watermarked image using the watermark key and
then decrypt the certificate using the decryption algorithm
using the private key used for encrypting the document.

In case of decryption using IDEA decryption algorithm, the
process is quite similar discussed above.

In case of decryption using the RC4, learner has to use the
same key used by the administrator during the encryption
phase. Learner has to generate key stream by running the
key scheduling algorithm and pseudo-random generation
algorithm as discussed above and XOR key stream with the
encrypted text to get the plain text.

4. OBJECT ORIENTED MODELING OF THE
PROPOSED SYSTEM

Now, we will analyze our proposed model by showing some
of the object oriented modeling diagrams. This analysis
helps to make the understanding better and easy to
implement.

A. Class diagram:
Class diagram is a part of Unified Modeling Language,
which is used to describe the structure of a system by using
the system’s classes[17]. To represent our proposed model
using class diagram (shown in Fig.2, annexure), we have
used three classes BASE, ADMIN and LEARNER. BASE
class is used as the base class and the other two classes are
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publicly derived from the base class[18]. A brief discussion
on the classes is given below:

BASE: This class is used as a base class. In the time of
encryption, it will convert the plain text into cipher text and
vice-versa during decryption. Since same key is used for
both the encryption and decryption, we use base class for the
key.

ADMIN: This class is designed for the administrator. The
functions of the administrators in our model are received all
the necessary documents from the learner, generate the
certificate and the key and after making it encrypted and
embedding with watermark, he/she will send it to the
learner.

LEARNER: This class is publicly derived from the base
class. Learner will send the required information to the
administrator for generating certificate and after receiving
the encrypted and watermarked certificate from the
administrator and decrypt it using the key provided by the
admin and then extracts the watermark.

B. Use case diagram:
Use case diagram is a part of Unified Modeling Language
(UML) to show the requirements of a system including
internal and external influences. These requirements are
generally related with the design requirements. So when a
system is analyzed to gather its functionalities use cases are
prepared and actors are identified[19]. In our proposed
model we have used two types of objects: Administrator and
Learner. Here administrator is generating the digital
certificate and after encryption and watermarking it, sends to
the learner along with the keys. Learners are extracting the
watermark using the watermark key by watermark decoder
and decrypt the certificate using the same key used by the
administrator used at the time of encryption. So, to design
the use case diagram, we have used two use case diagrams,
one for the administrator and the other for the learner.
In our first use case diagram, shown in fig.3(in annexure),
we discuss about the tasks related to the administrator.
Administrator has to generate the certificate, make it
encrypted using symmetric key encryption algorithm, then
watermarked it using the watermarked encoder and for the
key also use another symmetric key algorithm. At the end,
administrator will send this certificate to the learner along
with the private keys.
In the second use case diagram, which is shown in fig.4(in
annexure), discuss about the learner’s activities. After
receiving all the documents from the administrator, learner
will first extract the watermark from the certificate using
watermark decoder and the decrypt the certificate using
administrator’s private key.

C. Activity diagram:
Activity Diagram is also a part of UML diagrams, which is
used to represent a system graphically like a flowchart, to
show the workflows of stepwise activities and actions with
support for choice, iteration and concurrency[20].
Fig.5(in annexure) shows the activity diagram of our
proposed system. Here administrator choose the RC4 and
IDEA algorithm for key generation which will be used in
the system for encryption and watermark insertion and the
same keys will be used by the learner for decryption and
watermark extraction respectively.

D. Sequence Diagram:
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Sequence diagram is another example of behavioral UML
diagram. It is used to represent the interaction among
objects as a two dimensional chart, which is read from top to
bottom. The sequence diagram of our proposed model is
shown in fig.6(in annexure) which shows the objects
interaction arranged in time sequence[21].

5. CONCLUSION

In this paper, we have consider only the transmission of
certificate which can be extended to the other essential
documents like mark sheet, registration, admit card, study
materials etc. This model can also be applicable for other
online transaction systems, like e-Commerce, e-Governance
and e-Banking. We can also use public key cryptography
instead of private key for better security, which is out of
scope of this paper.
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