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Abstract: This paper presents review about transaction processing on ecommerce website using Secure Electronic Transaction (SET) protocol.
SET is a very comprehensive security protocol, which utilizes cryptography to provide confidentiality of information, ensure payment integrity,
and enable identity authentication. It relies on cryptography, digital certificate and authentication by SMS to ensure message confidentiality and
security. First the report introduces about ecommerce websites and how to build it. It then explains how SET works and the components
involved in it. Then the report gives out a design and implementation of this protocol.
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. INTRODUCTION

E Commerce stands for electronic commerce and caters to
trading in goods and services through the electronic medium
such as internet, mobile or any other computer network [1,2,3].
With the growing use of internet worldwide, Electronic Data
Interchange (EDI) has also increased in humungous amounts
and so has flourished ecommerce with the prolific virtual
internet bazaar inside the digital world which is righty termed
as e-malls [17 18 19 20]

With e-commerce then, you can buy almost anything you
wish for without actually touching the product physically and
inquiring the salesman n number of times before placing the
final order. Here is a beautiful picture depicting how has human
life evolved to adapt to the digital world and hence trading over
the internet.

Most of online purchases are paid for by a credit card.
Merchants like credit card payments because an instant
authorization guarantees that the card is valid (as opposed to a
check which may bounce). Customers like paying by credit
cards because they can easily cancel a transaction in case when
they don't receive products or services according to the
agreement in the transaction. While some of credit card
payments for online services are performed by phone, most of
such payments are made by filling in an online form.

Credit card information submitted by the customer is sent to
the bank which has issued the credit card to verify. If the
transaction is approved, the merchant notifies the customer that
the order has been placed. The actual transfer of money from
the credit card bank to the merchant may happen in a few
hours, or even in a few days.

Merchants who accept credit card payments pay fee
(between 1 and 7 percent of the card charge) for each card
charge. In addition, in some cases merchants pay authorization
fee for each credit card authorization attempt, as well as other
fees related to credit card processing.

This massive increase in the uptake of ecommerce has led
to a new generation of associated security threats, but any
ecommerce system must meet four integral requirements i.e.
privacy, integrity, authentication and nonrepudiation [21 22 23
24 25]. A protocol designed to ensure the security and integrity
of online communications and purchases, Secure Electronic
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Transaction (SET) uses digital certificates, issued to merchants
and other businesses and customers, to perform a series of
security checks verifying that the identity of a customer or
sender of information is valid. SET provides the basic
framework within which many of the various components of
securing digital transactions function. Digital certificates,
digital signatures, and digital wallets all function according to
the SET protocol.

A. SET Protocol [4,5,6,7, 33]

Electronic commerce, as exemplified by the popularity of
the Internet, is going to have an enormous impact on the
financial services industry. No financial institution will be left
unaffected by the explosion of electronic commerce. Even
though SSL is extremely effective and widely accepted as the
online payment standard, it requires the customer and merchant
to trust each other. An undesirable requirement even in face-to
face transactions, and across the Internet it admits unacceptable
risks.

MasterCard and VISA developed SET in collaboration
from leading technology companies, which includes Microsoft,
IBM, Netscape, SAIC, GTE, RSA, Terisa Systems and
VeriSign. On February 1st 1996 these companies announced
the single technical standard for safeguarding the payment
purchases made over open networks. This standard is called as
the SET Secure Electronic Transaction specification. SET
specification includes, digital certificates, which is a verifying
the actual identity of the parties participating in the transaction.
By using these sophisticated cryptographic techniques, SET
protocol, aims to make cyberspace a safer place for conducting
business and thereby increase consumer confidence in E-
Commerce.

SET was developed to address these major requirements in
the online shopping industry: [8]

e Provide confidentiality of information -- accomplished

by the use of message encryption

e Ensure the integrity of all transmitted data -

accomplished by the use of digital signatures

e Authenticate a cardholder meaning that he is the

legitimate user of the branded payment card -
accomplished by the use of digital signatures and
cardholder certificates
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e Authenticate a merchant to accept payment card
transactions and assure his relationship with an
acquiring financial institution — accomplished by the
use of digital signatures and merchant certificates

e Protect all legitimate parties involved in the transaction
using the best security practices

o Facilitate interoperability among software and network
providers — accomplished by the use of specific
protocols and message formats.

B. Problem with SSL. [9,10,11]

The SSL protocol, widely deployed today on the Internet,
has helped create a basic level of security sufficient for some
hearty souls to begin conducting business over the Web. SSL is
implemented in most major Web browsers used by consumers,
as well as in merchant server software, which supports the
seller's virtual storefront in cyberspace. Hundreds of millions of
dollars are already changing hands when cybershoppers enter
their credit card numbers on Web pages secured with SSL
technology[26 27 28]. In this sense, SSL provides a secure
channel to between the consumer and the merchant for
exchanging payment information. This means any data sent
through this channel is encrypted, so that no one other than
these two parties will be able to read it. In other words, SSL
can give us confidential communications, it also introduces
huge risks:

e The cardholder is protected from eavesdroppers but not
from the merchant. Some merchants are dishonest:
pornographers have charged more than advertised
price, expecting their customers to be too embarrassed
to complain. Some others are just hackers who put up a
snazzy illegal Web site and profess to be the XYZ
Corp., or impersonate the XYZ Corp. and collecting
credit card numbers for personal use.

e The merchant has not protected from dishonest
customers who supply an invalid credit card number or
who claim a refund from their bank without cause.
Contrary to popular belief, it is not the cardholder but
the merchant who has the most to lose from fraud.
Legislation in most countries protects the consumer.

C. SET Protocol Components [12]:

What we want here is a protocol very similar to credit card
transactions at a local store, something SSL doesn’t mimic in
functionality. SET is the one.

The purpose of the SET protocol is to establish payment
transactions that

e Provide confidentiality of information.

e Ensure the integrity of payment instructions for goods

and services order data.

e Authenticate both the cardholder and the merchant.

There are four main entities in SET:

e  Cardholder (customer)

e Merchant (web server)

e Merchant’s Bank (payment gateway, acquirer):
payment gateway is a device operated by an acquirer.
Sometime, separate these two entities. Issuer
(cardholder’s bank)

© 2015-19, JARCS All Rights Reserved

Issuer
(Bank)

N\

Cardholder

Merchant

]|

- g4

Figure 1. SET Protocol Components .

1. REQUIREMENT ANALYSIS AND LITERATURE SURVEY

In electronic commerce at least two sets of parties (with
broadly similar interests within each set) will need to
participate: customers and merchants on the one hand, and
financial institutions and regulators on the other hand.
Avrbitrators may be needed in case of a dispute.

A. Concerns of customers and merchants

Customers and merchants will have an almost common set
of wishes and concerns for electronic commerce mechanisms:

e Security [13]: Electronic currency is just data and is
easily copied. It has to be assured that no-one else can
divert a payment or impersonate another person in
order to steal his funds. Moreover, every party should
be protected from a collusion of other parties (multi-
party security). No party in the system needs to trust
another party - or at least the trust should be as little as
possible — to ensure his security. The acclaimed
security properties must be publicly verifiable.

e Acceptability [15]: A wide range of parties needs to
accept the payment.

e Convenience [16]: To make small purchases, the
actions required during a transaction should be
minimal. This pertains not only the physical efforts
required of a party, but also the speed by which the
transaction is processed. This includes: speed,
reliability, fungible (the ‘currency’ or payment unit
should be divisible), transferability (peer-to-peer
payments) and minimal specific hardware.

e Cost [28]: Preferable no additional cost, hence no
effective lower limit to the value of a transaction.
Transaction costs include any direct costs, at the
customer, merchant and at any intermediary, as well as
processing or handling time for all parties.

e Privacy [29]: Today, cash is a more or less anonymous
payment mechanism. No external party (individual,
company or other authority) can create a historic record
of any individual’s cash transactions. With electronic
money the bank, or any other party should not be able
to determine whether two payments were made by the
same user.

e Durability [30]: The electronic money should not be
easily ‘lost’. For example, when a system crashes.

B. Requirements for financial institutions:

The financial institutions that will provide services to
enable these transactions in the market space, and regulators
will also have a set of requirements for a payment mechanism:
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e Immediate control: Financial institutions and regulators
will seek a system in which transactions are controlled
or cleared individually, so that any breach of security
can be identified as soon as possible.

e Traceability: Financial institutions and regulators will
seek a system in which transactions are traceable, so
that if a crime is detected the culprit can be identified.
In particular, traceability will be important to track
international funds flows, tax evasion and money
laundering.

e  Control over the spread of encryption mechanisms: A
key concern of the government, and therefore any
regulatory body, is to control the spread of encryption
mechanisms.

C. Merchant certificates [31 32]:

Merchant certificates function as an electronic substitute for
the payment brand decal that appears in the store window—the
decal itself is a representation that the merchant has a
relationship with a financial institution allowing it to accept the
payment card brand. Because they are digitally signed by the
merchant’s financial institution, merchant certificates cannot be
altered by a third party and can only be generated by a financial
institution. These certificates are approved by the acquiring
financial

Institution and provide assurance that the merchant holds a
valid agreement with an Acquirer. A merchant must have at
least one pair of certificates to participate in the SET
environment, but there may be multiple certificate pairs per
merchant. A merchant will have a pair of certificates for each
payment card brand that it accepts.

D. Existing Ecommerce Protocols and Security Feature
Comparison

Table I : Security Feature Comparison

Feature Proposed | [34] | [35] | [36] | [37] [38] [39]
/Protocol work
Authenticati | Yes Yes Yes Yes Yes Yes Yes
on
Confidential | Yes Yes | Yes | Yes | Yes | Yes Yes
ity
Integrity Yes Yes Yes Yes Yes Yes Yes
Non - Yes Yes Yes Yes Yes Yes Yes
repudiation
Forward NR NR NR NR NR NR NR
Secrecy
Order NR NR NR NR NR Yes Yes
Secrecy
Payment Yes Yes Yes Yes Yes NR NR
Secrecy

1. METHODOLOGY

A. Block Diagram of proposed work :

In a SET implementation, the merchant customizes order
forms to allow shoppers to request the payment initiation
message, also known as the wakeup message, from a merchant
server. When the shopper’s Web browser receives this payment
initiation message shoppers specify payment card information.
After inserting payment card information browser launches
authentication mechanism for cardholder.

A verification code is send to cardholder’s mobile. Unless
and until that code is being inserted the order is not get placed.
By inserting verification code the cardholder is authenticated
and order is placed after submitting the code. When the form is
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submitted, the credit card information is encrypted using SSL.
It is then passed to the acquirer, using regular SET messages,
through the Payment Gateway.

Since the SET protocol starts from the merchant server, you
need to change the way to process the transactions and APIs
compared to the process with a wallet. The process is
explained in the list that follows.

: = > Merchant |
14 Back end
Elrcmsar| —l Sarver Code systam
= N Wab
ff_ m Sarver
3| 8| 9
e gl
1
5
T Payment
Paymant 10 ‘;\uqu'l'alr'
Sarvar 1
la
] 13
13 Payment
Bank Gataway,
Acquirer

Figure 2. SET Protocol Components

B. Steps of proposed Work

A cardholder decides to make a purchase.
When the cardholder clicks the Buy button, a
command is sent to the merchant server.

e The merchant server calls the Payment Server
etAcceptPayment() API.

e The Payment Server checks to see if authorization
should be done at this point. For example, if the

merchant’s acquirer is available.

e When authorization can be done, the server generates
an Authorization Request (AuthReq) sends it to the
acquirer,s and waits for an Authorization Response
message (AuthRes).

e The acquirer software or Payment Gateway receives
the request. Using a normal back-end network or
other communication channels, the acquiring
institution  contacts the cardholder’s issuing
institution. It checks that the payment card is valid
and that the cardholder has sufficient funds or credit
to make the purchase.

e The AuthRes message is received by the Payment
Server and processed. Information is stored in the
database for record-keeping and further order

processing.

The merchant can now fulfill the order.

When the goods are shipped, the merchant requests
payment by calling the etDeposit() API.

e  The Payment Server now begins the capture process by
sending a Capture Request to the Payment Gateway.
Capture is the transfer of funds from the merchant’s
acquirer to merchant and onward to merchant’s
acquirer from cardholder’s issuing institution.

e The payment gateway receives the capture request and
sends it a capture response message.

e The payment gateway uses the closed (back-end)
network to contact the merchant’s acquirer and
requests the transfer of payment. The acquirer deposits
the payment to the merchant’s account.
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e The merchant server sends the confirmation to the
cardholder.

e The cardholder’s issuing bank deposits the payment to
the merchant’s bank account and updates cardholder’s
account in cardholder’s issuing bank.

V. RESULTS AND ANALYSIS

In this section , privacy aspect of SET protocol is compared
with MSET . In addition , analytical evaluation for SET Vs
MSET will be introduced.

Table 11 shows the comparison between SET and MSET
protocols . from privacy protection perspectives.

Table Il : Privacy Protection Comparison between SET and

Execution Time of SET

Hash

Encryption

0 200 400 600 800 1000 1200

Symmetric Encryption

B Key Size Message Size Execution Time

MSET

Parameters SET MSET
Anonymity No No
Pseudonymity No Yes
Unlinkability No Yes
Identity Protection From Payee No Yes
[34,35]
Identity Protection From Yes Yes
Eavesdropper [34 , 35]
Transaction Privacy Protection Yes Yes
From Eavesdropper. [34, 35]
Transaction Privacy Protection No Yes
From TTP or Related Financial
Institution [34 , 35]

To obtain representative performance evaluation results, the
average execution time of encryption, decryption and hash
function application are calculated for 1000 instances on a
Personal machine with specifications "Intel Core i3 with 2.13
Ghz processor and 4.00 GB RAM". The outcome is illustrated
in Table I1l. We choose for symmetric encryption the AES
algorithm with key size 256, for asymmetric encryption the
RSA algorithm with key size 1024, and SHA algorithm with
256 key size for hashing all with message size 100 bit. Such
values were used to achieve higher security levels with a
relatively low number of computations without affecting
performance.

Table 111 : Opeartion Exceution Time in SET Protocol

Operation Algorithm Key Message Execution
Size Size Time
Symmetric | AES 256 100 bit 16.5
Encryption
Symmetric | AES 256 | 100 bit 16.5
Decryption
Asymmetric | RSA 1024 | 100 bit 16.5
Encryption
Asymmetric | RSA 1024 | 100 bit 37.2
Decryption
Hash SHA 256 - 100 bit 556.5

© 2015-19, JARCS All Rights Reserved

Figure 3. Execution Time of SET Protocol

V. CONCLUSION

The SET protocol which was introduced theoretically way
back but was not widely used due to its disadvantages such as
the customer has to download a software for using SET
protocol for customer authentication which was not desirable
and the protocol deals with digital certificates and strong
encryption technologies which makes the system complex to
use and process.

The aim was to implement SET protocol by removing its
disadvantages and adding an equivalent functionality to achieve
a better security feature was successfully implemented. The
customer authentication was achieved by sending a verification
code to the customer’s mobile phone and website
authentication was achieved providing a Standard SSL
certificate for the website. The project is supported by strong
cryptographic techniques to store the customer’s confidential
data as encrypted data and password are stored in hashed form.
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