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Abstract: Steganography, known as the art of hiding information, is a means of embedding data within another data while protecting its secrecy.  
The proposed method in this paper focuses on hiding the data(image) under frequency domain making use of Modulation technique, which 
embeds the secret data in the DCT domain of the cover image to increase the robustness of the scheme against JPEG compression. To enhance 
the security, the secret data is encoded using a technique called Gödelization and compressed using Alphabetic Coding techniques. The encoded 
compressed data which is obtained is embedded into the DCT domain of the cover image. The proposed methodology is proved to be secure and 
is resistant to JPEG attacks. 
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I. INTRODUCTION 

Steganography, as defined by Kahn[1], is “the art and 
science of communicating in a way which hides the 
existence of the communication”. Technically speaking, 
steganography is a covert communication technology, which 
allows secret information to be embedded into a cover /host 
message without significantly damaging the content of the 
cover message. The message usually will be an image and 
the secret information which is to be embedded is called the 
stego message. According to their applications, 
steganography techniques could be roughly divided into two 
categories: Digital fingerprinting and Digital watermarking.   
Digital watermarking[2] focuses on the embedding 
algorithms and serves for the purposes such as copyright 
protection, authentication, and integrity verification, etc. 
The hidden information namely watermark in digital 
watermarking is relatively simple, e.g. a digital signature of 
the owner or a random pattern generated with a secret key. 
The main difference between steganography and 
watermarking is that watermarking techniques are robust 
when compared to steganographic techniques[8]. The main 
objective of steganography is to hide a secret message 
within a cover-media in such a way that others cannot 
discern the presence of the hidden message. In simple 
words, Steganography means hiding   one   piece   of   data 
within another. Usually the cover media will be either 
image/ text and the secret message can be either text, image 
or audio. Modern steganography uses the opportunity of 
hiding information into digital multimedia files and also at 
the network packet level. Hiding information into a media 
requires following elements-  

A. The cover media(C) that will hold the hidden data 
B. The secret message (M), may be plain text, cipher text 

,image or audio. 
C. The stego function (Fe) and its inverse  
D. An optional stego-key (K) or password may be used to 

hide and unhide the message. 
The stego function operates over cover media and the 

message (to be hidden) along with a stego-key (optionally) 
to produce a stego media (S). Steganography   and   
Cryptography   are   great   partners   in   spite   of   
functional difference. It is a common practice to use 
cryptography with steganography but cryptography[3] 
should not be confused with steganography as both have 
their own merits and demerits.  

[a] Modern techniques of Steganography 

The common modern technique of  steganography 
exploits the property of the media itself to convey a 
message. The following media are the candidates for 
digitally embedding messages[7]. They are Plaintext, Still 
imagery,         Audio,Video and IP datagram.    

[b]  Plain Text Steganography:  

In this technique the message is hidden within a plain 
text file using different schemes like use of selected 
characters, extra white spaces of the cover text etc.  

[c]  Still Imagery Steganography: 

The most widely used technique today is hiding of 
secret messages into a digital image. This steganography 
technique exploits the weakness of the human visual system 
(HVS). HVS cannot detect the variation in luminance of 
color vectors at higher frequency side of the visual 
spectrum.  



[d] 

In audio 
corresponding audio 
embedded into digitized audio signal which result file. There 
are several methods are ava

[e] 

This  is another  approach of  steganography,  which 
employs hiding data  in  the network datagram level in a 
TCP/IP based network like Internet. Network Covert 
Channel is the synonym of network 
goal of this approach to make
undetectable by Network watchers  like sniffer, Intrusion 
Detection System (IDS) etc
information to be hid
TCP/IP datagram. 
header in an IPv4 network are chosen for data hiding.

In this paper we have chosen the approach of still 
imagery steganography
image into a cover which is also an image. Initially we 
chosen the cover image to be a gray scale image and the 
secret image also to be a
size then the cover image.

According to literature survey, embedding of secret data 
into the 
spatial domain where the 
image are manipulated and 
values of the images
domain where the frequency components of the digital 
images are considered. The secret data is embedded into the 
frequency components of the image. 
spatial domain manipulations are easy when compared to 
frequency domain, yet frequency domain provides more 
security when compared to spatial d
this paper, 
discrete cosine 
discrete cosine transform
parts (or spectral sub
respect to the image's visual quality). The DCT is similar to 
the discrete Fourier transform
image from the spatial 
shown below.

In the above figure, f(i,j) i.e., the pixel value of the 
image in spatial domain is transformed into F(u,v) in the 
frequency domain after applying DCT. 
for a 1D (
equation: 
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According to literature survey, embedding of secret data 
into the digital images ca
spatial domain where the 
image are manipulated and 
values of the images
domain where the frequency components of the digital 

ages are considered. The secret data is embedded into the 
frequency components of the image. 
spatial domain manipulations are easy when compared to 
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security when compared to spatial d
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discrete cosine transforms
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image from the spatial 
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In the above figure, f(i,j) i.e., the pixel value of the 
image in spatial domain is transformed into F(u,v) in the 
frequency domain after applying DCT. 
for a 1D (N data items) DCT is defined by the following 
equation:  
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According to literature survey, embedding of secret data 
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Figure 1. DCT Encoding
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The secret image or data which is the input, is 
converted into Gödel number string(GNS) through the 
process of Gödelization[6] which is explained later. This 
string is then converted into an encoded string through 
alphabetic coding technique and later this encoded 
compressed string is embedded into the original image by 
using the Middle-band Coefficient Exchange method[4]. 
After this process the output will be a stego image and a key 
which is a number array is required at the receiver end for 
decoding process. The key (array) is then transmitted using 
any public key encryption algorithm (like RSA encryption 
algorithm). At the decoding end, based on the key the stego 
image is read and the values are retrieved according to the 
decoding algorithm for Middle-band Coefficient Exchange 
method. The output will be a compressed string, for which 
reverse alphabetic coding is applied to obtain Gödel string. 
After obtaining the Gödel string, reverse Gödelization is 
applied to obtain the values of the secret data and then the 
image is reconstructed at the receiver’s end. 

A. Gödelization & Alphabetic Coding Techniques 

In the proposed Gödelization method the intensity 
values at a point f(x,y) in the image are transformed into the 
power of its primes. Consider a pixel value 198 which can 
be factorized as 21×32×111. The Gödel number sequence of 
198 = GN (1,2,0,0,1). The sequence 1,2,0,0,1 can be 
encoded as 21×32×111 as GN(0) = 2, GN(1)=3,GN(2)=5 and 
so on. Now here the maximum gray level we can have is 
255 which can be factorized as 51×31 ×171 and the sequence 
is GN (0,0,1,0,0,0,1). These sequences are stored in an array 
and each sequence is separated by a special character apart 
from these numbers where the special character acts as the 
delimiter. This will help us at the decoding end.                          
The second part is, the Gödel string obtained from the above 
said procedure is again encoded using AC technique. The 
main idea of using this technique is to reduce the length of 
the string obtained in the first step. As we have a sequence 
of more 0’s and 1’s  in the string, we represent 0’s with ‘A’ , 
1’s with ‘B’ , 2’s with ‘C’ and so on. If we encounter more 
than 3 same characters then we represent as the number of 
occurrences first and then the character. So the string    
0110001000$1200100000$0000100010$ becomes 
ABB3AB3A$BC2AB5A$4AB3ABA$. 

 The length is reduced to 25 from 33.With AC 
technique the length is reduced as well as second level of 
security is also provided. After this the string obtained from 
AC technique is embedded into the host image using 
Middle-band Coefficient Exchange method which is a 
method under frequency (DCT domain) domain. 

B. iddle-band Coefficient Exchange Method              

This method in the frequency domain is based on 
modulating the relative size of two DCT coefficients within 
in one image block. During encoding process, the sender 
splits the cover-image in 8*8 pixel blocks; each block 
encodes exactly one secret message bit. Before the 
communication starts, both sender and receiver have to 
agree on the location of the two DCT coefficients, which 
will be used in the embedding process; let us denote these 
two coefficients by (u1,v1) and (u2,v2). One block encodes 
a “1”, if Bi (u1,v1) > Bi(u2,v2), otherwise a “0”. In the 
encoding step, the two coefficients are swapped if their 
relative size does not match with with the bit to be encoded.  

To decode the data, by comparing the two coefficients 
of block, the information can be restored. 

[a] Steps in the Middle-band Coefficient Exchange 

encoding process 

Step 1: for i=1,…,(M) do 
Step 2: choose one cover-block bi  
Step 3: Bi=D{bi}. 
Step 4: if mi=0 then 
              If Bi (u1,v1) >Bi (u2,v2) then 
              Swap Bi (u1,v1) and Bi (u2,v2). 
              End if. 
Step 5: else 
              If Bi (u1,v1) <  Bi (u2,v2) then 
              Swap Bi (u1,v1) and Bi (u2,v2). 
              End if.              
Step 6: Adjust both values so that |Bi (u1,v1)-Bi (u2,v2)| > x. 
Step 7: bi’=D-1{Bi} 
Step 8:End for.        
Create stego-image out of all bi’. 

[b]  Steps in the Middle-band Coefficients Exchange 

decoding process (Key) 

Step 1: for i=1,…,l(M) do 
Step 2: using key get cover-block associated with bit i 
Step 3: Bi=D{bi}. 
Step 4: if Bi (u1,v1)<=Bi (u2,v2) then 
             mi=0 else mi=1 end if 
Ste 5: end for      
 The above technique is widely used and is effective for 
embedding data under frequency domain.            

C. Decoding Process 

The decoding process is as follows: 
Step1)   Once the key and the stego image are received, the 
receiver retrieves the data from the key which is obtained 
while embedding process.  
Step2) Apply reverse Alphabetic coding on the obtained 
data. The result of this step is a string in encoded form. 
Step3) Apply reverse Gödelization process to obtain the data 
in its original form.  
 Step4) Reconstruct the image from the data obtained in step 
3.     

IV. RESULTS FOR EMBEDDING 

The proposed algorithm is implemented on  a set of 50 
images and few results are shown below. The algorithm 
proves to be efficient as there is no perceptual difference 
between the cover image and the stego image.    

A. Testcase1: 

Here the size of the cover image is 1024 x 1024, the 
size of secret image is 28 x 28 and the size of the stego 
image is 1024 x 1024.  
Cover image    Secret image    Stego image 
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                   Key File for test case 1 

B. Test Case 2:        

Here the size of the cover image is 256 x 256, the size 
of secret image is 8 x 8 and the size of the stego image is 
256 x 256.  
 Cover image    Secret image    Stego image 

                             

 

         Key file for test case 2                                                                   

V. CONCLUSIONS & FUTURE WORK 

The method proposed in this paper is a combination of 
an encoding scheme termed as Gödelization, a compression 
technique known as Alphabetic coding. After encoding and 
compressing the secret data,it is embedded into a cover 
image using middle band coefficient exchnage algorithm 
under frequency domain. Later the key and stego image  are 
securely transmitted using any public key transmission 
algorithm. The results have proved that it is efficient and 
secure. The proposed methodology has been tested on 
various test images and the results are very encouraging and 
effective. Here for each set of cover and secret image a 
different key is generated and so the key generated for one 
image cannot be used for any other image except for its 
corresponding stego image. The length of the key is also 
fixed. The proposed methodogy can be extended to RGB 
images under frequency domain as future work where in 
more informartion can be embedded in all the components 

of the color image. The security of the algorithm can still be 
enhanced by increasing the size of the key. 
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