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Abstract: Cloud computing is an emerging technology with promising future is becoming more and more popular nowadays. It allows users with 
unlimited resource. Nowadays, outsourcing computation has attracted much attention and been researched widely. Cloud storage is one of the 
most significant services of cloud computing.  Though cloud computing has various advantages to users, it brings new security challenging 
problems. One of the important security problems is how to effectively check the integrity of the cloud data stored in the cloud. In the recent 
years, auditing protocols for cloud storages has been proposed to deal the integrity problem of cloud data. This paper deals with different 
auditing protocols. Literature survey shows that the protocols are focused on different aspects such as dynamic data operations, privacy 
protection of the data, the high efficiency, the privacy protection of the identities and the data sharing. These protocols achieve the assurance of 
cloud data integrity and availability and enforce the quality of cloud storage service and also enable on demand data correctness verification on 
behalf of the cloud users.  
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1. INTRODUCTION  

Cloud storage is one of the important services in cloud 
computing [1]. In the cloud storage service [2], data owner 
stored their data on cloud.  But this process introduces new 
challenges for data owners to provide security for that data. 
In some cases the cloud providers may not be honest. In 
order to, save the cloud storage space the cloud providers 
could reject the data that have not been accessed or rarely 
accessed and state that the data are still correctly stored in 
the cloud. Therefore, owners need to be induced that the 
data are correctly stored in the cloud. Conventional owner 
can check the integrity of data based on two-party auditing 
[3] where the data owner and cloud service provider are 
involved.  But this is not a proper way to do auditing 
because both of data owner and cloud service provider are 
not able to give unbiased result. So an alternative auditing 
method called as third party auditing [4] was used. A third 
party auditor which has enterprises and capabilities can do 
more efficient and convince both owners and cloud service 
providers.  

Third Party Audit performs tests of the subject matter to 
form a report or an opinion on the matter of assertions. This 
report discloses whether the cloud service provider security 
safeguards meet the security standards and also to access the 
effectiveness of its control over the retention, use collection 
and disclosure of personally identifiable information.  The 
work flow of the third party auditing system is depicted in 
figure 1. 

 

 

 

 

 

             Challenge 

                Proof 

  

 

 

Figure 1. Third Party Auditing system 

In this paper, different auditing techniques to effectively 
check the integrity of the data are discussed based on their 
advantages, disadvantages and metrics.  

2. RELATED WORK  

A privacy preserving public auditing system was proposed 
[5] for data storage security in cloud computing. In their 
work the privacy preserving auditing system utilized the 
homomorphic authenticator and random masking which 
guaranteed that Third Party Authenticator (TPA) cannot 
learn any knowledge about the data content stored on the 
cloud server during the auditing process. It was achieved by 
combining the public key based public key authenticator 
with the random masking to obtain a privacy preserving data 
auditing system. TPA can handle multiple audit sessions 
from different users for their outsourced data. The privacy 
preserving auditing system can ensured the privacy data 
stored in the cloud. This process not only eliminated the 
burden of the cloud from possibly expensive and tedious 
auditing task.  

In flexible distributed storage integrity auditing mechanism 
[6] provided a secure and dependable services in cloud 
computing. In their work they utilized distributed erasure-
coded data and homomorphic token to ensure the strong 
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cloud storage correctness guarantee. This mechanism was 
flexible distributed along with explicit dynamic data support 
including the block append, delete and update. The erasure-
coded is fully relied on the file distribution preparation 
which guaranteed the data dependability and provided 
redundancy parity vectors. The integration of data error 
localization and storage correctness insurance was achieved 
by using the homomorphic token with distributed 
verification of erasure-coded data. 

An auditing framework was designed called as privacy and 
integrity preserving dynamic auditing protocol [7] for cloud 
storage system and proposed a privacy preserving and 
dynamic auditing protocol. The privacy preserving and 
dynamic auditing protocol didn’t using any mask technique 
and it didn’t require any trusted organizer to support batch 
auditing for multiple clouds. It solved the data auditing 
problem by saving an encrypted data in cloud by using 
encryption techniques. Thereby using encryption techniques, 
the auditor cannot decrypt the data in the cloud storage and 
it can verify the correctness of the data. It prevented data 
privacy against the third party auditor through cryptographic 
techniques. TPA plays an important role in privacy 
preserving process this ensured that TPA maintained the 
correctness of the cloud data with a great demand that the 
user’s data contents of the collected information during 
auditing process cannot be derived by TPA.  

In efficient Remote Data Auditing techniques [5] 
they implemented an algebraic signature properties to secure 
big data storage in cloud computing. These techniques 
incurred minimum communication and computation costs. 
In addition to that, a new data structure called as Divide and 
Conquer Table (DCT) was presented to support effective 
operations are delete, modify, insert and append. This data 
structure can be applied for large scale data storage and it 
incurred minimum computational cost. It verified the 
integrity of the cloud data by employing algebraic properties 
of the outsourced data blocks. It remotely checked the 
integrity of the files and minimized the computational 
overhead on the server side and server side of the cloud. In 
DCT data structure, the data owners modify, append, insert 
or delete the files at the block level.     

A cloud computing auditing scheme was implemented [9] 
for light weight and privacy preserving secure cloud 
computing process for group users. In this scheme, a Third 
Party Medium was introduced to perform time consuming 
operations on behalf of users. It was generated a number of 
authenticators for users along with that it verified data 
integrity on behalf of users. The data privacy against the 
TPM was protected by blinding the data through the simple 
operations in the phase of data auditing and data uploading. 
By using this scheme, the users does not need to time 
consuming decryption operation which can be handled by 
cloud computing auditing scheme while using cloud data. 

An optimized public auditing and data dynamics [10] for 
data storage security in cloud computing.  In their work, the 
data integrity verification problem by the third party auditor 
for the client’s data residing on cloud storage was focused. 
The optimized method make the third party auditing 
resistant to replay, replace and forge attacks launched by 
malicious insiders at cloud storage server. Furthermore, a 

protocol was suggested for efficient fine grained dynamic 
data and block level update operation on the cloud storage 
data utilizing a modified Chameleon Authentication Tree 
(mCAT) which perform hash computation during dynamic 
update data operations.  

The public auditing system of data storage security in cloud 
computing they implemented an efficient construction for 
the seamless integration of public auditability and data 
dynamics protocol [11] that supported  for fully dynamic 
data operations including support block insertion. This 
scheme was extended to support scalable and efficient 
public auditing in cloud computing and it achieved batch 
auditing where multiple delegated auditing tasks from 
different multiple users was performed consecutively by 
Third Party Auditor. The efficient data dynamics was 
achieved by improved the conventional proof of storage 
model by manipulating Merkle Hash Tree construction for 
block tag authentication and for efficient handling of 
multiple auditing tasks the technique of bilinear aggregate 
signature was explored to provide multi user setting where 
TPA performed multiple auditing tasks simultaneously. 

In efficient and privacy preserving data auditing protocol 
they suggested [12] for data storage in cloud computing. 
The data auditing protocol was extended that support the 
data dynamic operations. It was efficient and provably 
secure in the random oracle model. The auditing protocol 
was further extended to support batch auditing for both 
multiple clouds and multiple users without using any trusted 
organizers. This protocol ensured the data privacy by using 
bilinear property of the bilinear pairing and cryptography 
method instead of using mask techniques. It reduced the 
computing loads of the auditor by moving it into the server. 
The multi cloud batch auditing system and multi owner 
batch auditing in privacy preserving data auditing protocol 
does not required additional trusted organizers and improved 
the auditing performance respectively. 

An ID based auditing protocol was proposed [13] for 
outsourced data in the cloud. The ID based is a combination 
of ID based cryptography technique with homomorphic 
auditor technique, it is provably secure in the random oracle 
model and has high security reduction in the cloud 
computing.  Initially based on homomorphic ID based 
signature process a ID based auditing protocol was designed 
of data integrity for cloud storage system. This protocol 
simplified the key management and alleviates the burden of 
the data users and auditors. The more important thing in this 
protocol was the computation cost of the auditor was 
independent of the number of the challenged data blocks. It 
needed a constant computation overhead for data integrity 
checking.  

A dynamic outsourced data auditing scheme was suggested 
[14] to protect against dishonest entity and collision and to 
support verifiable dynamic updates to outsourced data. This 
scheme was based on batch leaves authenticated Merkle 
Hash Tree (BLA-MHT) for batch verify multiple leaf nodes 
and their own indexes all together that was more appropriate 
for the dynamic outsourced auditing system.  Based on the 
proposed BLA-MHT and its algorithm, Dynamic 
Outsourced Auditing (DOA) was proposed that protected 
against any dishonest entity and collision. In addition to that, 
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it concurrently avoided the resource intensive design of 
downloading entire outsourced data from Cloud service 
Provider (CSP) to Third Party Auditor (TPA). Furthermore 
by means of above algorithm, the proposed scheme was 
extended to support dynamic data operations of block level 
under the outsourced auditing environment.    

A better data integrity data verification approach  [15] for 
cloud computing. This approach was used for multiple Third 
Party Auditors, Combinatorial Batch Codes (CBC), Paillier 
Homomorphic Cryptography (PHC) and homomorphic tags 
for data integrity verification. The building blocks of 
proposed technique were variants of the PHC system with 
homomorphic tags and CBC. The homomorphic encryption 
on the data blocks was obtained by using PHC system.  
Homomorphic tags with the Paillier Cryptography system 
assigned a special verifiable value to each data block that 
helped to unleash data operations on this block. The integral 
data was assigned and stored into different distributed cloud 
server by using CBC.   

An efficient public audition solution was implemented [16] 
which can preserve the identity privacy and the identity 
traceability for group members simultaneously. A new 
framework was designed for data sharing in the cloud and 
formalized the description of the public auditing scheme for 
shared cloud data. It supported the privacy identity and 
traceability of the cloud data. Then a scheme was 
constructed where group members were introduced they 
help to generate group authenticators to protect identity 
privacy. There are two lists were employed to record the 
members perform the modification on each block to achieve 
the identity traceability. Through blind signature technique 
data privacy during authenticator generation was achieved.  

A novel integrity auditing scheme [17] for cloud data 
sharing services. This can be characterized by multi user 
modification, efficient user revocation, communication and 
computational auditing and high rate detection probability 
performance. The novel integrity scheme can resist user 
impersonation attack, which was not focused in 
conventional techniques which support multi user 
modification. In addition to that batch auditing of multiple 
tasks was effectively supported in this scheme. This scheme 
was featured by salient properties of public integrity 
auditing and constant computational cost on the user side. It 
was achieved through an innovative design on polynomial 
based authentication tags that allowed aggregation of tags of 
different data blocks. In order to provide system scalability, 
the cloud was empowered with the ability to aggregate 
authentication tags from multiple writers into one which 
leads to constant size of integrity proof information. 
Moreover secure delegation of user revocation was allowed 
and aggregation of integrity auditing operations for multiple 
tasks (files) through batch integrity auditing technique with 
enhanced reliability.  

An Identity based Cloud data integrity checking protocol 
[18] was suggested to eliminate the complex certificate 
management in traditional cloud data integrity checking 
protocols. The proposed protocol in this paper was concrete 
construction from RSA signature that support public 
auditing and variable sized file blocks. Moreover, a formal 
security model was proposed and proved that the security of 

this model under construction of RSA has highly secured 
model to protect the data in cloud environment.  

A cloud storage auditing protocol was proposed [19] with 
verifiable outsourcing of cloud data storage. In this protocol, 
the key updates were safely outsourced to some authority 
party and it reduced burden on the client side of key update. 
In this proposed protocol, the Third Party Auditor (TPA) 
only needed to keep an encrypted version of the client’s 
secret key during the burdensome operations on behalf of 
the client. When the client wants to upload a data in the 
cloud, they only need to download the encrypted version of 
the secret key from the TPA. This protocol also equipped 
the client with the capability to verify the validity of the 
encrypted secret key provided by TPA.   

The secure delegation of auditing [20] in this paper it allows 
the data stored in the cloud environment to delegate the 
auditing task with potentially secure way by the un trusted 
third party verification. In this proposed technique the data 
owner verify the TPA performs the specified audit task and 
also verified the TPA perform audit task while right time by 
the owner of the data. The data is protected with 
confidentially besides TPA. Additionally the proposed 
method allows the TPA perform the re outsource the task of 
the auditing. 

The H-one auditing mechanism [21] suggested for the 
information flow tracking techniques to implement complete 
and efficient privacy logs for the cloud environment. The 
proposed technique enables the auditing the cloud 
infrastructure and improving the customer trust in the 
services of the cloud and provides the secure auditing which 
is recorded by any unauthorized administrator privileges. 
Initially the audit log produced then the recordings of the 
audit should be efficient and finally the audit logs should be 
available.  

The inter cloud audit schema [22] improve the request and 
response of the audit which is exchanged between the 
federated clouds. This technique used for cross cloud 
communication and improve the security awareness in the 
invocation chain and overcome the security issue. This 
technique implement in the nimbus cloud and by using the 
filtering techniques and composition techniques to find the 
security anomalies. The detection techniques used for the 
return audit assets and develop within the cloud. 

The aggregatable signature based broadcast encryption 
scheme [23] suggested for improving the zero knowledge 
privacy preserving with efficient cloud auditing scheme. In 
this technique it remove the burden of the cloud user from 
the deadly and complicating task also eliminates the 
outsourced data leakage. The storage cost and the 
communication cost iteratively decreased. Additionally 
improve the privacy preserving in the cloud environment. 

The security flows of the protocol [24] in their work it 
against the various attack by the malicious cloud server. The 
outsourced data can be modified by the malicious cloud 
server for the user purposes. Then the outside attacker also 
modify the data sometimes ask high cost for the cloud 
storage. This  technique does not provide the secure data 
storage for the users. 
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The secure cloud storage system [25] they suggested for the 
privacy preserving public auditing. In this method it can 
extent the TPA to perform the audits for the multiple users 
simultaneously and efficiently. Initially the proposed 
scheme support to the scalable and efficient privacy 
preserving public storage auditing in the cloud environment 
which achieves the batch auditing and the multiple 
delegated auditing tasks from the various users this leads to 
the TPA with the privacy preserving manner.  The secure 
cloud storage system improves the cloud security. 

The efficient public integrity auditing scheme [26] is to 
overcome the problem of the constructing public integrity 
auditing for shared dynamic data with the revocation of the 
group user. The proposed technique initially perform the 
secure and efficient shared data integrate auditing for the 
multi user operation then the efficient data auditing scheme 
proposed with the new features like tractability and count 
ability. Finally in this schemes it provide the security and 
efficient analysis for the cloud environment.  

The dynamic proof of the irretrievability scheme [27] 
suggested for the public auditability and the encoded the 
data by the dynamic operations. The networking coding and 
the removal code are adopted for improving the data 
availability and the communication efficiency by the data 
recovery process. In their work they  utilized to generate the 
meta tags of the encoded blocks to support the public 
auditability and support random sampling which is improve 
the security and the performances of the proposed technique. 

The SecCloud and SecCloud+ [28] suggested to handle the 
problem of the data integrity and deduplication in cloud. 
The SecCloud used for the auditing entity with maintenance 
of the MapReduce cloud which generates the data tags 
before the uploading as well as the integrity of the auditing 
data stored in the cloud. The SecCloud+ used for encrypts 
the data before the uploading and also improves the integrity 
auditing and secure deduplication on the encrypted data. 

The highly efficient data integrity auditing scheme [29] 
They suggested for the  storage of the cloud in the mobile 
health applications. The proposed technique used in the tag 
generation in each block with minimal because of the hash 
function. Then cloud server receives and store the data 
blocks without tag in the data owner and the efficient 
authentication occur. Additionally the message locked 
encryption scheme used for encrypts and the auditing 
information are checked in the data blocks which provides 
the efficient verification. The proposed scheme detects the 
data blocks with errors and checked and ensures to utilized 
and recover the fault data. 

Cloud Auditing in the Identity based data outsourcing [30] 
in their work they for the secure IBDO techniques. This 
allows the file owner to delegate the outsourcing capabilities 
to the outsourcing. The authorized proxy only allows the 
next process and outsources the file behalf of the file owner. 
The both file origin and the file integrity verified by the 
public auditor. 

4. CONCLUSION &FUTURE SCOPE 

In this paper, a detailed survey and further analysis on 
auditing methods for efficient cloud storage service were 
encountered. It is obvious that all the authors have 
developed different approached to obtain better results than 
the previous methods with suitable modifications. Even 
then, further improvement on auditing methods is required 
to secure the cloud storage data.  

The further research focus will be based on developing a 
more efficient auditing protocol to reduce the 
communication cost, reduce the auditing time, to support for 
multi user setting and to provide multi auditing tasks.     
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