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Abstract: The information which is being transmitted from one place to another is vulnerable to various types of active and passive attacks. The
security of the data and information is one of the most challenging aspects of computer communication in today’ time. Steganography &
watermarking are the process of hiding information which are needed to be transferred on insure transmission medium (e.g., Internet) so that no
one except sender or receiver can know the very existence of information. Audio Watermarking is the popular technique used to hide copyright
information in original audio file. This technique helps to determine ownership of original creator of audio file. A hybrid method for audio
watermarking (using modified Direct Sequence Spread spectrum) and cryptography (using advanced random permutation with multiple key
applications) has been proposed in the current research article. The effect of cryptography is that watermark audio is encrypted so that no one

understood the meaning of audio.
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1. INTRODUCTION

Both cryptography and steganography ensure secret transfer
of data and information over the insecure communication
medium. This method of secret communication is also
prevalent in ancient time where messages are written with
some special ink etc. The modern Steganography uses
different mediums for hiding secret information such as
image, text, audio and video. [1].

Generally applications are developed by teams of limited
members but they are used by large group of users. There
are some persons called hackers that modify by original
applications a little bit & make profit without giving any
benefits to their original creators. The numbers of hackers
are increasing day by day. Therefore we must assign high
priority for protection of applications. One of the latest
method for providing copyright information to our work is
using watermarking [2].

Steganography [3] is the process of hiding information
which are need to be transferred on insure transmission
medium (e.g., Internet) so that no one except sender or
receiver can know the very existence of information. As the
message is not visible so it does not get any attention of
unauthorized users which safeguard the secret message. This
method of secret communication is also prevalent in ancient
time where messages are written with some special ink etc.
The modern Steganography uses different mediums for
hiding secret information such as image, text, audio and
video.

Watermarking is the popular technique used to hide
copyright information. In an audio Watermarking some
secret image or text are embedded in the sound of audio file.
This can be done by modifying the sound file in their binary
sequence. There are multiple audio formats that help in
audio watermarking such as au format, wav format and mp3
format. There are simple to most powerful methods for
performing audio watermarking. This technique helps to
determine ownership & authentication proof of original
creator of audio file.

In this paper we propose a hybrid approach for audio
watermarking (using modified Direct Sequence Spread
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spectrum) and cryptography (using advanced random
permutation with multiple key applications).

2. OVERVIEW OF WORK

Depending upon domain of operation the audio
watermarking technique [2] can be divided into two groups’
viz. ‘Time Domain method’ and ‘Transformation based
technique’. With Time domain method embedding of secret
data is done with alteration without any transformation. This
technique is applied on original sound signal of the audio
file. One popular method used with this technique is LSB
(Least Significant Bit). As the name suggests watermark
image is inserted into the lowest bit of the cover audio.

The Time domain method is not very rigid because low pass
filtering of audio signal can lost the watermark image or
data. Therefore this technique is applicable in the
application areas where less security is required for example
ownership applications.

The  Transformation  based  watermarking uses
transformation of cover audio signal to provide more robust
and rigid security of hidden data. One popular method using
transformation based watermarking concept is ‘Spread
Spectrum Technique'. In this method the original signal is
transformed in some another domain then watermark
information is placed in the transformation domain. Due to
robust security this technique is used in applications such as
copyright of original work [4][5].

A. LSB Coding

LSB coding [13] is the oldest and popular technique for
steganography and watermarking. It is the process of
modifying the least significant bits of cover signal with the
bits of watermark image or data. It is the best technique for
hiding text data in image file because it is easy to represent
image file in the form of bits. Large the number of bits
substituted in the cover signal largest the robustness of the
secret data. Figure 1 below shows the insertion of two bits
of watermark in the host signal of eight bits [6][7].
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Figure 1: LSB Coding
B. Spread Spectrum Technique
With this technique on high bandwidth signal we transmit
the low bandwidth signal so that signal is not detectable. In
audio watermarking using spread spectrum technique the
watermark data is spread over the different frequencies of
audio signal such that there is negligible change in audio
quality [8].
In spread spectrum technique [9] method the original signal
is transformed in some another domain then watermark
information is placed in the transformation domain. Due to
robust security this technique is used in applications such as
copyright of original work. Zhou et al. proposed following
quoted algorithm “embedding watermark in Oth DCT
coefficient and 4th DCT coefficients which are obtained by
applying DCT on the original signal.”
For embedding of watermark data [10] is done in the
frequency domain transformation of original signal using
Discrete Cosine Transformation (DCT). Now for extraction
inverse Discrete Cosine Transformation (IDCT) concept is
applied for obtaining embedded watermark data.

Figure 2 below shows the concepts of embedding and
extraction of watermark data using DCT & IDCT.
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Figure 2: Embedding & Extraction using spread spectrum
technique

3. PROPOSED WORK

A hybrid method for audio watermarking (using modified
Direct Sequence Spread spectrum) and cryptography (using
advanced random permutation with multiple key
applications) has been proposed in this work. Firstly, a
secret watermark image [11] is kept inside an audio with
encryption of watermark image using modified Direct
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Sequence Spread spectrum method [12][13]. After that,
Watermarked Audio [14] is encrypted using advanced
random permutation method and then decrypted using
reverse process. Then, watermark is extracted from
decrypted watermarked audio. PSNR, MSE and Cross-
correlation are calculated as performance evaluation
parameters for proposed method. MATLAB [15] has been
used as an implementation platform using image processing
toolbox and generalized toolbox.

MSE: Mean squared normalized error performance function

Perf = mse(net,t,y,ew)

mse is a network performance function. It measures the
network’s performance according to the mean of squared
errors.

net Neural Network

t Matrix or cell array of targets
y Matrix or cell array of outputs
Bw Error weights{optional)

PSNR: Peak Signal-to-Noise Ratio

The psnr function implements the following equations to
calculate the Peak Signal-to-Noise Ratio (PSNR):

PSNR= 10log10(peakval2/MSE)

Where peakval is either specified by the user or taken from
the range of the image datatype.

Cross-Correlation:  Cross-correlation is a measure of
similarity of two series as a function of the displacement of
one relative to the other.

For continuous functions f and g , the cross-correlation is
defined as:

(Fxg)(r) % [ TP ) gt + ) dt,

Where f* denotes the complex conjugate of f,and t is the
displacement, also known as lag, although a positive value
of t actually means that g(t+1) leads g(t).

Similarly, for discrete functions, the cross-correlation is
defined as:

o)l S f[m] glm 4+ .

m=—oo

The steps for implementation of proposed method are as
follows:
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AUDIO WATERMARKING

Al. EMBEDDING OF WATERMARK

¢  First of all read audic signal and image file
from the dislk.

¢« Convert both audio and image files into rows
and colwmns format  (Matnx) using
MATLAE functions.

¢ Convert watermark matnix into binary matrix
& reshape binary matnx into row matmix.

¢ DMNow using concept of spread spectnum
technique ambed the watenmark image into
cover audio.

¢ Divide the watemnmark image into parts if size
ofimageis large.

A2. EXTRACTION OF WATERMARK

For extraction of watemmark image read the
original audio file and watenmark audio file.

Select the image of ongnal watenmark &
cotmpute its size.

Using spread spectnum teclmique extract the
hidden watenmark from the watenmark audio.

Display oniginal as well as extracted image of
watermark.

A. AUDIO CRYPTOGRAPHY

Bl. ENCRYPTION PART

[

LA

Inputting andreading of secret audio data.

Checking of length and sampling frequency
of audio data

If sampling frequency = 44100 than cut down
thelength and sampling frequency of secret
audio.

Calculation ofsize of row vector.

Generation of 13t random row vector of a
fixedlength and seed value.

Generation of Zndrandomrow vector
accordingto number of elements of audio
row vector.
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14.
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16.

18,
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LA

10.

11.

Generation of 3rd random row vector
according to number of elements of audio
TowW Vector.

Fandom penmutation of audio or
reamangement of elements of audio matrnx
according to 3rd random row vector.

Updation andmodification of 1strandom
row vector.

Generation of empty row cell according to
the seed value.

Allotment and division of random penmuted
audio into empty cells with fast Fourer
transform of each elements.

. Allotrment of rest of the audio partinto last

cell.

Conversion ofcell into matrix.

Again apphcation ofrandom permutation on
updated audio matnx according to 2nd
randomrowvector.

. Mommalzation ofupdated and pernmuted

audio matnx elements (real and imagimary
separately).

Saving of all 3 random vector and maxinmnm
wvalie ofreal andimagmnary parts as kev for
decryption.

. Joming ofbothpart (real andmmagmary)of

normalized audio.

Sawving of the new encrypted audio.

DECRYPTION PART

Feading of encrypted audio file.
Calculation of size ofrow vector audio.
Loading ofkey matrix.

Estimation ofall 3 random vectors and
maxinmmm valies ofreal and imaginary parts.

Ezstimation ofzeed value.

Combming ofreal and imaginary parts of
encrypted audio with their maximum values.

Feamanging of encrypted audio according to
Indrandom vector.

Generation of empty row cell according to
the seed value.

Allotment and division of encrypted audio
mnto empty cells with mverse fast Founer
transform of each elements.

Conwversion ofcell into matrix.

Feamanging of encrypted audio according to
Jrdrandom vector.

Saving of new decrypted audio.
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B. RESULTS

Figure 3: The original audio, binary watermark and
watermarked audio

WA AN D E B
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Figure 4. Watermarked audio and encrypted watermarked
audio.

Figure 5: Encrypted watermarked audio and recovered
watermarked audio.
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Figure 6: Orignal watermarked audio and Recovered
watermark audio.

ariginal watermark
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Figure 7: Orignal Watermark

extracted watermark

[ T I .

Figure 8: Extracted Watermark
On analytical comparison of both watermark, we found

almost no difference between them, which enhances the
efficiency and robustness of proposed method.
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Figure 9: Analysis on various images
4. CONCLUSION

Watermarking and Steganography is the process of hiding
information which are need to be transferred on insure
transmission medium (e.g., Internet) so that no one except
sender or receiver can know the very existence of
information. As the message is not visible so it does not get
any attention of unauthorized users which safeguard the
secret message. In an audio Watermarking some secret
image or text are embedded in the sound of audio file. This
can be done by modifying the sound file in their binary
sequence. In this work we uses combine approach of audio
watermarking using modified Direct Sequence Spread
spectrum and cryptography using advanced random
permutation with multiple key applications. Audio
watermarking is to provide copyright & ownership
information and cryptography provides encryption of
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watermark audio so that no one understood the meaning of
audio.
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