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Abstract: In this paper, we have devoted our attention to the study of a symmetric block cipher generation by involving multilevel transpositions
and substitution with 128 bit key. For substitution we have used our previously invented “Play color substitution algorithm”, by which we can
encrypt all types of text, numbers, symbols, images and diagrams, e.t.c. To strengthen the cipher, we have performed multiple transpositions
before substitution by using a 36bit key. In this analysis the length of the key and the permutations is playing a vital role in strengthening the
cipher. Using a sub key generation algorithm, we have divided the 128bit key into three sub keys for better performance. For secure exchange of
the key between the sender and receiver we have used RSA algorithm. The cryptanalysis thoroughly indicate the strength of the cipher.
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L. INTRODUCTION

In a recent investigation, Kallam et al, have developed a
modern symmetric block cipher [15] by using a Color
substitution and permutations with 92 bit key [17]. Form
their presentation it is observed that the plain text including
alphanumeric characters, symbols, diagrams and image are
first converted into rich text format, then it was permuted by
using 36 bit key and finally each character was substituted
with a color from the available 4228250625 (ARGB) colors.

It is also noticeable that, we have hug numbers of colors
in the world. If we have 10-million colors, times 10-million
lighting types, times 10-million lighting levels, times 10-
million surrounding colors, times 6-billion people in the
world, times 3 modes of viewing we get around 18-decillions
of colors. With color substitution, from the available massive
number of colors, the cipher is far from cryptanalyst attacks.

For performing substitution we have to use a key which
act as a staring address of the color in sequence. To
strengthen the key, the authors have proposed an increment
value along with the starting address of the color [17]. By
using sub key generation algorithm, the authors have divided
the available 92 bit key into three sub keys., from LHS first
40 bits shows the starting address, next 16 bits shows the
increment value and the remaining 36 bits were used as a key
for transposition.

Even though the generated cipher with 92bit key is
stronger, the cryptanalyst were working round the clock to
break the ciphers. Hence to meet the current requirement in
the field of network and information security, it is mandatory
that to enhance the strength of the existing algorithms or to
invent new algorithms, many scientist were working towards
it and got successes [1,2,3,4,5,6,7,8,9,10,11,12,13,14].

In this paper the multi level transposition and the 128bit
key is playing a very prominent role in strengthening the
cipher.
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II. KEY FORMAT AND IT’S MANAGEMENT

The key format and its distribution among the users is as
follows:

e Select key ‘K’, should be 32 decimal numbers
between ‘0 to 9” (having 3 sub keys), the first 23
digits in the Key can be between 0000 0000 0000
0000 0000 001 (Min) to 9999 9999 9999 9999 9999
999 (Max). Remaining 9 digits (RHS) of the key
should be the numbers between ‘1 to 9°, and the
number once used should not be repeated.

le—— 128 bits binary digits / 32 decimal numbers———»

Staring Lddress v 16 digits
decimal value or 163 4=64

hinary digits (K1)

Increment value in Transposition key in 9 digits
Tdigits or TE4=25 | decimal value or 94=36
hinary digits (K2) hirary digits (3

Figure 1. Key format for 128 binary bits

e In the above 32 decimal numbers:, from LHS to
RHS, algorithm considers first 16 numbers as
staring address (K1), next 7 numbers as increment
value(K2) and the last 9 numbers as key (K3)for
transposition. Use RSA [16] Public key encryption
algorithm for key distribution as shown in Figure 2:

e Encrypt K using receivers (User B ) Public key

(PUB) for confidentiality ----------------=---—-- 2.1
e  Encrypt the result of 2.1 using senders (User A )
Private key (PRA) for Authentication.-------- 2.2
e  Send the result of 2.2 to the receiver----------- 23
e Decrypt 2.3 by using PUA  ------------- 2.4
e  Decrypt 2.4 by using PRB  ------------- 2.5
245



Ravindra Babu Kallam ef al, International Journal of Advanced Research in Computer Science, 2 (2), Mar-Apr, 2011,245-250

Hence with both authentication and confidentiality we have
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& —_p decimal B, E2
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Sender
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Figure 2. Secure transmission of key using RSA algorithm

Play Color Cipher Algorithm for Encryvption
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Play Color Cipher Algorithm for Decryption
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Figure 3. Procedure of encryption and decryption using transposition and play color cipher

III. DEVELOPMENT OF THE CIPHER

In this we have developed the cipher in four phases as
shown in Figure 3, in first phase: the plain text in
alphanumeric characters, diagrams, symbols and images
were converted in to Rich text format; named it as C1 , in
second phase the C1 is transposed in to C2 by using the key
K3, in third phase the C2 is again permuted in to C3 by using
K3 and in fourth phase the color substitution is applied on C3
to produce C4, it is the final cipher and can be treated as very
strong. The input and the output of each phase we have
explained below:

A. Briefon RTF and Converting plain text in to rich text
format (RTF) :

As with the Textbox control, the text displayed is set by
the Text property. Windows Forms Rich Text Box control is
used for displaying, entering, and manipulating text with
formatting. The rich textbox control does everything the Text
Box control does, but it can also display fonts, colors, and
links; load text and embedded images from a file; and find
specified characters. It has numerous properties to format
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text. It is typically used to provide text manipulation and
display features similar to word processing applications such
as Microsoft Word. We can convert all types of characters,
numbers, symbols and diagrams by using rich text box in to
Rich text format. By using this we can convert the plaintext
into an unintelligible text.

In our algorithm, we have used it in the first phase to
convert the plain text contain characters, numbers, symbols,
diagrams, images e.t.c., in to an un intelligible form as shown
below; it is noticeable that the diagrams or the images in the
plain text is also got converted into numbers and symbols.
We have named the output of this step as Cipher text C1.

Plain text considered for encryption:

[ Ak GOING TO COLLEGE
TITIVINT 22222 222223333
FETRIRITRIRTRIELVINEY
#F###2@@E @888

Apply second pemrmtabon
onC2=0C3

246
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Encryption Process

Bead the hey in 32 digts —
decimal vae
(32%4= 128 bits m Bmary)
Fead the Flanted (can
have char, mon, fiz, diag, Use key division and distribution algorithm
images, ete) /"‘ Kl (5t addr) 16 dig |K2( Ine) 7 53 (Trasposition) Sdig
i Tes /' Prinf"the movement
Comat the plan et it If K2 < 000001 &0 rahe it pede
Rich Tt Fommat = ] decimal e
Y
Lpply parnd s on ETF i Teg /
iCly=C2 M Privd” dectmal 17 15 not
allowred hetween the
postins 24 to 32- re arder
l the key”
& ond pemtntah =
pply secand pemmtaton p . Pint” digits ‘lto & is mt
onC2=0C3 If ay digt ;1
: allowed to repeat
E3 s repeated + e
hetween 11037 betweenthe postins 24
t0 32 re evder the ey
Y £l .
Substitte olows o 5 =C4 ° l
K2
4 4 Finally accepted and divided sub keys
| I (Stad)16d K2(Inwd)7 K3[ Trnspostion) g
STOP )

Figure 4. Flow chart for encryption process

© 2010, IJARCS All Rights Reserved 247



Ravindra Babu Kallam et al, International Journal of Advanced Research in Computer Science, 2 (2), Mar-Apr, 2011,245-250

Decrvption Process

Eead the Cipher text m

Fead the keyin 32 digits decimal
vahie (32H4= 128 bits in Binary)

Y

If the key is
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.

Corwrert C1 (FTF) into
plain tet

Figure 5. Flow chart for decryption process

Converted Cipher text in Rich text format C1:

{\rtfl\ansi\ansicpalz52\deff0\deﬂang1033{\f0nttb1{\ﬂ)\fnﬂ‘
Swiewk inddhuclvpardsFoNFs20 T aM GOING TO COLLEGENpar
1111011022222222223333 par

par

- HEAREEEERE par

Typdcthwmetafile8ypicw3Bld \pichl32hpicwgoal2le2ypichgoal?s:
0L0009000003a80L0000070026000000000004 00000003 0L0B0005000001
000c0239018d03 0400000022011 8001c000000Fh029cFF 0000000000005
54606065 732040057720526T6dA16e000000000000000000000000000001
0004 00000002010100050000000902000000020d000000320a5a00fdffo;
390120¢Ff2d00030000001e0007000000F c020000FFHFFFO0000004 00000
02050000000000FFFFFFO0040000002d0L02000200000024 03050002 000:
B00303000200030008000000Fa0200000000000000000000040000002d07
0008000000Fa020000060000000000000004 0000002d0104 00070000007
040000002d0105000000000024030400020003000200340180033401800:
0004 0000002d01010004 000000F00104 0004 0000002 70LFFFF03 0000001
78032 50006001c000000Fh02bdfF000000000000900100000000044 0001;
20526FAdE162000000000000000000000000000000000004 0000002 d0L0:
0e000000320a61004200020004000600250072031401202011001100140¢
0004 0006002500720314014170706¢79202F00220022001200200011002¢
12000400060025007803140173656367606420706572607574017469676:
002200110022001d0016003400210013001d0013001300210021000d0001
040006002 500720314 0120100004 00000002 01010010000000320aaf00
007e0314016FAe200221002200110011 00000032 0aaf 0094600040004 000¢
203d2¢0022001000260010000000320aaf001a010300040006002500780:
0022000d000000320aaf00790101000400060025007203140120cfLd0o00:
0000fh021000070000000000bc020000000001020222537973 7465600000
571h00fah11ho0k0951 002449523904 0000002 dOL0A0003 0000000000
{\par

B. Performing permutation on the output of previous step

Cipherl(C1).

For this we have used a 36bit key, which is the sub key
(K3) of the 128bit key (K). It is a 9 digits decimal number as
shown in the Figure 1,4. The numbers in the K3 can be
between 1 to 9, zero is not allowed to use and the number
once used should not be repeated.

For performing transposition write the message in the
rectangle, row by row, and read the message off, column by
column, but permute the order of the columns. The order of
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the columns then becomes key to the algorithm. In the
example shown, we have considered the key- K3 is
‘012345678’ used for performing transposition on the cipher
C1, the out put is as follows and named it as Cipher C2:

Output of the first transposition C2:

In{\rtfl\apsi\ansicfngEZ\denfD\deflaungSS(\fUntEbl{\fh\fnil\fciarsetﬂ Microsof
fans Serie;}}

\wicvkindd)u0l\pard\£4i£520 I TH GOING EO COLLEGL)par
1121111122232222223373\ par

IRV par

REHAER0RRCA casch pa)

{\pictemetafilift picw3f2 4 pichlias picwgocl2162\ pi hgoal7s10
010009100003a602000007000600000000000400000003010500050000000R02000000000500008
000:023001840304100000220018001002000£0290££000000100000900000000000
4400012754696d6573204265762052 6£6d016200000000000000000000000000000000000400000
2doioo
000400000002010100850000000002000000020d00000£320a5a004dE£010000005d££00908703
300120e£2d0003000000120007000000£e020000££££££000000040000002d401010008000000£a
0z2050000000000££££££00040000002d010200400000020030500020003000203340180033401
§00003000200030008000000£20200000000000000000000:40000002001030004100000240001
0008200000£20000000600000000000000040000002d01040£070000000c020100000000000000
040000002d0105000c0000002403040022000300000054018033340180000300040030002d0100
00040010002401000004000000£0010402040000003701££££00000000120007000000160414010
Te03250006001c00d000£h0200££0000001000009000000000004440001252 696d6573
04e6577620526£6d016=00000000000000000000000000000000000400000024010400240000000
010100
2e00000030026100420002000407060025000=0314012020110011001400000632 025100040006
020400060045007e0316014170700c79202£01220022001200200010002 6000000320a61001a01
12000400060125007e0334017365676E6264205065726d47674617463d1 62 1a0010001200212022
002000110022001d0016013400210033001d0010001300210021000d060000320a110027030000
0400=60025007c031401200£1000040000000201010010000000320aa£00420003020400060035
007e0214016£6e200221002000110011a000003200a£00960064000400000025007e2314014330
203d2e002200100026001000£00032058500012010300040006012500720334012043300211002ed

C. Performing second permutation on the out put of
previous step (C2)
Same operation is performed on C2 with the same key-

(K3) ‘912345678’ with this multiple transpositions, we can

extend the strength of the cipher, so that it is not easily
breakable
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Output of the second transposition C3:

1yrtfh f{adis)insicansilpgle52\d0ffZadeflingt £33 {\ ton0£fh1{} £0%
gitD TsweeBRMNew aom f£;}{4flincilhfrhanMet0 rics softn3aci Serii
Ywkewlunddhhclilardh ptrph el £04£5a2 u874 174787258 uun30?, 595757
4wE£s512 0734560892

parOa)p'rdh ltrpar £332 . Yuhe gkicTnbrowf

Oy £22p!’ Imeth waetil iledepifl 511depivh 1617epihigoald59wgpichlo:
17

0019009003 00003000000.000120007000000040000001300580000000000¢C
cO00125400c000040000045201110020000000£202 10000700000000000c0:
57792674650d40341c000000082a000002429120003228209b060£1 60004000
000c00b000£20200££00000c0000005000000000010440051206696d35 7450
6e00000000000000000000000000000000000400000024010100040000000(
0zoo0o0o
0z20d000005320a07001£££0000££00££dff44fhe0081£2200k04010300010¢
OecO000£00z20£00££E£££00000000402000014005820000000000£a520000000¢
002d0103000e00020000030553004000400030k07a0143003a01b004700003 41
00000000000000000000040002000001044004000000240002000801a000£C
0oo0o00000004000010240005000700000012020000£000000000000400000¢
o3
04044300000000007&831b3147a00b30004000404400020010000040004102¢
0005£004000000£701£0££20000040240100000300000000005

o
rl
L0423}

D. Implementing color substitution on pevious step(C3)
with the keys K1 and K2:

Play Color Cipher: Each Character (Capital, Small letters,
any kind of text, Numbers (0-9), Symbols ) in the plain text
is substituted with a color block from a 18 decillions of
colors[15] available in the computer world. In this we have
considered only ARGB with the maximum number of 255 X
255 X 255 X 255 = 4228250625 colors, to make the cipher
stronger we have used staring address of the color K1 in 16
digits decimal number from (0000000000000000 to
9999999999999999  and increment value K2 in 7 digits
decimal number with the range 0000001 to 9999999. 1t is to
be noted that increment value should not be 0000000 as
shown in the Figure 4, because all the characters will get the
same color, which is not acceptable in algorithm.

In the example shown below the value of the starting
address K1 is “9999999999999999’ and the Increment value
K2 is ‘ 9999999’, by applying these on the out put
Cipher(C3) in previous step, we got the color code as shown
below. This is the final cipher C4 generated by the source/
sender intended for destination/ receiver. The decryption
process is the reveres of the encryption process as shown in
the Figure 5.

Play color substitution on C3 and its output C4:
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IV. CRYPTANALYSIS

The cryptanalyst attacks which are generally considered
in the literature of Cryptography are:
e Cipher text only attack (Brute force attack)
e Known plaintext attack
e Chosen plaintext attack
e Chosen cipher text attack
In this analysis the key ‘K’ consisting of 32 decimal
numbers, where in each number can be represented in the
form of 4 binary bits. Hence the length of the key is 128 bits
and the size of the key space is
2'8=34X 10*Keys
If the time required for the determination of the plain text
for one value of the key in the key space is taken as 107
seconds, then the time required for obtaining the plain text by
considering all the 3possible keys in the key space is
34X10%x107°

f— 28
365X 24X 60X 60 1078 X107 Years

If we Perform one encr}éption per micro second 1t takes

54X 107 years, and for 10" encryptions per micro second it

leads to 5.4 X 108 years. This number is very large; hence,
it is impracticable to break the cipher.

In the case of known plain text attack, we know as many
pairs of plaintext and cipher text as we require. The number
of colors in the computer world is more then 18 decillions,
with minor difference we have thousands of shades in the
same color, by looking at the colors it is impossible to obtain
the plain text, even if you have number of plain text and the
corresponding cipher text, the plain text is not the exact
plain text of the color cipher because in step one we have
converted the plain text in to RTF format, considered the
result as C1, then in the second step we have performed trans
position on the C1 and the result in this step is C2, in third
step we did color substitution on the C2 and the result is C3.
Hence, the plain text for final cipher C3 is another cipher C2,
but not the exact plain text. With this permutations and
substitutions in different stages we can conclude that
knowing plain text does not work.

In the last two cases of the cryptanalysis attack, no scope
is found for breaking the cipher. In view of the above
discussion, we conclude that the Cipher is a very strong.

V.RESULTS

The invented play color cipher algorithm works with 128
bit key and it is proven that it is comfortably converting all
kinds of text, symbols, diagrams and images. The process of
conversion with example was explained in previous section.
The strength of the any algorithm depends on key rather then
the algorithm, in this the length of the key is 32 decimal
digits and proven that it is far from crypt analysis attacks.

VI. CONCLUSION

In this paper we have presented a conventional encryption
scheme using color substitution and permutations with
symmetric key. We have proven that it can encrypt / decrypt
all kinds of text, numbers, symbols, images and diagrams
with example. For transferring key from source to
destination we have used RSA algorithm and the procedure
was explained with neat diagram. The brief explanation and
the advantages of RTF were given; Generation of cipher text
in four stages was explained with example. With the 128 bit
key the cipher is very strong and far from cryptanalyst
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attacks. For performing 10° encryptions per micro second it
takes 5.4 X 10" years. Finally we conclude that the
algorithm is potential one.
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