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Absract : Wireless Sensor Networks (WSNs) consist of hundreds and thousands of sensor nodes often deployed in an unsecured or in hostile 

environment. WSNs are used in wide variety of applications such as military, industrial processing, health monitoring areas. The areas include 

serving of sensitive information. WSNs have many constraints such as physical capture, energy resource consumption, low capacity etc. These 

constraints make security a challenge. In this paper we present a survey on WSNs, we define how the data can be organized, attacks, security 

objectives and what are mechanisms to deal with the security objectives.   
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I. INTRODUCTION 

      Wireless Sensor Networks consists number of 

autonomous distributed sensors nodes to monitor physical or 

environmental conditions such as sound, pressure, 

temperature, vibration etc., the development of Wireless 

Sensor Networks was first initiated by military applications 

such as battlefield surveillance and now these are emerged 

into various fields such as industrial process monitoring, 

health monitoring and traffic control etc [1, 3, 5, 6, 8]. 

WSNs are built of nodes from few to several hundreds and 

thousands of sensors nodes which are connected through 

wireless media. The data is travelled from event of interest 

to destination through multiple hops.  In some applications 

where data plays an important role, the data should be 

secured so that only intended receiver should receive the 

data.      

       One of most threat in WSNs is compromise of sensor 

nodes [13]. The attackers can compromise single node to 

multiple nodes to acquire such keying information. Due to 

the increase of compromised nodes in Sensor Networks this 

leads to security threats. The WSNs must be deployed in 

such an environment such that authenticity, confidentiality 

and availability should be achieved. Along with these the 

attackers make use of the compromised nodes to introduce 

the false information or data into environment which leads 

to more traffic into network and thus slow down the 

communication overhead between nodes and leads to more 

energy consumption. 

          In this paper we are going to define what attacks are, 

how the wireless environment should be, how to achieve 

authenticity, confidentiality, availability and how to 

organize the data in order to achieve good performance and 

to minimize the energy consumption in order better use of 

resources in Wireless Sensor Networks. 

 

II. DESIGN OF WSN ENVIRONMENT 

 

      Wireless sensor network environment are often deployed 

in an environment where the nodes communicate through 

wireless media, as a result these are subjected to insider and 

outsider attacks.  

      Many researches were made for the deployment of 

nodes in wireless sensor networks [7]. Most of them define 

the environment in grid fashion so that the targeted terrain 

consists of number of cells with this the maintenance and 

control of the cells can be easily done rather than 

considering the whole environment as a single unit. 

In WSNs the nodes are scattered in different locations and 

there should me mechanisms to find out the position of 

nodes and where the nodes are attacked and dead nodes 

should be identified.  

      Insider attacks can give incorrect position and distance 

information in order to give false information about their 

position. External attackers can manipulate the measured 

positions and distances between wireless sensor nodes. 

      The deployment of nodes in WSNs is dependent on the 

application and can be either randomized or manual [7, 8]. 

In manual deployment sensors nodes are positioned 

manually and data is transmitted through paths which are 

defined prior. In random deployment of sensor nodes the 

nodes are distributed randomly. If the distribution is not 

uniform optimal clustering of nodes becomes necessary to 

allow the connectivity and enabling efficient energy network 

operation. 

      Researchers have proposed many positioning and 

distance estimation techniques however all these have 

adversarial setting. Global Positioning systems (GPS) [7, 8] 

are not suitable for indoor positioning or dense urban 

regions. Civilian GPS devices can imitated by GPS satellite 

simulators that can produce false satellite radio signals 

which are powerful than original signals coming from the 

satellites. Most receivers of GPS can be acted unwisely 

while receiving the stronger signals and not responding to 

the weaker authenticate signals or ignoring them. Small 

changes of software to the GPS receivers will be affected by 

spoofing attacks. 

      Ultra sound positioning [8] systems can be operated by 

measuring the Time of Flight (ToF) of the sound signals that 

are measured between two sensor nodes. And the limitation 

of these systems is that is because of outdoor interferences 

they mainly used in outdoors. These types of systems are 

vulnerable to reduction of distance and enlargement of 

distance attacks by internal and external attacks. 

      Verifiable Multilateration (VM) [7] is one technique 

through which nodes can be securely positioned. 
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Multilateration is a technique for position determining of 

devices, whose position are known based upon ranges  

between the devices and reference points that are measured. 

In VM proposes secure position verification will be done. 

 

III. ATTACKS 

 

      Most probably, the probability of attacks within wireless 

sensor networks is higher when compared to networks, such 

as wireless LANs. The attacks can be distinguished as 

internal attacks and external attacks. 

      In external attacks [24, 25] the attacker sensor node is 

not an authorized node of sensor network. External attacks 

can be further classified into active and passive attacks. 

Passive attack [25] involves unauthorized listening to the 

packets which are routed. In this type of attack can be done 

by methods of security, like encryption. External active 

attacks interrupt the functionality of network by introducing 

Denial-of-service attacks, like power exhaustion, jamming 

etc. Compromise of nodes is one of major problem that 

gives scope to the insider attacks. In insider attack node acts 

as an authorized participant and acts like a legitimate node. 

Eaves dropping: It is a type of attack in which capturing the 

sensitive data transmitted by other nodes such as passwords 

or any confidential information. 

False Data injection: It is attack in which insider nodes 

injects false data into network causing wastage of energy. 

Data drop: In this attack the insider nodes drops legitimate 

information which needs to be forward to the destination. 

Denial-of-Service attack: In this type of attacks the attacker 

tries to consume the available resources by sending extra 

information and thus preventing usage of resources to the 

legitimate resources: 

Selective forwarding attack: In WSNs all the nodes of the 

network will forward the data or messages that they receive 

to the other nodes. In this attack the attacker can create false 

nodes or take control over nodes in which nodes selectively 

forwards only some messages and simply drop other 

messages.  

 

IV. DATA ORGANISATION 

 

      Previously in WSNs the communication pattern defined 

is hop-by-hop manner and these patterns are vulnerable to 

many types of insider and outsider attacks. Further the most 

of the existing patterns are end-to-end manner and there is 

need to overcome such type of vulnerabilities [1]. In sensor 

networks data is transferred from one to node another node. 

In simple applications data can be transferred from one node 

to another in one-to-one manner. But in huge networks the 

traffic pattern is one-to-many or many-to-one, where sensor 

nodes send data to one or more nodes. So, similar packets 

can be aggregated from multiple nodes in order to reduce 

the number of transmissions [10, 15]. Data aggregation is a 

combination of data from different servers that has done 

from certain techniques. In processing of network such 

duplicate elimination, data aggregation; compression is 

important in order to achieve efficiency of energy and 

optimization of data transfer. Security protocols may be 

hop-by-hop or end-to-end both each having their own 

encryption schemes taking in account different primitives. 

For data aggregation schemes introduces the concept of 

aggregated sensor nodes. An aggregator node can sense its 

own data while aggregating results that are received from 

children nodes and they can be leaf nodes or aggregators as 

well.  Aggregator sensor nodes assumed to be multi-hop 

WSNs consisting of resource constrained or aggregated 

nodes [16] connected in tree topology. In [20] how the data 

gathering and security measure should be taken in 

homogeneous, heterogeneous networks are well defined. 

And in [15] introduces a novel secure data aggregation 

framework for WSNs which ensures the accuracy of data 

aggregation without effecting energy efficiency even if 

some or more number of aggregated nodes or sensor nodes 

is compromised. 

 

V. SECURITY OBJECTIVES 

 

       The wireless sensor networks are deployed in mission 

critical system like military surveillance and in such systems 

security is more important. The security paradigms should 

ensure data authentication, data confidentiality and data 

availability 

 

A. Data Authentication: 

       

      Data Authentication [1, 4] should ensure the node 

identity that is communicating from one node to another 

node, that is, a false node or compromised node cannot 

mask as a trusted network node.  

 

B. Data Confidentiality:   

 

      Data Confidentiality [13] should ensure that a message 

sent is to be understood only by the intended recipient. IN 

WSNs data can be varied depending upon different 

applications. The data sent from event happening area to 

destination through number of nodes. As the communication 

range of sensor nodes is minimum, the data should be 

passed through number of intermediate nodes before finally 

reaching the sink. As long as the nodes are not compromised 

or attacked the confidentiality of the data should not be 

compromised or modified due to other compromised nodes 

along the path including intermediate nodes.  

 

C. Data Availability: 

 

      This should ensure that the desired services of network 

are available even after the existence of denial-of-service 

attacks. As compromised nodes exists in Wireless sensor 

networks, it is important to protect data availability. So, 

security designs should be robust even if more no of 

compromised nodes exists. In processing of network false 

data removal is important in order to save the resources of 

network and to increase the network life time. Any security 

designs in WSNs should be resilient against denial-of-

service attacks such as report disruption [17] and selective 

forwarding attacks [18]  where compromised nodes 

wontedly drops the packets by taking the advantage of false 

routing policies. 

      In a Wireless sensor environment these security 

objectives should be achieved in order to protect the keying 

information so that attackers cannot take control over sensor 

nodes and misuse the network resources. 
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VI. KEY MANAGEMENT SCHEMES 

 

      To achieve security in WSNs, it is important to perform 

different cryptographic operations including encryption [8, 

13, 22], decryption. Keys for cryptographic schemes for 

nodes are set up earlier so that information exchange can be 

done securely. Key management schemes are used to 

establish and distribute different types of cryptographic keys 

in the network such as individual keys, pairwise keys, group 

keys [5, 21]. A key management scheme should be made 

such that they should achieve the security objectives. The 

cryptography for the schemes can be symmetric or 

asymmetric. There are different types of key management 

schemes such as trusted server, self enforcing, key pre-

distribution etc [5, 9, 21].  

• The trusted server is a symmetric key distribution 

which is based on key distribution center i.e., it is 

the one which takes care of distributing the keys. 

Here the drawback is if server is compromised the 

network is totally compromised.  

• The self enforcing is an asymmetric cryptography 

and is a good choice when a node is compromised 

reveals no security information about other keys in 

network except current ongoing keys. But having 

limited computation and energy resources of 

sensor nodes makes it undesirable. 

•  In key pre-distribution scheme all key information 

is distribute among all sensor nodes before 

deployment. The research on sensor networks 

suggests that pre-distribution schemes are most 

prominent.  

• The public key scheme has been considered too 

expensive for small sensor nodes since public key 

algorithms require extensive computation and 

these sensors are not suitable for small sensors. 

 

VII. MECHANISMS TO PROVIDE SECURITY 

OBJECTIVES 

      Interleaved hop-by-hop Authentication (IHA) [6] is one 

of the early techniques for providing data authentication in 

WSNs. In This technique all the sensor nodes are organized 

as clusters. For every cluster there will be one head which 

takes care of everything in cluster. That is, it will be 

responsible for receiving the packets, collecting reports and 

forwarding them to other nodes in order to send them to 

sink. The authenticity of every node is verified by using 

Message Authentication Codes (MAC) values. The data or 

report will be dropped if the node having unverified or 

altered MAC. Thus in IHA the false or compromised nodes 

are responsible for dropping the message. And IHA does not 

provide any mechanism for recovering this problem, and 

moreover it introduces communication overhead. 

      Another technique is statistical e-route Filtering (SEF) 

[12] for providing data Authentication and removing false 

injecting data. In this technique every sensor node is 

predistributed with keys for providing authentication after 

the node deployment. Because of this every sensor node is 

required to store keys for providing security objectives. 

Thus SEF suffers from storage overhead. And also these 

schemes suffer from threshold property. In these schemes 

compromising more number of nodes will lead to the 

breakdown of the whole network.  

 

      Location awareness is considered as basic requirement 

for sensor nodes, since sending the data is associated with 

the locations where the data is generated. Gligor and 

Eschenauer [9] proposed a probabilistic predistribution 

scheme for pair wise key establishment. The main idea is to 

make each sensor node to choose randomly set of keys from 

a pool prior to the deployment such that any two sensor 

nodes have some probability to share at least one key in 

common. Chan has extended this idea further and developed 

q-composite key predistribution, two key predistribution 

technique and random pairwise schemes. Both schemes 

have improvement over probabilistic predistribution 

scheme. However these schemes suffer from threshold 

problem. As the number of compromised nodes increases 

the number of pairwise keys affected also increases.  

      Then [1] comes with a location based property for 

solving security objectives in WSNs. Location awareness is 

considered as basic requirement for sensor nodes, since 

sending the data is associated with the locations where the 

data is generated. Here the process comes as first they will 

divide the target terrain into geographic virtual grid [8, 9] 

consist of multiple cells. In this each node stores three types 

of keys 1. Unique secret key that is only shared between the 

sink and source and with this it able to provide node-to-sink 

authentication. 2. Cell key is shared between nodes that are 

in the same cells in order to provide data confidentiality and 

3. A set of authentication keys shared in the data forwarding 

path and is to provide cell-to-cell authentication. To achieve 

the data authenticity a report carries Message Authentication 

Code (MAC) that is verified by the every node in the 

intermediate cells in the route forwarding path. For data 

availability the current node in the cell in route forwarding 

path collaborates with the next cell to inform that a valid 

report is dropped by the compromised node. To overcome 

the previous discussed threshold property this scheme uses a 

predefined secret sharing scheme. This scheme is well 

defined to provide all end-to-end data security mechanisms.  

But in every phase it has to communicate with every node 

and which is a communication overhead.  

      The [4] uses a grid concept and location based pairwise 

key management scheme. It overcomes the threshold 

problem and provided it uses MACs to provide data 

authentication. But this method concentrates more on data 

authenticity and not on data confidentiality and data 

availability. 

      The LNCS [2] is also a location based mechanism which 

employs a random network coding scheme and this scheme 

provides better data availability when compared to other 

schemes. Here it uses a hash tree to generate authentication 

information and apply authenticity test for finding the false 

data and the data which fails the test will be considered as 

false data and dropped. Sink is the final entity to rebuild the 

original message that is how it provides better data 

availability. It also better deals with the data authenticity 

and confidentiality. The coefficient matrices that are 

provided for report generation are expensive. Finally this 

method provides all security objectives but it is more 

expensive when compared to other schemes.  

      However all these schemes energy consuming.  Data 

aggregation plays important role in reducing the energy 

transmission and redundant data in large scale wireless 

sensor networks. The aggregation schemes can be end-to-

end aggregation and hop-by-hop aggregation [19]. The end-
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to-end aggregation data aggregation introduces maximum 

data security with in-efficient aggregation of data and more 

likely to be vulnerable to active attacks, where as hop-by-

hop data aggregation introduces maximum data integrity 

with efficient aggregation of data and are vulnerable to 

passive attacks.  

      In data aggregation scheme rather than sending data of 

each sensor nodes to sink, a sensor node called data 

aggregator collects the data from other nodes and sends the 

aggregated data to the sink. The security issues such as data 

confidentiality, integrity and freshness of data becomes 

critical when WSN deployed in hostile environment where 

node nodes are subjected to compromise and failures.  

In general in aggregated data sending, first data is encrypted 

by the sensing nodes and decrypt by aggregator nodes, then 

aggregator nodes performs aggregation of the data and then 

encrypt the result, finally sink node decrypts the result. 

      The hop-by-hop secure data aggregation can’t provide 

data confidentiality at data aggregators and result is more 

overhead due to encryption and decryption process. To 

overcome these limitations end-to-end secure data 

aggregation are proposed. The end-to-end protocols perform 

data aggregation without doing decryption at the aggregator 

nodes. In [14] a protocol called CDA proposed end-to-end 

privacy. This protocol uses additive and multiplicative 

encryption schemes that allow aggregators to aggregate 

encrypted data. This process is very expensive and adds data 

overhead and power consumption.  

      The problem in previous end-to-end aggregator 

mechanisms is, it requires sending the information of non 

responding nodes. And data received at aggregator is 

encrypted by all the nodes. Then encrypted data at sink node 

is able to decrypt the data using the information of non 

responding nodes that is sent with the encrypted text. This 

process increases the number of bits transmitted with the 

encrypted data. 

To overcome this problem a protocol called SEEDA is 

introduced. In SEEDA the nodes are organized as tree 

structure [16].  In SEEDA (Secure End-to-End Data 

Aggregation) protocol rather than sending the information of 

non responding nodes they compute the encrypted data for 

non responding nodes considering them as 0. The encrypted 

data received by sink was added by all keys of sensor nodes 

even some of the nodes not respond. The sink node gets the 

aggregated data by subtracting respective keys of all sensor 

nodes. This process will reduce the number of bits 

transmitted because no additional information of non 

responding nodes is sent. This scheme adopts the best 

features of both hop-by-hop and end-to-end aggregation 

scheme. This scheme deals only to reduce the energy 

consumption and it does not deals with security objectives 

like what happens if the aggregator compromises. It 

considers only the non responding nodes but not explained 

what happens when having compromised nodes.   

      Nabila and Mourad come up with security frame work 

that deals with the compromise of aggregators and data 

filtering process. The frame work ensures the accuracy of 

data aggregation without neglecting the efficiency of energy 

if some of the sensor nodes are compromised or all 

aggregator nodes are compromised. Most of frameworks 

define for aggregation process if they find compromise of 

aggregator or if Base Stations find malicious node they will 

totally reject the aggregation process resulting in the 

wastage of bandwidth and unnecessary resource 

consumption. The frame work defined in [15] overcomes the 

total aggregation rejecting process and ensures the data 

confidentiality. This frame work uses a two level 

hierarchical monitoring which verifies the integrity and 

accuracy of aggregated results. It deals with the pairwise 

key with each of its nodes and cluster heads and aggregator 

nodes thus providing data authenticity and data 

confidentiality between every node. It is resilient against 

false data injection attack, false aggregation attack and false 

data rejection and thus providing better data availability. 

 

VIII. CONCLUSION 

 

      WSNs is growing rapidly day by day, and it has been 

using in many application where data is important, however 

security issues such as data authenticity, data confidentiality 

and data availability is challenging. We survey in WSNs 

how the data can be organized, what are the attacks, and 

how counter measures can be taken with the help key 

manage management schemes and have given what the 

schemes lack.  
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