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Abstract--Mobile Adhoc Network (MANET) is a dynamic
network with large number of mobile nodes .As the
traffic increases over the MANET, it will leads to
number of problems like congestion and packet loss.
This congestion and packet loss problems occurs due to
the attacks in MANET .Out of the various attacks black
hole attack is most dangerous attack which drops all of
the packets received from the source node and which act
as a black hole in the universe. In this paper we are
providing solution against this attack. We propose a new
hybrid and secure clustering technique for detecting and
isolating black hole attack in MANET. This technique
firstly detect the black hole attack by using threshold
values against different parameters, after this clustering
approach is used for secure path from source to
destination by reducing overhead in the network. Most
of existing mechanisms are not as efficient because by
isolating black hole attack overhead is increased. A
HSCT approach has remarkable advantage over these
existing techniques. We simulate the proposed technique
by using ns2 simulator and proved that our technique
effectively detect the black hole attack in terms of
throughput, packet loss, overhead, delay. In the last
section of paper we deliberate possible future work.

Keywords--Black hole attack; Mobile adhoc networks;
HSCT;clustering; NS2.

l. INTRODUCTION

Mobile Ad hoc Networks (MANET) are the wireless
networks of mobile computing devices without any support
of a fixed infrastructure. The mobile nodes in a MANET self
organize together in some arbitrary fashion. A MANET is
an autonomous collection of mobile users that communicate
over relatively bandwidth constrained wireless links. Since
the nodes are mobile, the network topology may change
rapidly and unpredictably over time [1]. These networks can
be applied between persons or between vehicles in areas
which are depleted of fixed infrastructure. Two nodes can
directly communicate with each other if they are within the
radio range. If the nodes are not within the radio range they
can communicate with each other using multi hop routing.
The wireless link between the nodes in mobile networks is
highly vulnerable. This is because nodes can continuously
move causing the frequent breakage of the link. The power
available for transmission is also strictly limited [2]. The
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topology of the network is highly dynamic due to the
continuous breakage and establishment of wireless link
Nodes continuously move into and out of the radio range.
This gives rise to the change in routing information. The
network is decentralized; where all network activity
including discovering the topology and delivering messages
must be executed by the nodes themselves i.e. routing
functionality will be incorporated into mobile
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Fig. 1: Mobile Ad hoc network.

nodes. MANET is more vulnerable than wired network due
to mobile nodes, threats from malicious nodes inside the
network. Because of vulnerabilities, MANET is more prone
to malicious attacks. MANET has following vulnerabilities
[3, 4]:

Lack of centralized node

Scalability

Limited power supply

Adversary inside the Network

Limited Resources

Dynamic topology

Bandwidth constraint

No predefined Boundary

MANET often suffer from security attacks because of its
features like open medium, dynamic topology, lack of
central monitoring and management, cooperative algorithms
and no clear defense mechanism. These factors have
changed the battle field situation for the MANET against the
security threats. Various attacks on different layers of
MANET are shown in the following figure 2.
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Fig. 2: Different types of attacks in Mobile Ad hoc network.

Black hole attack is one of the main attack in network layer
of MANET. In this type attack, malicious node acts as a
black hole in the universe. A malicious node drops all of the
data packets received from source node without transferring
to the target node. In this attacker node represents itself as a
node with smallest path to target node by minimum hop
count and maximum sequence number [5]. After getting
route from source to destination, node start dropping all of
the packets received from the source node. In the following
figure 3 node 3 is malicious node creating black hole attack
in MANET.
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Fig. 3: Black hole attack in MANET

A variety of approaches are available to tackle with black
hole attack. In this section of paper, we will discuss a
Hybrid and Secure Clustering Technique for Detection of
Black hole Attack in Mobile Adhoc Networks and also
prove that our technique enhanced the performance of

network in the terms of overhead, throughput, packet loss
and delay.

1. RELATED WORKS AND PROBLEM
FORMULATION

In this section of the paper, we have presented related works
in the literature for tackling with black hole attack in
MANET. A detail study of these proposed techniques help
us in formulation of problem and its possible solution.

Anand A. et al. [6] in their paper propose a hash
function based intrusion detection system for detecting and
preventing from black hole and gray hole attacks. MANET
is protected from black hole attack by rejecting first optimal
path and integrity of the data is maintained by using hash
function. D. et al. [7] proposed a modified layered cluster
based approach for prevention from black hole attack in
MANET. This approach works on the basis of
trustworthiness principle of the network. All of the nodes in
the network are divided into number of clusters. Cluster
head of one cluster interact with cluster head of the other
cluster for establishing the secure path from source to
destination. Each cluster head in the network has its own
responsibility to takes care of all its member in its cluster.
N. Jaisankar et al. [8] provide a novel approach for isolating
black hole attack in MANET by providing minimum
additional delay and maximum packet delivery ratio. The
proposed approach is based on promiscuous mode to detect
and isolate malicious node. Subhashis Banerjee et al. [9]
propose an AODV based black hole attack Mitigation
technique in MANET without modifying the packet format
of AODV and without introducing any black hole detection
packets. Ankita V. Rachi et al. [10] propose a novel
approach EBAODV which works on the basis of leader
nodes for detection of black hole attack This approach is
responsible for increasing throughput and packet delivery
ratio.

Dasgupta et al. [11] provide a coloured petri net
model for detection and prevention from black hole attack in
MANET. This model modifies number of properties and
provide better results as simulated through a CPN tool.
Satoshi Kurosawa et al. [12] in their work provide a
dynamic learning based technique for detecting black hole
attack in MANET. This technique is based on using
dynamically updated training data for isolating malicious
node. Jain et al. [13] makes use of AODV’s sequence
number for mitigation of black hole attack in MANET
without modifying the packet format of AODV. All the
detection and prevention are performed by originator node
without relying on other nodes in the network. Bo Sun Yong
et al. [14] makes use of neighbor set based along with the
routing recovery protocol for mitigating black hole attack in
MANET. Simulation results show that this technique
reduced the overhead of the network. X. Li et al. [15] in
their work present a trust based on demand multipath
routing for isolating black hole attack. A node’s trust is
based upon its packet forwarding ratio. In this method a
source node establishes multiple trustworthy paths to a
destination in single route discovery.

PracheeN.Patil et al. [16] presents a new approach
based on route caching for detecting and preventing from
black hole attack in MANET. In this approach, firstly black
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hole node is detected and then its node id is passed to the
function of DSR. Vimal Kumar et al. [17] introduce an
enhanced AODV routing protocol for detection of black
hole attack in MANET. This adaptive approach is based on
a coming route reply table (CRRT) which stores the value of
RREP packet. CRRT stores the information about originator
IP address, destination IP address, next hop, destination
sequence number, hop count and life time. Amole A. Bhosle
et al. [18] makes use of watchdog mechanism for detecting
multiple black hole attacks in MANET. This mechanism
improves throughput and packet delivery ratio of the
network. Muhammad Imran et al. [20] provides detection
and prevention technique for isolating black hole attack in
MANET. In this technique DPS nodes are deployed in the
network which continuously monitor the performance of
their neighbor nodes. These DPS notice the RREQs
broadcasted by its neighbor nodes. After checking number
of parameters of its neighbor nodes, DPS node declares that
suspicious node as black hole node and then broadcast threat
message in the network.

Ranajoy Chatterjee et al. [21] in their work present
a technique for isolating black hole attack in MANET by
using node stability system. This proposed mechanism can
successfully identify and isolate singular and co- operative
black hole nodes from the network. Khalil I. Ghathwan et al.
[22] introduce an artificial intelligence based technique for
preventing from black hole and cooperative black hole
attacks in MANET. This is an integrated approach based on
both A* and Floyd-Warshall’s algorithms This mechanism
works on the basis of finding shortest secure path for AODV
(SSP-AODV). M. Rajesh Babu et al. [23] in their paper
provide a novel honeypot based detection and isolation
approach for preventing from black hole attack in MANET.
This proposed approach reduces the overhead, packet drop
ratio and routing load of the network. Kamatchi et al. [24]
introduce a new mechanism based on secret sharing and
random multipath routing for preventing from black hole
attack in MANET. This packet reduces the packet delay and
packet drop ratio in the network.

As we have discussed various techniques for
detecting black hole attacker nodes in MANETS, but there
are various limitations regarding decreased performance in
some parameters while improving in another parameters. In
this paper we propose a new HSCT for detecting black hole
attack in MANET. While designing the intrusion detection
system for fully addressing black hole attack in MANETS,
the first step is to study the various characteristics of black
hole attack. There is also need to study route replying nodes
under various parameters for detecting attacker nodes. We
focus our research on a view of increasing performance
against packet loss, throughput and overhead by detecting
and isolating black hole attack in MANET. This paper
presents a new hybrid and secure clustering technique based
on route request reply time, hop count and sequence number
for detecting black hole attack in MANET. This detection
technique is extension to the AODV protocol by combining
benefits of clustering technique to increase the performance
under various parameters.

M. PROPOSED WORK

In our proposed work, we detect the black hole attack from
MANET with increased overhead. In this technique, first of
all route Reply Times (RT) from various nodes is calculated
based on the reply to the route request parameter. This time
is compared with the waiting time (WT). This waiting time
is the average time of various nodes in the network which
are replying with route to destination node. After getting
route reply messages from all of the intermediate nodes, if
RT of the particular node is less than WT, then the next step
is to verify whether this intermediate node is malicious node
or not. This node needs to be checked under various
parameters for verifying it is malicious node or not. In this
technique, a malicious table is obtained which is based on
the previous traffic record of the network. If any node found
to be a malicious node, then its information is stored in the
malicious_table. The node is declared malicious based on
the various parameters. In the proposed technique, if any
node fails under different parameters and also represents the
properties of black hole attack then it is declared as a
malicious node and its ID is included in the malicious_table,
so that in future this node is isolated from the network. If
RT<=WT then node_id is compared with all IDs in the
malicious table, if it matches then node is declared as
malicious node and route_reply from the malicious node
will be discarded. If route replying node is not in the
malicious_table then next step is to calculate distance_time
value. This value should be minimum and match with the
expected hop count value. If it does then store that value in
the dt_table, otherwise discard that route_reply. If next hop
confirms that replying node has a path, then node_id and its
seq_no. is stored in the RREP table, otherwise node_id and
its seq_no. are stored in the malicious table. Once all of the
sequence numbers are verified, then select node with the
highest seq_no. from the RREP_table. This node is treated
as cluster head in the network. The algorithm and flow chart
of the proposed technique are

A. ALGORITHM

Step 1: Get current time (Time at which route request
message is sent)

Step 2:Get waiting time (WT).

Step 3:While (RT<=WT).

Verification of route reply messages are done by various
step verifications.

Step A:Check for malicious node.

i. After getting route replies from intermediate nodes, check
the malicious_table for malicious node_id which is formed
on the basis of previous traffic.

ii. If node_id is matched with the malicious_table, then
discard the route reply.

iii. If node_id is not found in the malicious_table, then go to
step ii.

Step B: Check the distance_time value.

i. If distance_time value matches with expected hop count
value, then store that value in dt_table and go to step C.

ii. Else discard the route reply.

Step C: In this sender node ask the next hop that node
replied for the route request message has a path to
destination or not.
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i. If next hop confirms that replying node has path, then
node_id and seq_no. is stored in RREP_table.

ii. Else node_id and seq_no. is stored in malicious_table.
Step D: Once the running time (RT) is greater than waiting
time (WT) all verifications are done of route reply
messages.

Now select one seq_no. from the RREP_table.

While (End of RREP_table is not reached) do two step
verification.

i. Compare the selected seq_no. with all other seq_no. which
are present on the RREP_table, if seq_no. is exceptionally
high than do next step verification and go to step D (ii).

ii. In this, the value of packet drop is checked here, if it is
greater than 0.5 then store that node_id in malicious_table
otherwise node_id keep in RREP_table and go to step E.
Step E: Once the all seq_no. are verified then select one
highest seq_no. from the RREP_table.

While (End of RREP_table is not reached), find the cluster
head.

i. Find the final weight of node using speed of link (SL),
energy of link (EL) and neighborhood links (NL) and
distance_time value which is getting from dt_table.

Final weight of node = (F1 * SL) + (F2 * EL) + (F3 * NL) +
distance_time value.
SL = 22 EL =
a and b are two connected nodes. S,andS, are their speed.

E, And E, is the consumed energy by two nodes.

E,is the energy of node A and E, is the energy of node B.
F1, F2, F3 are weight factors.

F1+F2+F3=1.

ii. Then find the battery power (BP), buffer length (BL) and
serve time (ST) and go to step F.

Step F: Find the node value by adding the final weight of
node and all the components of step E (ii).

Node value = Final weight of node + BP + BL + ST.

And store the node value in node_value_table.

Ea+Ep

Step G: Select one highest node value from the
node_value_table and make that node cluster head then send
the packets to that cluster head. Cluster head will select from
neighbor nodes of the sender.

Step H: Delete all other seq_no. from RREP_table.

IV. SIMULATION-BASED IMPLEMENTATION AND
EXPERIMENTAL RESULTS

In this section of paper, implementation and results for
HSCT are tested in mobile adhoc network environment
constructed in NS-2.35. These results show effectiveness of
the proposed technique. The parameters used for simulation
are shown in Table 1.

Parameter Value
Simulator used NS 2.3
Simulation duration | 140 sec

Area (meter) 800X800

No. of nodes 15

Routing Protocol AODV
Channel Type Wireless
Packet Size 512 bytes
Mobility Model Two ray ground

propagation
model

Table 1: Simulation parameters

After implementation of HSCT for isolation of black hole
attacker nodes, a secure path from source to destination is
established as shown in the figure 4.After implementing the
HSCT in MANET under the attack of black hole attacker
node, a secured path is obtained and performance of Adhoc
networks is increased in the terms of various parameters as
shown in the Figure 5, Figure 6, Figure 7 and Figure 8.
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B. FLOWCHART

Deploy the network with finite number of nodes and
define malicious node

I

packets

Define the waiting time for the collection of route reply

A 4

node

Notice the hop count, time, sequence number and source

If sequence
number is

very high

A 4

Make malicious node table which send sequence
number exceptional high

A

Calculate distance from source node to all nodes in the
network

A 4

Check
distance

node to destination

Divide whole network into clusters
and establish secure path from
cluster to cluster

When the distance is above
threshold from node in malicious

'

malicious table

A 4

STOP
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Fig. 4: Secure path from source to destination in MANET
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Fig. 6: Enhanced performance of HSCT in terms of Overhead

Fig. 7: Enhanced performance of HSCT in terms of Packet loss
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Fig. 8: Enhanced performance of HSCT in terms of Throughput

V.CONCLUSION AND FUTURE WORKS

Black hole attacks can be easily launched in mobile adhoc
networks with implementing legitimacy and confidentiality.
As far as security of MANETSs is concern detection and
prevention from black hole attack is a critical issue. In this
paper, we proposed the Hybrid and Secure Clustering
Technique for detection of Black hole Attack in Mobile
Adhoc Networks. The proposed technique is based on
detecting the black hole attack node based on minimum
route reply time, minimum hop count and maximum
sequence number. After detecting and isolating the
malicious node from the network, concept of clustering is
used for reducing the overhead. The HSCT ensures that
black hole attacker node will not be left untraced in the
mobile adhoc network. We have investigated the
performance of our technique by using ns2 simulator. The
simulation results show that our proposed technique show
high performance against various parameters like packet
loss, overhead, delay and throughput. In future, this
proposed work can be extended by increasing number of
mobile nodes in MANET to check effectiveness of proposed
method. This simulation can also be enhanced for isolating
some other types of attacker nodes.
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