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Abstract This paper presents a novel adaptive data hidingadethgray images using complement value (CV) of higinder three bits (b b

and B) of each gray image byte to achieve large embeddipgcita and imperceptible stegoimages. The techniypdoits the complement
value (CV) at each gray image byte to estimate howyrb#ts will be embedded into the image byte. Imbge located in the edge areas are
embedded by k-bit LSB substitution technique witarge value of k in deep blackish area than thatefritage bytes located in the light gray
areas. Any image byte is embedded by the k-bit L3Bt#tution technique. The value of k is adaptive andecided by the complement value.
In order to keep the fidelity of the embedded imagsaate level of source image, a re-adjusting phaseed aalled handle. The experimental
results obtained compared with the existing studfed/o et al's LSB replacement method based on pixalevalifferencing (PVD) in gray
images, where the proposed GVADHIA is capable to ladge volume of data and gives better image qutlay existing techniques. Real life

applications of the proposed technique to authemtiegial document has also been discussed.
Keywords:Steganography, Complement Value (CV), gray images&dgvD.

[.INTRODAUCTION

Steganography is the art of hiding information iptoture
or other media in such a way that no one apart fiteersender
and intended recipient even realizes that therehidten
information. Steganography or secrete writing i® tterm
applied to any number of processes that will hidmessage
within an object, where the hidden message willbeapparent
to an observer. Digital images are transmitted qwepular
communication channels such as the Internet. Foured
communication image authentication techniques hgaieed
more attention due to its importance for a largenber of
multimedia applications. Therefore, military, medicand
guality control images must be protected from atien as,
such manipulations could tamper the decisions basethese
images. To protect the authenticity of multimediaages,
several approaches have been proposed which
conventional cryptography [16], fragile and senaigfiie
watermarking and digital signatures. Digital watarking is
the process of hiding the watermark imperceptilaty the
content. This technique was initially used in pagad currency
as a measure of authenticity.

Data hiding [7, 12, 15] in the image has become
important technique for image authentication arehidication.
Ownership verification [8, 9, 17] and authenticatics the
major task for military people, research institutesnd
scientists. Data hiding primarily refers to a digjitvatermark
which is a piece of information hidden in a multoiieecontent,
in such a way that it is imperceptible to a humbseover, but
easily detected by a computer. The principal adggnta that
the watermark is inseparable from the content. rin&dion
security and image authentication has become weppitant to
protect digital image document from unauthorizedess. In
steganographic [1, 2, 3, 4, 5] applications, tlddlan data may
be secrete message or secrete hologram or seaetewhose
mere presence within the host data set should Hetectable.
The data hiding represents a useful alternativeedostruct
hypermedia document or image, which is very less/enient
to manipulate. Chandramouli et al. [10] developedsaful
method for making such alterations by maskinggfittg and
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inclu

transformations of the least significant bit (LSB) the source
image. Dumitrescu et al. [11] constructed an atgori for
detecting LSB steganography. H. H. Pang [14] useth halue
obtained from a file name, password and positiohezder of
hidden file. Pavan et al. [13] and Nameer N. EL-Enf@hused
entropy based technique for detecting the suitaldas in the
image where data can be embedded with minimum rdisto
Ker [18] and C. Yang [19] presented general stmattu
steganalysis framework for embedding in two or mds®s. H.
C. Wu [20] and Cheng-Hsing Yang [21] constructed LSB
replacement method into the edge areas using piakle
differencing (PVD). These edge detection techniqusesi pixel
value differencing to distinguish between edge amiboth
areas. From recent studies [1, 2, 7, 11, 17, 1820921] it is
obvious that digital data can be effectively hidderan image
'(t_)h the criteria that the degradation to the hieage is
imperceptible and it is possible to recover thalbidata under
a variety of attack. Most of the approaches ineigdPVD
based LSB substitution techniques are not testeccadour
images. Moreover, some of them did not considerdesl t
principle that the deep coloured edge areas aeetabiolerate

Inore changes than light coloured edge areas [120,21].

The aim of this paper is to present an algorithn wwauld
facilitate gray image authentication using datantgdgrocedure
which embeds data adaptively by considering thecepin of
human vision, with features of high capacity and tiistortion.
The GVADHIA emphasizes on information and image
protection against unauthorized access and to tinsege
amount of messages/image data in to the sourceeinfiag
image identification and also to transmit securssage within
the image. In our technique the tolerance levelasdp blackish
edge areas, light gray edge areas and smooth geag are
incorporated and it can embed large volume of sedata with
maintaining the high quality of stegoimages. Allaige byte is
embedded by LSB substitution method with differeminbers
of secrete bits, but the number of secrete bitdeisided by
complement value (CV) of higher order three bits eaith
image byte. The embedding is not a straight way LSB
substitution, rather embedding at even and oddtiposi in
each image byte alternatively among lower partnudge byte
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to misguide the eavesdroppers. In order to incrédaseuality
of stegoimages, and to ensure proper decoding dléas
proposed to re-adjust the pixel values.

Section Il of the paper deals with the proposetiriEpie.
Results, comparison and analysis are given in aecthil.
Section IV of the paper deals with the real lifeplagations.
Conclusions are drawn in section V, Referencesgaren in
section VI.

Il. THE TECHNIQUE

authenticated by any number of secrete bits whschelongs
to least valué and highest valuki.e.l k h. Since the deep
gray edge areas can tolerate maximum changes, rdperp
relation ofl andhin fig. 1 isl  h. In order to improve fidelity
of the steogimages, a handle has been applied ®edsed
image byte. The procedure of this handle is to emeeor
decrease the most-significant-bit (MSB) part byd reducing
the square error between the original pixel and extdbd
pixel. MSB part i.e. unaltered part, increasedesrdased by 1
if the embedded image byte decreased or increasathbunt

The proposed embedding technique is adaptive LSB® Where k-1 is the highest embedding bit positioneath

substitution based on the idea (CV of higher otbere bits of
each image byte i.e. complement ofbgbs)) that edge areas
may embed large number of authenticating bits thraooth
areas. For any image pixel, each image byte is dddzkby k-
bits LSB substitution, but the value of k decided @Y of
each image byte. Usually, the deep blackish edgasacan
tolerate more changes than the smooth areas ahtddigy
edge areas. The value of k will be large in deepkida area
than the light gray area because the intensityevaludeep
black pixel is less than the light black or grayghi In case of
deep black pixel higher order bits are mostly zerge, CV of
higher three bits are tends to 7 i.e. the valuels isfhigh. In
GVADHIA the values of k are divided into two levelamely
lower and higher levels. Lower level means tolerdbhel
(allowed to change) and is defined as regignvi?h I-h values
and the higher level means protected levels (notval to
change) and is defined as region R2 with values. Fig. 1
shows the division of ranges, range=R[0, 4] and range R=

[5, 7]. The lower division means that image byte hwit

complement values k falling into the region; Rvill be
embedded by k bits LSB substitution techniques.

Lower or tolerable leve | Higher or protected leve
R;=[0,4 R,=[5,8"

Figure 1: Region division in each byte of image
Source Authenticating
image message/image

Embedding using GVADHIA algorithrri
[ Embedded Image for transmission

P

| Received Embedded Imaqe

Extraction using GVADHIA algorithm |

{

Size of
authenticating
message/image

Authenticated
Image at
Destinatini

Content of
authenticating
messaae/imau

Figure 2: Schematic diagram of GVADHIA algorithm.

The higher division means that

i.e. 4 bits of authenticating message/image cagntiedded in
each byte of source image. As a result higher obitsrare

image byte with
complement values k falling into,Bhen set the value of k = 4

image byte.

A. Algorithm for Insertion

Source images represented in 8 bits gray companEmes
proposed GVADHIA technique embeds authenticating
message/image 4 along with the size of authenticating
message/image (16 bits) for the purpose of auttetign of
the source image S} of size m x n bytes. The first step in
GVADHIA involves reading an image byte in row magder
and finds out the complement value (CV) of higheleo three
bits to find out the ability of embedding of thimage byte in
terms number of bits. Insert authenticating medgagge bits
between i to 4" positions from LSB of the byte. To enhance
the security of authentication process the prop@éADHIA
uses even and odd position embedding strategynatieely
for consecutive image byte in such a way thahéftalue of k
is 1 then secret bit will be embedded at LSB ofraage byte
and for the values of k = 2, 3, 4 the secretsdi¢sembedded
within 2-bits, 3-bit, and 4-bits from LSB respectivebut
embedding will start from even or odd position @altgively
and during this process if adequate positions atexmailable
to replace k bits in even or odd positions of LSBtpa
unaltered bits positions from LSB are used. The Hetai
embedding steps of GVADHIA are as follows.

Steps:
1. Obtain the size of the authenticating messagg/e (16
bits representation)

2. For each source image byte do
Calculate the complement value (9F upper three bits
of image byte, say;Pi.e. C\\ = complement of MSB
part of R (i.e. CV of (bbghs)).
Find the region where G\belong to. Let k = CV if
CV, belongs to Rotherwise k = 4 (i.e. highest value of
Ry) if CV; belongs to R
Calculate the decimal value of original k bits frtv8B
of image byte say, K. Embed k bits secrete bits Rito
by k-bit LSB substitution method. Let EPe the
embedded image byte of. Prhe decimal value of k
secrets bits from LSB isKsay.
Execute handle on EP Calculate the revised
complement value GVusing same technique i.e. C¥
complement of fgbs. The handle is used as follows.
[ EP+2°, IfCV, :C\/i'andif - (2-1)E (K, - K) £- 21

EP

ER- 2, If CV,=CV, andif (2-1)3 (K,- K)3 2

remains unchanged. Here the rangd-bfvalues means that |f the any one above relation is not satisfied hledle is not

CV of an image byte falling in Hor in R,, which indicates that
the entire embedding process will be doneldbjts to h-bits
authenticating data i.e. any one cover image bye be
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be executed on EPi.
3. Repeat step 2 for the whole authenticating mesisaggé
content and along with the size of the authentigadiata.
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4. Stop. IIILRESULT, COMPARISON AND

For example source image bytegs=P112, = 01110009 and ANALYSIS

P.1 = 143,= 10001111 and secrete data=81010010. First

complement values are calculated by; GVcomplement of In this section we present some experiments to

upper three bits ¢behs) of R = ~ 011=100 = 4 and G =  demonstrate the performance of proposed adaptiia da
complement of upper three bits gf;P= ~ 100 = 011 = 3. As  embedding approach. The comparative study has beele m

CVi = 4 and CV, = 3 the image bytes;Rand R. are on several images using the proposed GVADHIA tegii
embedded by 4 bits and 3 bits LSB substitution ianesnd 50 PPM benchmark [23]

odd position alternatively for successive image eby
respectively (if the n number of even positions et
available within a image byte, after embedding @kene
positions of image byte then start embedding atltersal
position from LSB for remaining bits and similar hedue is
applicable for odd positions in successive imagé&)wynd
have results ER- 01111110 = 126, and ER; = 1000D10, =
138,,. Here bold bits are embedded bits i.e. 4 bits inaBd 3
bits in ER:;. After applying the handle the stegoimage bytes . ; "
becomes EP= 01101119 = 110, and ER, = 10010019 = Figure 3a. Source mége Figure 3b. Source émag

14610 o Peppers Airplane

=

B. .Algorithm for Extraction

During decoding the embedded image has been takehea
input data and the authenticating message/imagehendize
of secrete data are extracted data from the embeidckege.
The process of extracting the embedded messag&imabe
same as the embedding process with the same trayersler
of image byte. The detailed steps of data extractifig s y ¥
GVADHIA are as follows. Figure 3c. Source image Figure 3d. Soimegje
Fruits Lenna

Steps:
1. Read embedded source image byte in row major order
2. For each embedded image byte do
- Calculate the complement value on embedded image
byte ECV for upper three bits of each image byte, say
ER, using ECY= complement of MSB part of ER.e.
CV of (bsbgbs)).
Find the region where EGWelong to. Let k = ECYif
ECV; belongs to Rotherwise k = 4 (i.e. highest value
of Ry) if CV; belongs to R
Extract the k-bits of authenticating message/image
from embedded image byte in even and odd positions
alternatively, in the same manner as secrete data w
embedded.
Replace extracted bit positions in each embedded

I R

image byte by ‘1'. o o L 4
3. For each 8 (eight) bits of extracting data, cortdtame Figure 3f. Embedded image  Figure 3g. Embedudede
Airplane

alphabet/one image byte. - Peppers
4. Repeat steps 1 and 2 to complete decoding aszeeofi Lo | f ;

the authenticating message/image.
5. Stop.

The embedding example shown in the previous subserst

extracted here, for this embedded image-£P1101119 and

ER.; = 10010019 the complement value EC¥ complement N

of higher order three bits of EP~ 011 = 100 = 4. Therefore 4 - 4 ‘l | 1 v

bits embedded in ERthus secrete bits 119&an be extracted| Figure 3h. Embedded image Figure 3i. Embeddeade
from ER. And for EC\,; = complement of higher order three Fruits Lenna

bits of ER,; = ~ 100 = 011 = 3. Therefore 3 bhits embedded in

EPR.1, thus secrete bits 09tan be extracted from EP
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Figure 3l.Magnifiec Figure 3m Magnified
Embedded imagt Embedded imag¢

Figure 3. Comparison of fidelity in embeddePeppers’

‘Airplane’, ‘Fruits’ and ‘Lenna’ images usincGVADHIA

Table |

Capacities ed PSNR, IF, and MSE in STHVSDTCI on thi

bits Embeddin

Figure 3. Magnifiec
Embedded image

Figure 3k. Magnifiec
Embedded ima¢

cover gray images with size 512 x 512 are used in
GVADHIA for experiment and four of them Peppe
Airplane, Lenna and Fruits are shown Fig. 3a, 8ar&d 3¢
Here the gra image ‘Eath’ shown in Fig. 3 is used tc
authenticate carrier source images. Authenticati@one in0-
4 bits embedding process. The mechanism is definé-h (I-
least number of bits,- highest number of bits) process, wh
k number of bits may be inserten each image byte and t

range of k is defined as< k < h. Experimental results

stegoimages with-4 bits embeding are shown in F. 3f, Fig.
3g and Fi¢. 3h, Fig. 3 respectively.Fig. 3j, Fig. 3k, Fig. 3l
and Fig. 3m are showing the magnified ion of different
embedded images. From the magnified version ofewifft
images it is very difficult to identify the presenof secret
data in the carrier imageTo measure the image quality '
use peak sign-to-noise ratio (PSNF, Image Fidelity (IF and
Mean Square Error (MS.

Different experimental results using variol-h ranges ar
given in Table I. Table | shows that noticeable antoof
secrete data embedding is d with higher PSNR values. Ir-
4 bits embedding process, taverageembedding capacities
9564( bytes with high PSNR values 33 andhigher averag
IF values0.99982! where average MSE is very minimt
which is 3.86582. Table Il shows the comparisons betw:
GVADHIA , Wu et al.’s rethod in whickGVADHIA uses a -
4 bits embedding. Thgh the change of pixel in flat gr
image is more sensitive than the change of pixgtay image
the GVADHIA embeds more or similar amount secrete
than the existing methods with higher PSNR es. Wu e
al.’s methods i developed and experimented on gray ima
where GVADHIA method is implemented and experimel
alsoon grayimages.The average capacity of Wu et al.'s
94829 bytes and the average PSNR value is 3From Table
II, it is clear that not only the capacity GVADHIA is more
but also it ensures better image fide On average
GVADHIA with 04 bits insertion obtain811bytes more tha
Wu et al.’s method. Iso PSNR value increases by 3dB on
average

Source | Capacity | PSNR IF MSE
image: (byte) C-4 | IndB
Sandieg 96751 39.15 | .999890 | 3.06110!
Sailboa 9383t 37.01 | .999808 | 3.82060!
Woodlac 97751 37.91 | .999843 | 3.75012
Baboor 99181 36.65 | .999777 | 4.27067.
Airplane 95961 41.46 | .999948 | 2.83826
Pepper 10169¢ 36.09 | .999726 | 4.54958
Fruits 8232¢ 44.53 | .999957 | 3.82364-
Splasl 97521 36.27 | .999758 | 4.18743!
Oaklanc 9384+ 37.68 | .999809 | 4.08610:
Lenne 9752( 36.56 | .999777 | 4.27067.
Average 95640 38.33 | 0.999829| 3.86580
Table Il.
Comparisons of results of GVADHIA with WU et al
methods
Sourct Wu et al. GVADHIA
Image: | Capacit | PSNR(dB | Capacit | PSNR(dB
y ) y )
Pepper 96279 35.34 101699 36.09
Lenne 95754 36.16 97520 36.56
Baboor | 89730 32.63 99187 36.65
Sailboa | 94596 33.62 93835 37.01
Airplan | 97788 36.60 85961 41.46
e
Average | 9482¢ 34.8i 9564( 37.5¢

IV.REAL LIFE A PPLICATIONS OF

GVADHIA

Stamp Documel

Legal Documer

We are Indian. We ai
proud for our country. W
always like to look ahes
with positive attitude an
giving maximum effort tc
growth our country. We ai
SO0 mucl strong in scienc
and Technolog'

Cont....
Fig. 4a: Signed Docume

We are Indian. We al
proud for our country. W
always like to look ahee
with positive attitude an
giving maximum effort tc
growth our country. We al
so much strong in scien
and Technolog

Cont....
Fig. 4b: Legal Docume

Figure 4: Comparison of fidelity in embedding sigme
and MD in stamp image using GVADH

The proposed technigu_GVADHIA is applicable in lege
document authentication (like passport, agreemepy,ctitle
deed etc.). In this aspeGVADHIA generates message dig
MD of length 128 bits from text part of the legalocdiment an
embeds it intotamp image as proof of document authentic
Any change of document the generated message difes
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will differ from the original one which has beenngeated
during the process of authentication, as a restdudf

document can be identified. The signature of genuine

document holder at the end of the document is fallsicated
as an authenticating image using same principlehénwide

range of application of GVADHIA is achieved better

robustness and imperceptibility. The strength in eddling is
high without changing visible property. Fig. 4 stsothe legal
document authentication process. Fig. 4a is thapstd signed
document. Fig. 4b is the authorized image. Herengtas
considered as a cover image and text part of thardent and
signature are authenticating data.

V. CONCLUSIONS

The proposed technique is a novel attempt to impférimage
authentication in spatial domain using adaptiveadaiding

method to embed secrete data into gray images wtitho

making a perceptible distortion. Image bytes lotadte deep
black edge areas are embedded by k-bits LSB sutistitu

Data and Secure Message Transmission Technique using
Mask (IAHLVDSMTTM), Proceedings of IEEE
International Advanced Computing Conference IACC’'09
ISBN: 978-981-08-2465-5, March 6-7th, Thapar
University, Patiala, India, URL:-
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnunild
09168, 2009, pp. 3177-3188.

[5] R. Radhakrishnan, M. Kharrazi, N. Menon, Datasing:

A new approach for steganography, Journal of VLSI
Signal Processing, Springer, Vol. 41, 2005, pp-203.

[6] N. N. EL-Emam, Hiding a large Amount of data fwvit

High Security Using Steganography Algorithm, Jounfa
Computer Science ISSN 1549-3636, vol. 3, no. 4,7200
pp. 223-232,.

[7]1 P. Amin, N. Lue and K. Subbalakshmi, Statisticalecure

digital image data hiding, IEEE Multimedia Signal
Processing MMSPO05, Oct. 2005, Shanghai, Chinalpp.
4.

B. Chen and G. W. Wornnel, Quantization index
modulation: A class of provably good methods fagitdi
watermarking and information embedding, IEEE Trans.
On Info. Theory, vol. 47, no. 4, May 2001, pp. 142&13.

method in even and odd positions in each image by{®] C.Y. Lin and S. F. Chang, A robust image auttuation

alternatively in successive bytes with a large eabdi k than
that of image bytes located in smooth areas. Thefrfoach
is used to distinguish deep black areas and sngathareas.
GVADHIA may hide huge amount of data in the formtext

message/image. The proposed algorithm shows betetts

method surviving JPEG lossy compression, Proc. SPIE,
vol. 3312, San Jose, Jan. 1998, pp. 296-307.

[10] R. Chandramouli and N. Memon, Analysis of LS&sbd

image steganography techniques, Proc. of ICIP,
Thissaloniki, Greece, 2001, pp. 1019-1022.

than Wu et al’s method, which may produce bettefl1l] S. Dumitrescu, W. Xiaolin and Z. Wang, Detentiof

authenticated images. The I|-h bits insertion majdgi&igher
capacity and higher PSNR. The higher image fiedalitg low
mean square error indicating it is robust and diffi to
identify the existance of secrete message/image.flkther

extension it can be implemented to colour imageils]

authentication.
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