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Abstract:  Mobile wireless ad-hoc networks are independent, infrastructure less, dynamic and multiple hop networks designed for trusted 
environment which are deployed spontaneously any time anywhere in specified geographical area with no pre established infrastructure and 
central authority. The intrinsic features of like heterogeneity, constrained resources, lack of fixed infrastructure, network dynamics make these 
networks suffering from various vulnerabilities by untrust worthy entities to crumble the network operation. One such vulnerability is a black 
hole attack which is an unresolved threat and hazard to routing protocol of ad hoc network caused by faulty node. In this paper, we have 
integrated a detection technique using digital signature to diminish the impairment impact of black hole attack and BackTrace-AODV (BT-
AODV) algorithm into AODV to find trusted route. The simulation experiments show that proposed technique performs effective in thwarting 
black hole attack. We also explore effects of number of mobile nodes on routing behavior of AODV with our proposed protocol and our scheme 
outperforms AODV with blackhole with more throughput and packet delivery ratio.   
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I. INTRODUCTION 
 
MANET (mobile ad-hoc network) comprises a group of 
movable devices which are linked to each other with radio 
frequency spectrum with no predefined infrastructure [6,16]. 
These networks can be placed anywhere, any time for 
accessing the internet and nodes can move freely to 
anyplace due to dynamic nature of this network. Every node 
of ad hoc network has to do work of router or a host. If two 
nodes communicating with each other are within 
transmission range, then sending node will act as a host. 
Otherwise intermediate nodes between communicating 
nodes will act as a router to find a path between them. Any 
node can join as well as move away from network at any 
moment. These networks are used in military applications, 
rescue operations due to self configuration and self 
maintenance nature. Due to infrastructure less nature of 
MANET, this kind of network can be set up with minimum 
time and cost. Fig.1 shows the MANET with 8 nodes. There 
is need of a route finding protocol to make a path between 
communicating nodes and to repair a route in case of link 
failure between two communicating nodes. Three different 
categories of route finding protocols [2] are present in 
MANET for this motive. In proactive route finding protocol 
[26,5] the routes are stored and found in advance without 
any requirement from routing information tables and routing 
information is updated at regular intervals of time. On 
demand routing protocols [7, 4] have their route discovered 
at the time of actual requirement of route. These routing 
protocols are having a smaller amount of routing overhead 

as contrast to table driven routing protocols and no 
information is distributed at regular intervals in all nodes 

 
Fig 1: MANET with eight nodes 

 
of the network. Hybrid protocols [9,20] combine features of 
on demand and proactive protocols. Now a days, Security is 
a big challenge due to dynamic nature of MANET along 
with restricted resources such as battery time, limited 
memory space & without any centralized system. The 
unique characteristics of MANETs make it more vulnerable 
for secure data flows. MANETs are having two categories 
of attacks; active and passive. In first category attacks 
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(active attacks) do some adverse actions to the data content, 
but in passive attacks, malicious nodes listen the data traffic 
between sending node and receiving node. These

 
Fig. 2 Categories of Routing Protocols 

 
attacks contain packet dropping, removing the content and 
data modification. MANET is highly susceptible to 
wormhole attack, replay attack, routing table overflow 
attack [3]. In our paper, we have considered AODV (Ad-hoc 
On-demand distance-vector protocol [4]. Blackhole attack 
[2] can be performed on AODV with ease because no 
security measure is given in standard AODV protocol. The 
malevolent nodes in AODV can create the problems such as 
decreasing hop count while forwarding the route request 
control message and changing the sequence numbers of 
nodes. In Black hole attack, malevolent node sends a wrong 
message to source by asserting that it has a shortest route for 
destination without inspecting his routing information table 
with intension of getting all the data packets from source 
node. After getting the data packets, blackhole drops these 
packets without forwarding these packets to destination. The 
objective of this work is to efficiently detect blackhole and 
give the trusted, shortest route between source and receiver.  
 
II. AD-HOC ON-DEMAND DISTANCE VECTOR 

ROUTING PROTOCOL 
 

AODV routing protocol is route finding protocol mostly 
used by movable nodes in the MANET. Every mobile node 
of MANET maintains routing information in routing 
information table. When source needs to transfer some data 
to receiver, source checks its routing information table in the 
search of a routing path to receiver. If source discovers route 
for receiver, it will begin to transfer data to destination. 
Otherwise, source will flood RREQ control packets to its 
neighbors in search of a path to receiving node [4]. RREQ 
control packets will be received by all intermediate nodes. 
After receiving RREQ packets from source node, 
intermediate nodes will look up into its routing information 
table whether they will have path to destination or 
intermediate node is destination. Then, intermediate node 
sends back control message RREP (route reply) to source. If 
active path is present, intermediate node will compare the 
DSN of RREQ packet to DSN in routing information table. 
If DSN in routing information table is greater than DSN in 
RREQ, intermediate node will send RREP control packet 
towards source. If DSN is less, again RREQ is sent to its 
neighbors. In this way, an active path is discovered by 
control messages (RREQ and RREP) of AODV. After 
finding the active path, data packets are sent through this 
active path from sender to receiver. If at any time, any 
mobile node of active path detects the link failure, RERR 

control message is sent to repair the active path. Dynamic 
nature of MANET is a major flaw in AODV because AODV 
does not perform any security measure on the node joining 
the network.  

 
Fig.3: AODV Communication 

 
Due to this, malicious node will perform harmful activities 
in the network. This work focuses on the solution to detect 
harmful operation done by blackhole and to find safe path 
between sending node and destination node by segregate 
black hole attack. Fig.3 shows the AODV communication.  
 
III. BLACKHOLE PROBLEM 
 
In Blackhole problem, a faulty node will send a wrong route 
reply message after getting RREQ message sent by source 
node. Without checking path for receiver in its routing 
information table, malicious node says that it has a freshest  

      
Fig.4: Black hole Attack 

 
and shortest path to the receiving or destination node with 
high sequence number in comparison to sequence number in 
RREQ sent by source. After getting reply message from 
blackhole, source transfers data to receiver through this 
path. So, blackhole node will begin to eavesdrop all data 
packets without forwarding these packets to destination. So, 
blackhole exploits AODV by showing that it has valid path 
to receiving node with the motive of getting all data packets 
coming from source node, although path is fake path which 
does not exist towards destination node. The blackhole node 
in AODV eats up all the network traffic data which comes 
from source and eavesdrops these data packets. Fig.4 shows 
the blackhole ‘B’. Now source ‘1’wants to transfer data to 
receiver ‘8’. Source ‘1’ sends RREQ to its neighbors to find 
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path to receiver ‘8’. Now misbehavior node ‘B’ receives 
RREQ from source ‘1’ and sends route reply (RREP) to 
source  by saying that it has latest and freshest way to source 
although malevolent node ‘B’ has not any path to 
destination  ‘8’. So, node ‘1’ transfers data messages to node 
‘8’ through blackhole node ‘B’ and node ‘B’ eavesdrops 
these packets intentionally and behaves as black hole node 
 
IV. RELATED WORK 
 
H. Deng in [10] has proposed a method for problem of 
blackhole. In their solution, intermediate node   should 
replay a route request message for confirmation of route 
from intermediate route to destination node. Otherwise 
RREP (route reply) message sent by intermediate node is 
discarded. 
M. Shurman [18] proposed a technique for blackhole 
problem in MANET. In this solution, source node will wait 
for the route replies coming from two different nodes and 
safe route is found by source node by isolating blackhole. 
 In [13], H. Weerasinghe proposes a method which 
discovers trusted route between sender and destination by 
detecting and preventing blackholes as a group. This 
solution uses a method to recognize blackholes as a group. 
This solution uses two techniques DRI table (data routing 
table), further request and further reply by modifying 
AODV protocol. 
S. Kurosawal [25] suggested a scheme based on anomaly in 
which after sending route request message, source node will 
wait for two route replies. Threshold value is taken as 
difference between DSN in route reply packet and DSN in 
the list. This value is used to find malicious node. 
L. Tamilselvan [17] has proposed a method which stores the 
route replies coming from various neighboring nodes by 
modifying AODV. In this solution, Time Expired Table 
contains a timer whose value is set after getting first route 
reply. The route replies are collected in CRRT Table 
(Collect Route Reply Table) before the expiration of timer. 
Then route replies stored in CRRT Table are verified by 
source node for safe path to destination node. 
P. N. Raj [24] proposed a solution known as DPRAODV in 
which a blackhole is identified and alarm message is sent to 
all network nodes so that any route reply from blackhole is 
dropped and routing table information for blackhole is not 
updated. This solution has a drawback of increased overhead 
due to sending of alarm messages and change threshold 
value at regular intervals. 
N. Jaisankar [23] has proposed a technique to find black 
holes in mobile ad-hoc network, and then discovers a trusted 
route between sender and destination. In this solution, every 
node stores a BIT table to detect blackhole.  
In [21], M. Y. Su has proposed a function ABM to identify a 
suspicious blackhole in MANET. 
J. Wang [14] has suggested a trusted path based on same 
attributes of mobile nodes of MANET for detection of a 
blackhole in DSR routing protocol. 
N. Bhalaji [22] has proposed a routing protocol ABDSR 
based on trust model where each node of MANET finds 
trust value of its neighbors to remove greyhole.  
H. Xia [12] has proposed a routing protocol TSR to find safe 
route by preventing grey hole and black hole attacks. 
K. S. Chavda [15] has proposed a method to find black hole 
node and gives a secure route by isolating black hole node. 

This method waits for route replies and compares 
destination sequence numbers of two route replies to detect 
blackhole. Then an alarm message is sent to neighbors about 
blackhole. 
A. Baadache [1] has proposed a technique based on 
authenticated end to end acknowledgement to detect 
blackhole by verifying accurate packets forwarding by 
intermediate nodes. 
D. Singh [8] has proposed a method ESTA to detect 
blackhole by using several paths existing between source 
and destination and cryptography. 
H. Xia [11] has proposed a routing protocol TeAOMDV to 
mitigate impact of blackhole and greyhole based on 
decentralized trust inference model. 
 
V. PROPOSED METHODOLOGY 
 
There are many routing protocols used in literature for 
MANETs such as DSDV, AODV, DSR etc. All the routing 
protocols perform effectively in MANETs, but these 
protocols are severely affected by packet dropping attack 
known as blackhole problem. In our work, we have done a 
modification in AODV reactive protocol. Our solution 
prevents the blackhole or packet dropping attack at the 
amount of increased overhead. To detect the malevolent 
node in MANET, we have used digital signatures. All the 
nodes of Ad Hoc network have valid digital signature. In 
AODV protocol, Source floods RREQ to all neighbors to 
find a route to receiver. If receiving node is one of these 
neighboring nodes, then it is fine. Otherwise, RREQ is 
broadcasted to intermediate nodes till destination is not 
found. Visiting node information is stored in node 
information column and number of nodes used in path in 
hop count column in RREQ packet header. Route with 
minimal number of hops is selected by destination. 
Destination sends RREP (route reply) and its header 
contains two columns where first column node id consists of 
id of nodes of selected route and 2nd

 

 column stores digital 
signature of every visiting node. When destination receives 
data, it compares digital signature of last node from its 
stored database. If there is match, then node is true one, 
otherwise it is faulty node. When faulty node is found, then 
information is sent to its neighbors. For the trueness of 
communicating nodes, we have used a session key based 
approach. In this approach when the communication is 
initiated a session key is initiated, this key is bound with 
node id and with a random hash value. In a attack free 
scenario, every node generates its session key and matches 
with the logic of session key generated and forwards to the 
next one. At the destination, session key is generated with 
destination id and with node which claims to be destined 
node. In an attack free environment, both key matches and 
communication continues as usual. But in case of blackhole, 
a node working as a black hole, consumes unintended 
packets but doesn't forward the packets further to any 
intermediate node in whole network and is treated as a 
destination. But in case of session key generation process, 
session key generated with destination node id, doesn't 
match with the malevolent node working. 

 
 
 



Dinesh et al, International Journal of Advanced Research in Computer Science, 8 (5), May-June 2017,452-457 

© 2015-19, IJARCS All Rights Reserved                    455 

A.  DETECTION ALGORITHM:  

 
as destination. So the node is treated as a blackhole and no 
further communication is continued with that node. For 
identification and prevention of black hole attack, we use 
key generation using digital signature scheme (Diffe-
Hellman) and BackTrace-AODV (BT-AODV) based 
approach in AODV to avoid the impairment is repeated till 
safe path is not found.  
 
B. BACKTRACE AODV (BT-AODV) ROUTING 
PROTOCOL: 
A problem with existing reactive protocols is that their route 
finding mechanisms are not worried regarding damage of a 
RREP message. Most of reactive protocols depend upon 
only one RREP message. The missing RREP message can 
deteriorate performance of reactive protocol in considerable 
amount. In our work, we suggest BackTrace-AODV which 
gives a best solution in comparison to reactive routing 
protocols in MANET. In BT-AODV, destination does not 
send one route reply message, but destination broadcasts 
backtrace route request to search source. This solution 
reduces route failure messages and will enhance 
performance of AODV. Lots of the reactive routing 
protocols such as AODV use only one route reply message 
to search route. But in high node movement situation, 
existing reverse paths can be lost and RREP message from 
destination to source node is missed. Hence source needs to 
send RREQ messages again. BT-AODV finds efficient 
routes on requirement using a back trace route finding 
technique. During route finding, destination and source 
plays similar role in sending control messages like AODV. 
Source sends a RREQ control message to destination and 
after getting RREQ control message, destination broadcasts 
a BackTrace request (BT-RREQ) to search source. After 
getting BT-RREQ message, source starts sending data 

packets to destination. In this way, BT-AODV stops a huge 
amount of transmissions of RREQ messages in RREP loss 
and hence reduces the traffic in the network. In our 
algorithm namely BT-AODV, RREQ packet will not change 
and it is like as AODV, but RREP packet must be changed to 
find route quickly. Hence, BT-AODV will enhance 
performance quality metrics (PDR and throughput) as 
compare to AODV with blackhole. 
 

 

Pseudo code of BT-AODV:  

The RREQ message contains information about destination 
address, source address, hop_count, broadcast_id, DSN. 
When source sends a new RREQ message, broadcast_ID is 
added by one. So, source address and broadcast_ID 
recognize RREQ packet. Source sends RREQ to its 
neighboring nodes. Then neighbors send RREQ to its 
neighboring nodes in the same way. When first RREQ 
message is received by destination, it produces backward 
request (BT-RREQ) and sends to its neighbors like source 
sends RREQ to search route.  
 
VI. EVALUATION METHODOLOGY: 
 
A. METRICS FOR EVALUATION  
Packet Delivery Ratio (PDR): PDR can be calculated as 
proportion of data packets collected by receiver to data 
packets which are sent by source. 
Throughput: Throughput ratio is defined as ratio of data 
packets received by destination to simulation time. 
 
B. SIMULATION ENVIRONMENT: 
For carrying out different simulations, we have used NS-
2.34[19,27] version of Network Simulator 2. NS2 can 
implement simulations of different routing protocols, but we 
have implemented AODV routing protocol at network layer. 
At the data link layer, IEEE 802.11 protocol has been used. 
At the transport layer, we have used the user datagram 
protocol. To measure the performance, proposed method has 
been performed by extensive number of simulation 
experiments. All the simulations have been done in flat 
space of 800m by 800m with a scattering of 30 to 100 
movable nodes. All the mobile nodes are having 250m 
transmission range. Using the setdest function, we have 
generated mobility model. All the three scenarios, that is,  
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      TABLE 1: Simulation Parameters 

 
Simple AODV, AODV with blackhole and AODV under 
attack with proposed methodhave been evaluated under 
same simulation parameters. Table 1 shows values of 
different simulation parameters. 

 
 

VII. RESULTS AND DISCUSSION 
 

The different Scenarios are tested by taking mobile nodes 
from 30 to 100 in mobile wireless ad-hoc network. To check 
PDR (Packet Delivery Ratio) and Throughput performance 
parameters, simulations have been done with varied number 
of mobile nodes 30,40,50,60,70,80,90,100.  
 

TABLE 2: Number of Mobile Nodes and Throughput 
 

 
 

Fig.5 & Fig.6 shows different graphs when number of 
mobile nodes are changing. We have examined from Fig.5 
and Table 3 that packet delivery ratio is dropped by 83.45% 
under black hole (BH) attack. When our proposed technique 
is used under black hole attack, PDR has improved by 
25.45%. Also, we have examined from Fig.6 and Table 2 
that AODV protocol’s throughput is dropped by 91.46% 
under BH (black hole) attack. But when our proposed  

 
TABLE 3: Number of Mobile Nodes and PDR 

 
 

 
 Fig.5: PDR Vs Number of Mobile Nodes 

 
 

 
 Fig.6: Throughput Vs Number of Mobile Nodes 
 
technique is used under black hole attack, throughput has 
gone up by 30.8%. 
 
VIII. CONCLUSION AND FUTURE SCOPE: 
 
Blackhole is a serious damage to functionality of AODV 
protocol. The results of different simulations tell that there is 
a serious damage on the AODV routing protocol 
performance. We have proposed a technique based on key 
generation by applying Diffe_Hellman for detection and BT-
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AODV for prevention of  blackhole. We can easily conclude 
that AODV protocol performance has been reduced in the 
existence of blackholes and our proposed technique has 
been effective in performance metrics namely throughput 
and PDR under the blackhole. This approach proves quite 
effective when network size is small, but it does not perform 
effective with large size networks. As the results of 
simulation shows that detection and prevention occurs quite 
effectively with small networks. In future, our approach can 
be expanded to meet with the requirements of large sized 
networks. 
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