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Abstract: Mobile ad hoc network (MANET) technology spreads widely in these days. It is suitable for environments that need on fly setup. A lot
challenges come with implementing these networks. The most sensitive challenge that MANET faces is the security issue. Traditional Public
Key cryptography (PKC) and Identity based Cryptography (IBE) are slow and not suitable for these environments because of the nodes
resources limitations. This paper is going to discuss the security of MANET using the PKI schemes in an efficient way. In this paper we have
presented a new algorithm that will extend the drawbacks of PKI technique and make the network much secure and reliable for small and larger
scale networks. Keys and certificates have to be issued to each node (trusted), neglecting malicious nodes on the track and finding the valid route

to transfer the data.
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L INTRODUCTION

Today Mobile Ad hoc network (MANET) is being used
in very sensitive missions such as military operations for
achieving connectivity between soldiers. It is also being
used to help in avoiding accidents and traffic jams in the
road transportation system. Because of its mobility features,
it is very challenging to keep such a network secure. There
are three main mechanisms being used to secure MANET
and they are prevention, detection and response
mechanisms. Prevention mechanism is used to secure
network against external attacks, where it can be achieved
by authenticating users and nodes and by securing routing
protocols used to create routes between nodes. Detection
and Response mechanisms are used to secure network
against internal attacks. This can be achieved using intrusion
detection systems. This paper focuses on the authentication
mechanism to secure MANET against malicious external
attackers.

This paper is organized as follows. Section II presents
an overview of recent work on ad hoc network security.
Section III describes the problems with PKI in ad hoc
routing protocols. Section IV presents our approach using
modified PKI to secure ad hoc routing Algorithm. Finally,
section V offers concluding remarks.

1I. BACKGROUND

This section presents some of the previous researches
done in the authentication field for MANET. Several
proposed ad hoc routing algorithms, for example [1], [2],
[31, [4], [5], have security vulnerabilities and exposures that
easily allow for routing attacks. Numerous solutions have
been proposed for providing a secure and reliable
certification authority in ad hoc networks [6], [7], [8], [9].
We divide the authentication schemes into two types: PKI-
based and Identity-based authentication schemes.

A. PKI-based authentication schemes
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Many researchers have been done in order to find a
reasonable solution for authenticating MANET nodes using
the PKC system. MANET does not have infrastructure. Any
node may fail or go out of range at any time. Therefore

MANET cannot depend on any central entity. Each
node has a part of the responsibility in the authentication
process. It is suggested to distribute the CA to a set of n
nodes [10].

These nodes share the keys management responsibility.
They are called "servers”, and they work together to do the
cryptography operations. Researchers in [10] also specified
a threshold for the number of servers that should be
available to do the cryptography operation successfully.
This concept is called "Threshold Cryptography.
Researchers [11] proposed that any node joining the
network can act as a server node to reduce the load on the
existing servers. According to [12], using a large number of
nodes as servers makes the system vulnerable to Sybil
attack. Researchers [13] proposed using a partial revocation
certificates. That network Revocation certificate is build by
gathering the partial revocation certificates built by the
network nodes.

Researchers in [14] proposed using clusters where in
each cluster there is a Cluster Head that controls the
authentication process. Researchers in [15] proposed using
some nodes as Temporary Certificate Authority to increase
the availability of the authentication service. These nodes
are called TCA (Temporary Certificate Authority). This
scheme causes overhead because of the large number of
authentication messages transferred between nodes.

B. [Identity-Based Public Key Cryptography (ID-PKC)
Authentication scheme

[a] Introduction about ID-PKC: According to [16], keys
and certificates management is one of the difficulties
faced when using the Public Key Cryptography. One of
the solutions to that is by using the Identity-Based
Public Key Cryptography. The main idea is to use
identity information (such as email address) as a public
key. According to [17] Private Key is generated by the
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TA (Trust Authority) using the node public key and a
master secret and system parameters. The master secret
is hold by the TA. This private key is used for
decrypting and signing messages.

[b] PKC versus ID-PKC: Researchers compared the PKC
system and the ID-PKC system. They focused on the
following points in their comparison:

[i] Easiness of implementation: ID-PKC is more suitable
for the sender to implement. It is enough for him to
know the identity of the receiver to generate his public
key information. While in PKC, the sender needs to
authenticate the receiver’s public key by a third party.

[II] Risks of compromising: The results of compromising
CA or TA give PKC an advantage over IDPKC. If CA
is compromised, the past encrypted traffic is still secure.
In the other hand, if TA is compromised and the master
secret key is stolen, then the attacker knows how keys
were generated, thus the attacker can decrypt all the
past encrypted transferred information.

[iii] Keys generation In PKC: Public Key is generated at the
same time as the private key by the owner or the CA,
and the private key is generated by the client or the CA.
On the other hand, in ID-PKC, public key can be
generated any time by any client, and then the receiver
should get the corresponding private key by the TA,
when the private key is generated by the TA using a
master key. This makes the system vulnerable to the
key escrow attack. To defend against this attack, It has
been suggested [18] that using the (k, n) threshold
cryptography technique to distribute the master key
shares among n nodes that represent the TA service.
Each node of the distributed TA service computes the
partial private key of any node based on its identity.

[c] Threshold in Identity-based key management system: A
mechanism that has been proposed [19] depended on
the threshold cryptography concept. They suggested a
distributed key generation component which produces
the network master keys pair shares to each node in a
distributed way. There is one public/private key pair for
the entire network called Master Key (PK, SK), where
PK is known to all nodes. On the other hand, SK
(Master Private Key) is shared by n nodes. In <k, n>
system, any k nodes can generate SK jointly. However
any (k-1) nodes are not capable to do so. Each node
uses its identity information as a public key. It sends a
request to the distributed key generator component to
obtain the corresponding private key. To compute the
master key, it is separated into multiple shares and
distributed into n nodes, thus there is no need for a
trusted third party [1]. When two nodes need to
communicate, the source node generates a secret
sharing (session key) using its private key and
destination node’s public key. The destination node
computes the secret key, using its private key and the
source node’s public key. This session key is used as a
symmetric key for encryption and authentication.

II1. PROBLEMS WITH PKI

A. Limited assurance provided in reality

[a] CA’s generally protected in case of failure
© 2010, IJARCS All Rights Reserved

[b] What certificate assures (usually)
B. Private-key insecurity

C. Technical and Implementation difficulties

[a] Assumption of global namespace

[b] Difficulty in detecting key compromise

D. Particular message was generated by an entity that
had available to it a particular private key.

E. CA that provided the certificate, at some time in the
past, had grounds for believing that that Private Key
was associated with a particular entity.

F. Private Key is now available to other entities as well as
the entity to which it purports to be 'bound’;

G. Private Key invocation that gave rise to a particular
message was performed with the entity's free and
informed consent.

Iv. APPROACH USING MODIFIED PKI

An extended security in Mobile Ad hoc Network with
modified PKI consists of a preliminary certification process
followed by a route instantiation process that guarantees
end-to end validation. The protocol is simple compared to
most non-secured ad-hoc routing protocols. Route discovery
in an extended security in Mobile Ad hoc Network with
modified PKI is accomplished by a broadcast route
discovery message from a source node which is replied to
unicast by the destination node, such that the routing
messages are validated at each hop from source to
destination, as well as on the reverse path from the
destination to the source. Thus it enhances the functionality
of the PKI.

Step 1: Creation of a random Ad hoc network: A random
Ad-hoc network at a given instant of time is created
depending on.

[a] The total no of nodes in the Ad-hoc network.

[b] The communication range of each node.

Figure 1: Node Distribution in Network

Step 2: Finding the neighbors of each node: Each node in
the ad-hoc network has some neighbors with which it can
communicate directly. Each of these neighbors lies within
the transmission range of the node. If the distance between
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two nodes is greater than the transmission range of the
nodes then the two nodes cannot communicate directly and
are not neighbors. On the other hand, if the distance between
two nodes is lesser than the transmission range of the nodes
then they are neighbors.

Table I: Neighbor nodes
NODE NEIGHBOR

No neighbor

No neighbor

No neighbor
5

4,6,7,8
5,7

5,6.8

8 5,7

For example, for the network shown in above figure: 1

and the neighboring nodes of each node are given in above
table: 1.

~N| N | B W N =

Step 3: Certification: Assigning certificates to the nodes by
an extended security in Mobile Ad hoc Network with
modified PKI requires the use of a trusted certificate server
T, whose public key is known

0==0, 0—0 O—O—0—0
& N N/

Figure 2:

Assigning certificates to nodes to all valid nodes.
Before entering the ad hoc network, each node must request
a certificate from T. Each node receives exactly one
certificate after securely validating their identity to T. In the
program it is assumed that all the nodes have validated their
identity to the trusted server T. Thus all nodes receive a
certificate from T.

Step 4: Discovery of all routes to the destination: Once
certificates have been assigned to the nodes, the valid route
from the source node to the destination node is found out.
The source node begins route instantiation to destination by
broadcasting to its neighbors a route discovery packet
(RDP). The RDP includes a packet type identifier (RDP),
the IP address of the destination (IPX), source node’s
certificate (cert A), a nonce NA, and the current time t, all
signed with source node’s private key. When a node
receives an RDP message, it sets up a reverse path back to
the source by recording the neighbor from which it received
the RDP. The receiving node uses source node’s public key,
which it extracts from source node’s certificate, to validate
the signature and verify that source node’s certificate has not
expired. The node signs the contents of the message,
appends its own certificate, and forward broadcasts the
message to each of its neighbors. Upon receiving the RDP,
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the neighbor’s of the transmitting node validate the
signature with the given certificate. They remove the
transmitting node’s certificate and signature, records the
transmitting node as their predecessor, signs the contents of
the message originally broadcast by the source, appends
their own certificate, and forward broadcasts the message.
This process continues until the RDP reaches the destination
node.

Figure 4: Replying to each RDP

Step 5: Finding the valid route between the source and the
destination nodes: The valid route in an extended security
in Mobile Ad-hoc Network with modified PKI is the route
from which the first RDP packet is received by the
destination. The destination, replies to the first RDP that it
receives at a source and a given nonce. There is no
guarantee that the first RDP received traveled along the
shortest path from the source. An RDP that travels along the
shortest path may be prevented from reaching the
destination first if it encounters congestion or network delay,
either legitimately or maliciously manifested. In this case,
however, a non-congested, non-shortest path is likely to be
preferred to a congested shortest path because of the
reduction in delay.

Step 6: Evaluatin the effect of the malicious node presence
on the Ad hoc network route discovery: 1t is supposed that a
given node in the network is a malicious node’s or can
introduce an additional node in the network which is
malicious. Then on route discovery using an extended
security in Mobile Ad hoc Network with modified PKI this
malicious node would not be a part of the valid route.

V. CONCLUSION

This research presented a new authentication solution
for MANET. This scheme gathers the robust security
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features of PKI with techniques to enhance the speed of the
network achieving an extended security with modified PKI
algorithm. Traditional routing algorithms fail to provide
security, and rely on an implicit trust between
communicating nodes. The technique will be very beneficial
in PKI framework, not only secure but also when network
get scaled .The server will track all nodes and their position.
If malicious node is entered, the Path is changed by tracking
neighbor nodes & finds the valid path that will be secure.
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