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Abstract: In this articles we show how implemented one time security encryption scheme is more lucid , effective , However it is more complex in
nature of attacker view. The one-time pad encryption scheme itself is mathematically unbreakable. (see Claude Shannon's “Communication Theory
of Secrecy Systems"). Therefore, the attacker will focus on breaking the key instead of the cipher text. Random key stream can be used to create
lifetime supply of keys for one time pads. Here we provided the practical approach that you can use to set up your own one-time pad encryption.
Permutation techniques can be used in conjunction with other technique includes substitution, encryption function etc. for effective performance.
The goal of this article to show how the one-time pad encryption technique can be achieved including complement approach technique.
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I. INTRODUCTION

Computer tend now a days to be organized in large net-
works connected to Internet, and are used in an increasing
number of sensitive applications, such as online banking and
shopping , control of hardware installations and public infra-
structure . Meanwhile ,as more and more critical tasks are de-
legated to computers, computer security becomes a matter of
first importance, hence the interest of understanding what eve-
ryday practical computer security consist.

The Network security is concerned with the security of in-
formation.[Good security means that the system and users are
protected from attacks originating from inside the network just
as well as they from outside attacks. ] Security- guarding
against interference by entities external to a system. The main
aim is to protect the information, which are sent from one
computer to another computer through network. The informa-
tion security is defined as follows.

Information security = Confidentiality + integrity + avail-
ability + authentication

There can be no information security without confidential-
ity. Confidentiality ensures the unauthorized users do not inter-
cept, copy or replicate the information. The integrity is neces-
sary so that the accurate information can flow over the network
The information security is also required during the retrial of
the data. The users should be authenticated to retrieve data and
the information is not secure without authentication.

There is no such thing as a completely secure computer
network. The nature of a network is to allow communication.
Any communication can fall into the wrong hands. The pur-
pose of this guide is to help you secure your network without
putting a halt to its use and put in place the safeguards to detect
when your security is breached.

Today’s corporate networks are complex and diverse. They
connect mainframes, minis, PC’s, LAN’s and peripherals over
ever-widening geographic boundaries. This diversity, both
technically and geographically, means that devising an effec-
tive corporate-wide security plan involves adapting security
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techniques and procedures from the various systems currently
incorporated in your company. Control access to your network
and all its related parts. (This means terminals, switches, mo-
dems, gateways, bridges, routers, even printers)

A. Objectives of Network Security

Ensure that any message sent, arrives at the proper destina-
tion.

Ensure that any message received was in fact the one that
was sent. (nothing added or deleted) they refer to as Minimal
Security Functional Requirements for Multi-User Operational
Systems. The major functions are listed below.

Protect information in-transit, from being seen, altered, or
removed by an unauthorized person or device.

Any breaches of security that occur on the network should
be revealed, reported and receive the appropriate response.

Have a recovery plan, should both your primary and back-
up communications avenues fail.

Network security is the effort to create a secure computing
platform, designed so that agents (users or programs) cannot
perform actions that they are not allowed to perform, but can
perform the actions that they are allowed to. The actions in
question can be reduced to operations of access, modification
and deletion. Network security can be seen as a subfield of
security engineering, which looks at broader security issues in
addition to network security.

B. One Time Pad

One well known realization of perfect secrecy is the One-
time Pad, which was first decscibed by Gillbert Vernam in
1917 for use in automatic encryption and decryption of tele-
graph messages. It is interesting that the One-time Pad was
thought for many years to be an “unbreakable” cryptosystem,
but there was no mathematical proof of this until Shannon de-
veloped the concept of perfect secrecy over 30 year later.

We can only talk about OTP if four important rules are fol-
lowed. If these rules are applied correctly, the one-time pad can
be proven to be unbreakable (see Claude Shannon's "Commu-
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nication Theory of Secrecy Systems"). However, if only one of
these rules is disregarded, the cipher is no longer unbreakable.
1. The key is as long as the plaintext.

2. The key is truly random (not generated by simple computer
Rnd functions or whatever!)

3. There should only be two copies of the key: one for the
sender and one for the receiver (some exceptions exist for mul-
tiple receivers)

4. The keys are used only once, and both sender and receiver
must destroy their key after use.

For practical application, the key used for one time pad ci-
pher is a string of random bits, usually generated by a Crypto-
graphically Strong Pseudo-Random Number Generator. How-
ever for ultimate security, it is suggested to generate the key by
using the natural randomness of quantum mechanical events,
since quantum events are believed scientifically to be the only
source of truly random information in the universe.

If the key is truly random an XOR operation based one —
time pad encryption scheme is perfectly secure against cipher
text-only cryptanalysis.

We come to the point that if the hackers do not know the
sender or receiver key, then the one time pad encryption
scheme is 100 % secure.

A one-time pad is essentially a pad of paper on which each
page has a unique set of random letters. The sender and re-
ceiver have identical pads. Each letter on the pad is used to
determine a single letter of the enciphered message. Since the
letters on the pad are random, there is no formula that can be
determined by studying the letters. Assuming that the pad is
not compromised, and each page is used only once, then the
OTP system is unbreakable. One-time pads are "information-
theoretically secure" in that the encrypted message (i.e., the
cipher text) provides no information about the original message
to a cryptanalyst (except the length of the message). This is a
very strong notion of security first developed during WWII by
Claude Shannon and proved, mathematically, to be true of the
one-time pad by Shannon about the same time. His result was
published in the Bell Labs Technical Journal in 1949. Properly
used one-time pads are secure in this sense even against adver-
saries with infinite computational power.

Il. METHODOLOGY

Platext | Encryption | Ciphertest | Decryption 'Orgimlplamtexr

algorithm algerithm
Encryption key Decryption key

In this article we consider the basic fact of one time pad
encryption scheme with little bit concept of 9’s complement is
added and then evaluate the scheme. Here we use concept like
key size must be same as long as the plaintext. Key must be
truly random and at last keys are used only once, and both
sender and receiver must destroy their key after use. Here we
first create the chart for alphabet 1-26 that shown in Table-1
and then take the decimal equivalent value of the text message
from table then take the 9’s complement of decimal value ,
convert the 9°’s complemented decimal value in to 6 bit binary ,
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generate the random number key , then after apply EX-OR
properties , [i.e. 1-1=0, 0-0=0 and 1-0=1,0-1=1] after ex-oring
take the 1’ complement of result , after that convert the com-
plement value into decimal digit, if digit value is more that 26
then subtract the value form 26 and write equivalent alphabet
which is the encrypted message sent to the recipient, then re-
cipient apply reverse process and get the plain text .

Table-I
Alphabet Number Binary 6 bit Eq. Decimal Value
A 1 000001
B 000010
C 3 000011
D 4 000100
E 5 000101
F 6 000110
G 7 000111
H 8 001000
| 9 001001
J 10 001010
K 11 001011
L 12 001100
M 13 001101
N 14 001110
0 15 001111
p 16 010000
q 17 010001
r 18 010010
S 19 010011
t 20 010100
u 21 010101
v 22 010110
w 23 010111
X 24 011000
y 25 011001
z 26 011010
111. ALGORITHM
Steps:

1 Consider the Plain text

2. Take decimal value of the text message from table

3. Take 9’s complement of the decimal value

4. Convert 9’s complemented value into 6 bit binary.

5. Apply 6 bit key

6. Apply property of X-OR

7. Take the 1’s complement of resulted X-OR

8. Convert X-OR resulted value into decimal. If decimal val-
ue is more than 26 subtract it from 26 and then write
equivalent alphabet from table shown.

9 Write equivalent alphabet [Which is encrypted text ].

10 Send encrypted text again converted into 6 bit binary
from table

11 Apply the same key and X-OR Properties.

12 Take the 1’s and 9’s complement

13 Convert into equivalent alphabet which is not but the
plain text.

IV. IMPLEMENTATION AND ANALYSIS

Here we consider one simple example for wide under-
standing.

50



Sharad Patil et al, International Journal of Advanced Research in Computer Science, 1 (2), July-August 2010, 49-51

Encrypted Process from Sender Side :-

Take the example here as a plain text GOD

G 0] D

Decimal equivalent from table G=7, O=15and D=4
Take the 9’s complement i.e. 9-7=2,9-1 =8, 9-5=4 and 9-4 =5
So 2 8 4 5
Convert 6 bit binary and apply 6 bit key
6 bit 000010 001000 000100 000101
Key 101010 101010 101010 101010

X-OR 101000 100010 101110 101111

v 010111
Complement

011101 010001 010000

Decimal 23 3 17 16
Equi.

Alphabet

From

Table w c q p
Encrypted textis WCQP of GOD

This encrypted text WCQP is send to the recipient

B] Decrypted Process from Recipient Side
w c q p
010111 011101 010001 010000
Key 101010 101010 101010 101010

X-OR 111101 110111 111011 111010
1’s

Com- 000010 001000 000100 000101
plement

Deci 2 8 4 5
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Equi.
Take 9’s
Comple. 7 1 5 4

ie 7 15 4
G O D [ Which is plaint text ]

V. CONCLUSION

This scheme is more lucid for user point of view but
very difficult for attacker point of view. Here we are using 9’s
and 1’s complement for making more complexity for attacker
side , so attacker could’t find as well as not guessing the
plain text easily. so this scheme is more applicable for sensi-
tive application , Again the key is used is same as well as
different for all text so it is beneficial for user from both side.
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