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Abstract: Using cloud storage, users can remotely store their data and enjoy the on-demand high-quality applications and services from a shared
pool of configurable computing resources, without the burden of local data storage and maintenance. However, the fact that users no longer have
physical possession of the outsourced data, that makes the data integrity protection in cloud computing a formidable task, especially for users
with constrained computing resources. Integrity checking becomes an imperative to secure data in a cloud environment. Many of existing
protocols reveals client’s sensitive data by sharing the encryption and decryption keys with the cloud server. The proposed work draws
conceptual cloud architecture by adopting an encryption algorithm with dynamic small size key to ensure the security and data integrity. It
involves a third party broker. The broker takes the client request and encrypts the client’s information for ensuring the security, partitioned into
multiple segments based on the remaining dynamic storage capacity presents in the VMs of the cloud storage server and store these encrypted
segments of the client’s file on the corresponding VMs of cloud storage providers. It then generates the hash values of the encrypted data
segments and stores these values in database manager for the purpose of Integrity Checking. In the existing method the encryption algorithm
takes more memory space and time taken for division operation, storing the remainder and quotient in result is also high. My proposed method

reduces the memory space and time taken for encryption of data.

Key terms: encryption, decryption, cloud storage, Brokers

. INTRODUCTION

Nowadays storing the data in remote servers (cloud
environment) becomes natural and also essential.

Cloud is a large shared resource pool and the users
move towards them with respect to their needs. It offers
amenities for data storage, data access and other
computational capabilities in a reliable manner. But, security
becomes the major concern for both cloud service provider
and the clients who are using the cloud resources.
Meanwhile, it reduces the overhead of cloud users in
maintaining their crucial data in a secured manner. But in
those cases, the provider must ensure that their infrastructure
is secure enough to protect client’s data and its applications
and the customer on the other hand, must be able to attest
that the provider has taken proper security measures to
protect their crucial information. Although cloud
architecture has its own security, Integrity is the core
process to ensure storage security in cloud. In case of
compromise by service provider at any cost, entrusting
cloud side is of no use. Also at the same time, data must not
be tampered by cloud server. Many works has been
proposed by keeping the decryption algorithm in server side.
Since there exist an environment where the remote server
can’t be trusted, it is necessary to assure that the data has not
been tampered with.

The proposed system ensures the integrity of the
client’s information at the cloud sites with a trusted third
party called a cloud broker.
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1. RELATED WORK

Somani et al. [5] assess cloud storage and ensure
Security by implementing digital signature with RSA
Algorithm. Digital signature is used to ensure both

Sender and recipient that the message was only from
Trusted party and that it were not altered in transient.

The task of allowing a third party auditor (TPA) on
Behalf of the cloud client is considered in [3], to verify the
integrity of the data stored in the cloud. It ensures remote
data integrity by constructing Merkle hash tree for block tag
authentication. To reduce heavy computational overhead at
both client and the provider side, Sunil et al [6] proposed a
approach that combines Diffie-Hellman key exchange
protocol with Cryptography to protect user’s outsourced
data. Here, data owner encrypts data files along with
capability list before storing in cloud. To be noted, Service
provider is unable to see the original file because the
symmetric key is shared only between data owner and users
in capability list. Sravan kumar et al. [17] modeled a method
of proof for checking the correctness of user’s sensitive data
by adopting the use of Meta data. Meta data is created using
randomly selected bits from original data file and is
appended in an encrypted form to be stored on cloud.

Whenever verifier wants to check integrity, he throws a
challenge by specifying block number and its corresponding
Meta data and finally decrypted for proof of correctness. In
addition of providing threshold for retrieving meaningful
data among distributed cloud servers, yashaswi singh et
al.[4] defines another threshold which states that at least ‘q’
number of providers among ‘p’ providers (where p<q) must
take part to retrieve a meaningful information. Cost also
minimized for storing data among distributed servers. Main
idea behind the proposed design of cong wang et al. [10] is
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that the user would not only able to audit the storage but
also detects the locality of the error i.e., identity of
misbehaving servers. Comparison of pre-computed tokens
with received response either guarantees the integrity or
identifies the malicious server.

Qin Liu [18] gave a scheme for Hierarchical Identity
based encryption algorithm which enables higher level users
to share the storage data efficiently with lower level users.
The file is encrypted only using public keys of intended
recipients and stored in server. Number of authorized public
keys is also taken as input for encryption algorithm. Syam
kumar et al. [7] rely on pre-computation of verification
token using sobol sequence for ensuring cloud data security.
For a random set of blocks, token is generated and stored
locally. Whenever user challenges cloud service provider, it
computes a signature which is verified over the tokens
stored locally by users. Zhang lianhong et al. [8] designed a
scheme for data integrity check based on RSA security
assumption by combining Identity based cryptography and
Digital signature. Here, data is divided into blocks of
variable size and those block tags are authenticated for
integrity check instead of original data blocks.
P.Varalakshmi and Hamsavardhini Deventhiran [19]
designed a scheme for Integrity Checking using encryption
algorithm. Here the broker encrypts the data and divides
encrypted data into segments, then generates hash values
and stores values into database manager for verification of
data integrity.

1. PROPOSED SYSTEM

The proposed system comprised of three entities, A
trusted third party called a cloud broker, clients and Cloud
Storage Service providers as shown in fig 1.

Clients of the cloud may be individual customers and
any organization that have data to be stored in the cloud and
rely on the cloud for data computation and its security
maintenance. Mainly they store encrypted data in the remote
server and to ensure security it queries the data through the
broker for integrity checking.

The storage servers stores client’s sensitive data in
encrypted form and is considered to be un-trusted entities. It
provides significant resources and expertise in managing
cloud storage servers.

The broker acts as an interface between cloud storage
server and client. Request Handling and Integrity Checking
is done at this side. It is considered to be a trusted entity to
assess and expose risk of cloud storage services on behalf of
the clients upon request.

The Broker entity comprised of:

a partitioner,

encryptor,

decryptor,

hash key generator,
verifier and

Local database manager.

~® o0 T

A. Client’s Data Storage Steps:

a. The client’s storage requests of files are sent to the
request handler at the broker side and are queued at
the encryptor.

b. The files are then encrypted using encryption
algorithm and sent to the partitioner.

c. Partitioner monitors the current remaining virtual
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storages present at various VMs at the cloud
storage servers. Based on this remaining storage in
VMs, the client files are taken and partitioned into
multiple segments.

d. The segments are then given to the hash key
generator to generate the hash key for those
segments and returned to partitioner.

Hash value of the encrypted segment is generates with SHA
algorithm as follows.
Hash value=SHA(encrypted segment)

The details like the identity of client’s file(Fid), hash
key(HK) generated for those encrypted segments,
corresponding VM’s IP address in which the encrypted
segments are stored, and the sequence number of those
encrypted segments(ES) are stored in the database, which is
managed by the database manager(DBM). These details are
required for the integrity checking of the clients’
information which is managed by the database manager at
the broker site.

B. Client’s Data Retrieval Process:

When the clients want to retrieve the file from the cloud
storage provider,

a. It will send the retrieval request to the request

handler in the broker site.

b. The request handler will send this retrieval request
to the verifier module of broker.

c. Verifier in turn with the identity of the client’s file,
retrieve the corresponding details from the database
and send the retrieval request to the respective
VMs.

d. It will generate the hash key of that encrypted
segments which is retrieved from VMs once again
and compare it with already stored hash value.

e. If all segments are matched, the verifier concludes
that the file is intact.

f.  Then it combines all the encrypted segments of that
file based on the sequence number. Then, it
decrypts that combined file using reverse of
encryption algorithm and send it to the client.

g. |Ifthereis any mismatch for the newly calculated
hash value with originally stored hash value, the
verifier concludes that the file got compromised by
the corresponding VM and the same information is
sent to the client.

Here, the verifier module finds the part of the client file
is get compromised by the corresponding VM and send the
same information to the client.

In encryption algorithm [2], dynamic 4-bit key size is
used and different 4-bit keys are used for different
characters in the plain text. Algorithm can encrypt and
decrypt the large data since there will be no increase in key
size. Even though any one key is identified in encryption,
other keys cannot be identified because of using different 4-
bit keys for different characters rather than choosing only
one 4-bit key and adding one to initial key. Security is also
enhanced by encrypting secret key by using 4-bit shared
key. In order to extract the secret plain text from the cipher
text, first the secret key has to be decrypted by using shared
key and then the character should be decrypted by using that
secret key. In encryption after decrypting all the characters,
plain text will be found.

Choosing the optimal bit size for keys in encryption and
decryption algorithm is necessary for the efficient
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computation of the algorithm. If the bit size of the key is
very large, the complexity of the algorithm is increased.
This also increases the cost of the encryption and decryption
algorithm. In many encryption and decryption algorithms
the key size is very large. In [1], the dynamic 4-bit key is
used for encryption and decryption for small amount of data.
In encryption algorithm, 4-bit key size is used for encryption
as well as decryption. 4-bit Randomizer is used in this
algorithm which returns the random value from 10 to 15 i.e.
from 1000 to 1111 for encrypting the characters and same
key has to be used for decryption since it is a symmetric
algorithm. So only 4-bit key size is used throughout the
algorithm but different keys are used for characters in the
plain text by using 4-bit Randomizer. Hence, the algorithm
is used to encrypt and decrypt the large amount of data with

small key size in efficient and
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Figure 1. Proposed System Architecture

Encryption algorithm is given below:
A key value that varies from 10 to 15 is chosen.

a. The generated value is converted into binary value in 4
bits which is the secret key for encrypting a character.

b. The ASCII value for the character is computed in the
plain text and the ASCII value is converted to binary
representation in 8 bits.

c. Left circular shift operation is performed for n (the
value generated in Stepl) times on the binary
representation of ASCII value

d. Apply the XOR operation on the result from step 4 by
the secret key.

e. The result after the XOR operation is 8-bit cipher
text for a character.

f.  The 4-bit key is represented in 8 bits.

Again left circular shift operation is performed on
these bits.

h. The resulting bit is performed XOR operation with
another 4-bit secured key.
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i.  The result after the XOR operation is 8-bit cipher text
for the Secret Key.
J-  16-Bit cipher text is formed by using 8-Bit Cipher text
for secret key and 8- bit cipher text for the character
The above algorithm is repeated for encrypting the
whole file. And this algorithm is reversed to decrypt
characters from the cipher text.

(AVA IMPLEMENTATION AND RESULTS

Eucalyptus users interacts via client tools with the
Eucalyptus cloud have a variety of features for
Implementing, managing and maintaining collection of
virtual resources such as network, storage and machines. It
is an open source framework and is used in order to set up a
cloud environment. It can be installed on any Open Source
OS from source or by using binary packages. To initiate the
cloud setup we have to start eucalyptus services on both
front end and back end. Xen is a hypervisor which allows
several guest operating systems to execute on the same
computer hardware concurrently. Xen systems have a
structure with the Xen hypervisor as the lowest privileged
layer. Abowve this layer, the hypervisor schedules one or
more guest OS, across the physical CPUs. The first guest
operating system, called "domain 0"(domOQ), boots
automatically when the hypervisor boots and receives
special management privileges and direct access to all
physical hardware by default.

Installation of xen in node controller allows controlling
the hypervisor via HTTP from local host. It needs to be
synchronized while running the eucalyptus. To enable a VM
image as an executable entity, user must add a root disk
image, a kernel/ramdisk pair to Walrus and register the
uploaded data with Eucalyptus.

The proposed system is tested with 50 files varying the
size of the files from 10K to 5MB. Fig 2 shows the
encryption time of our encryption algorithm varies with
increase in file size from 10KB to 5MB compared with
already existing RSA algorithm. The graph shows that the
encryption algorithm gives better encryption time compared
to RSA even for large size files.
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Figure 2. Encryption Time Taken By encryption Algorithm Compared With
RSA

The content of 10 files are modified(corrupted) with
10%, 20%, 50% and 100% in the proposed system. Fig 3
shows the time taken by the existing algorithm and the
proposed algorithm to detect the compromise of the clients’
files.

72

Two day National Conference on Innovation and Advancement in Computing
Organized by: Department of 1T, GITAM UNIVERSITY Hyderabad (A.P.) India
Schedule: 28-29 March 2014



[1.

[21.

[3].

(41

[5].

B. Srinuet al, International Journal of Advanced Research in Computer Science, 5 (4), April 2014 (Special Issue), 70-73

% of corruption
1800

1600 -
1400

%

z /

Elzuu /

o 1000 .

2 /( == (SCA

g %0 /I’/ —B-R5A
M

5 600 /-é-—"‘""‘

E 100 —!,/

200

10 20 50 100

Figure 3. Time Taken To Detect conciliation With ncryption and RSA

It is obvious from the above graph that encryption
algorithm vary linearly with increase in percentage of
corruption compared to the existing algorithm.

V. CONCLUSION

The proposed system provides a better integrity
checking with the help of the trusted third party, a cloud
broker with the encryption algorithm. Storage security is
highly enhanced since only the encrypted data is stored at
cloud sites and the client even doesn’t get the whole file
without the knowledge of the Database manager which is at
broker side. The performances measures such as encryption
time and time taken to detect corruption are reduced and
shown with encryption algorithm for a cloud environment.
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