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Abstract : In this article, we will present new challenges to the cloud computing, namely reliability, security and privacy. Cloud Computing is
often marketed as an efficient and cheap solution that will replace the client-server paradigm. The paradigm shift involves/results in the loss of
control over data as well as new security and privacy issues. For this reason caution is advised when deploying and using Cloud Computing in
enterprises. With Cloud Computing rapidly gaining popularity, it is important to highlight the resulting risks. In this paper new security and

privacy issues will be addressed and potential solutions will be discussed
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. INTRODUCTION

“Cloud Computing”, a novel computing model for
large-scale application, has attracted much attention from
both academic and industry. Cloud computing provides
scalable deployment and fine-grained management of
services through efficient resource sharing mechanism.
There seems to be no area of ICT that is not affected by
Cloud Computing. As cloud computing continues to roll
over the landscape, many enterprise IT organizations still
struggle to resolve issues exist with reliability, security and
privacy of Cloud Computing.

Cloud computing offers a compelling business model
for information services. “Cloud Computing” is not just a
computation model allowing us to break the technical
restrictions of computation. It also establishes a new kind of
business models and merges related technologies together
into a single term [1][2][3].

Essential characteristics of cloud computing include on-
demand self-service, broad network access, resource
pooling, rapid elasticity and measured service. To achieve
some of above features, a distributed storage system plays a
vital role in cloud computing. Google said “The Data Center
Is the Computer [4].” As we know, information must be
stored in some sort of recording devices such as memory,
hard disk, tape, and cache so that they can be reused or
queried in future. Without reliable distributed storage
system, cloud computing cannot provide reliable service to
USers.

Reliability of distributed data storage, including 1/O
performance [5][6] and security [7][8][9][10][11], had been
studied in decades. Although people had developed much
more concrete sense in security and hardware had become
more powerful, many problems still lie in the reliability of
cloud computing. Due to the new computation model,
traditional solutions to achieving high reliability may not be
appropriate for modern applications in cloud computing. In
this paper, we focus on three important features of
distributed storage: 1) capability/reliability of distributed
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storage, 2) information security in cloud computing and 3)
privacy in cloud computing.

1. CLOUD SERVICE RELIABILITY

Cloud Service Reliability is defined as the probability
that a cloud service under consideration can be successfully
completed for a user in a specified period of time. Two type
of failure will more or less affect this probability to provide
a successful service.

(a). Request Stage Failures: Overflow and Timeout.

(b). Execution Stage Failures: Data resource missing,

Computing resource missing, Software failure,
Database failure, Hardware failure, and Network
failure.

The reliability of individual element can be obtained
from

R(element,) = exp{- A(element,) . T,y (element,)}

Which is more realistic and practical than other
conventional methods [12] assuming the reliabilities of
elements (nodes and links) are constant, (e.g. a node is
always 90% reliable, regardless of how long it works). In
fact, the reliability of individual element is affected by
various conditions such as failure rate, amount of data,
bandwidth, operation time, etc.

a. New Evaluation Algorithm:

The conventional algorithms have one or some of the
following assumptions that are not applicable to evaluate the
reliability given the above new model: 1) the network
topology is made up of physical nodes/links without
considering the virtual nodes/links; 2) the operational
probabilities (reliabilities) of nodes or links are constant; 3)
only hardware failures of links and processors are
considered without taking into account the software, data
and resource failures. Therefore, we further present a new
algorithm for evaluating the overall cloud service reliability
considering all different factors during the execution stage
given the new graph model. The new evaluation algorithm
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based on Graph theory and Bayesian theorem is presented to
derive the reliability, as follows.

A. Minimal Subtask Spanning Tree (MSST):

The set of all nodes and links involved in completing a
specific subtask form a Subtask Spanning Tree (SST). This
SST can be considered to be a combination of several
minimal subtask spanning trees (MSSTs), where each MSST
represents a minimal possible combination of available
elements (nodes and links) that guarantees the success to
execute this specific subtask (i.e., failure of any element in
MSST leads to the subtask failure). By this definition of
MSST, we can see that each MSST contains exactly one set
of data resources without any duplication, because any
duplication could be reduced to another smaller SST.
Therefore, for any MSST, the data resources and precedent
subtasks that provide certain input for the subtask are also
determined.

Some elements inside one MSST can still belong to
several paths if they are involved in different
communications tasks, such as data transmission or data
resource access. Note that all elements in the execution
stage are hot-standby although some elements/subtasks may
be waiting for the output of some other subtasks. So during
the waiting period, those elements are also possible to fail.
Thus, we suppose that an MSST completes the entire service
if all of its elements do not fail during the maximal time
allowed to complete all subtasks in executing which they are
involved. Therefore, when calculating the element reliability
in a given MSST, one has to use the corresponding record
with maximal time.

Assume there are a total of K elements in an MSST, and
element; (i=1,2,...,K) denotes the i:th element in the MSST.
Accordingly, the communication time of the i:th element is
denoted by Ty(element) and A(element) | element
represents its failure rate. The reliability of this single MSST
can be simply expressed as

k
Russt = Ii=; exp{- Melement;) . T,, (element;)}, 1)

With this equation, the reliability of an MSST can be
computed if the working times of all the elements are
obtained. Hence, finding all the MSSTs and determining the
working time of their elements are the first step in deriving
the execution reliability of a cloud service. To solve the
graph traversal problem, several classical algorithms have
been suggested, such as depth-first search, breadth-first
search, etc. These algorithms can find all MSSTs in an
arbitrary graph. Here, we propose a depth-first search
algorithm here, which is briefly described as follows:

Step 1. Given a program/subtask, say Sy, start from a
node that contains this program, to search the required data
resources and precedent subtasks/programs along the
possible links, and record elements that compose the
searching route and their communication times.

Step 2. Until all the required data resources and
precedent subtasks/programs are reached, an MSST is found,
and record this MSST.

Step 3. Then other routes are tried to search other
MSSTs until all the MSSTs are searched.

Step 4. Change to another node that also contains the
program S,. Repeat the above three steps until all the nodes
that have S,, are evaluated. Save all the MSSTs found
associated with Sy, into the vector MSST (S,) .
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Step 5. Change to another program and repeat the
above four steps until all the programs are explored. Then
all the vectors of MSST (Sp) (m=1,2,...M) are generated.

B. Minimal Execution Spanning Tree (MEST):

Similar to the MSST, a Minimal Execution Spanning
Tree (MEST) represents a minimal possible combination of
available elements (nodes and links) that guarantees the
success to execute the entire service. Thus, at least one
MSST of each MEST (Sp) (m=1,2,...M) must be reliable,
and then the subtask S,, (m=1,2,...M) can be connected to
those remote resources and exchange data with them
successfully through the network. If any set of the M
subtasks are successful, then the execution is reliable for the
cloud service to execute the required set of subtasks, so the
MEST could be derived as the intersection of the above sets
of MSSTs as

M
MEST= Np=1 MSST (Sp) 2

In practice, all MESTs could be generated in the
following steps:

Step 1: Select an MSST from each set of MSST (Sp)
where (m=1,2,...M).

Step 2: M MSSTs are obtained and put them together to
generate the MEST. For each common element when
intersecting trees together, record the greater working time
as the final working time of this element in the MEST.

Step 3: Repeat Step 1-2 until all combinations are tried
to generate all N MSSTSs.

Similar to (1), the reliability of a single
MEST can be calculated by
Russt = Migmest exp{-
Melement;) . Ty, (element;)}, 3)

C. Execution Reliability:

Having the list of N MESTs and the corresponding task
completion time, one can determine the reliability of cloud
service at the execution stage, as follows.

N

Rexecute = Pr( Uiz1 MSST)) (4)
Which means any one MEST out of the total N MESTs
being succeeded will make the cloud service successfully
executed in the execution stage. Denote event E; the
successful operation of the MEST; while E; the failure of the
MEST;. Using the Bayesian theorem on conditional
probability, we can derive (4) to a summation of conditional

probabilities

N Ni

Rexccute = Pr( Uiey MSST)) =%j; Pr(E)).Pr(E; Es, .....Ej1l E))
(5)

The probability Pr(E;) can be directly obtained from (3)
as Rwestj and the probability, Pr(E; ,E, ....,Ej4| Ej) can be
computed by the following two-step algorithm.

Step 1 identifies the failures of all of the critical
elements in a period of time during which they lead to the
failures of any one MEST from previous j-1 MESTS, but do
not affect MEST; .

Step 2 generates all the possible combinations of the
identified critical elements that lead to the event E; |E,
....Ejal Ej by a binary search, and computes the
probabilities of those combinations. Their summation is
Pr{E1 ,Egv ----1Ej—1| EJ}
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When calculating the failure probabilities of MESTS’
elements the maximal time from the corresponding records
in a list for the given MEST should be used.

Finally, if a cloud service needs to be successfully
completed, both request stage and execution stage should be
reliable. After we derive the reliability for both stages, we
can hereby get the cloud service reliability Rseryice 85

RService = Rrequest Rexecute (6)

Where Rrequest Can be derived from the reliability of
request stage and Reyecute Can be derived from the reliability
of execute stage by (5) [13].

1. SECURITY AND PRIVACY OF CLOUD
COMPUTING SERVICES

As Cloud Computing rapidly gaining popularity, it is
important to highlight the resulting risks. As security and
privacy issues are most important, they should be addressed
before Cloud Computing establishes. Many IT and
important research agencies are aware of these risks and
have produced reports and analyses to document them [14],
[15], [16] ,[17]. Two main issues exist with security and
privacy aspects of Cloud Computing:

(@). loss of control over data and

(b). dependence on the Cloud Computing provider.

These two issues can lead to a number of legal and
security concerns related to infrastructure,
identity management, access control, risk management,
regulatory and legislative compliance, auditing and logging,
integrity control as well as Cloud Computing provider
dependent risks.

A. Typical issues due to the loss of control over data
are:

a. Most customers are aware of the danger of letting data
control out of their hands and storing data with an
outside Cloud Computing provider. Data could be
compromised by the Cloud Computing provider itself
or other competitive enterprises which are customers
with the same Cloud Computing provider. There is a
lack of transparency for customers on how, when, why
and where their data is processed. This is in opposition
to the data protection requirement that customers know
what happens with their data.

b. Many Cloud Computing providers are technically able
to perform data mining techniques to analyse user
data. This is a very sensitive function and even more
S0, as users are often storing and processing sensitive
data when using Cloud Computing services.

c. Mobile devices, in particular with their limited storage
and computing capabilities are drivers for having
services provided by Cloud Computing instead of
using software on individual computers. Even data that
are only to be transferred from one mobile device to
another (local) device, are often transferred via the
cloud, when cloud oriented applications on the mobile
devices are involved. Therefore users often put
themselves at risk without noticing this, as they
assume that the data is transferred locally.

d. Since Cloud Computing is a service, it has to be
accessed remotely. The connection between the Cloud
Computing provider and customer is not always
adequately protected. Security risks that threaten
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the transfer line include eavesdropping, DNS spoofing,
and Denial-of-Service attacks.

e. The paradigm shift in Cloud computing makes the use
of traditional risk management approaches hard or
even impossible. Irrespective of the fact that control
over data is transferred to the Cloud Computing
provider, risk management and compliance issues are
split between the Cloud Computing provider, Internet
provider and customer. However, compliance can be
seen as one of the important trust factors between the
Cloud Computing provider and customer. Regulatory
and legislative compliance is also problematic. Cloud
data centers can be geographically dispersed.
Therefore legislative compliance is not currently
adequately defined.

f. As all technical control is given to the Cloud
Computing provider, customers often want to have
an external audit of this provider. Therefore logging
and auditing information has to be stored and protected
in order to enable verification. Appropriate logging
could provide the possibility for forensic investigation
in cases of incident.

g. Concerns also exist with regard to deletion of data: It
is difficult to delete all copies of electronic material
because it is difficult to find all copies. It is impossible
to guarantee complete deletion of all copies of data.
Therefore it is difficult to enforce mandatory deletion
of data. However, mandatory deletion of data should
be included into any forthcoming regulation of Cloud
Computing services, but still it should not be relied on
too much: the age of a “Guaranteed complete deletion
of data”, if it ever existed has passed. This needs to be
considered, when data are gathered and stored.

h. Data Protection and Privacy legislation is not even
similar in many countries around the globe yet Cloud
Computing is a global service of the future.
Consequently the problems and risks that affect data
protection rules in Europe must be considered properly
when Cloud Computing platforms are located on
servers in non-European countries.

i. Cloud computing depends on a reliable and secure
telecommunications network that assures
and guarantees the operations of the terminal users of
the services provided in the cloud by the
cloud computing  provider.  Telecommunications
networks are often provided separately from the Cloud
computing services.

B. Typical issues with regard to the dependence on
the Cloud Computing provider are:

a. A major concern regarding dependence on a specific
Cloud Computing provider is availability. If the Cloud
Computing provider were to go bankrupt and stopped
providing services, the customer could experience
problems in accessing data and therefore potentially in
business continuity.

b. Some widely used Cloud Computing services (e.g.
GoogleDocs) do not include any contract between the
customer and Cloud Computing provider. Therefore a
customer does not have anything to refer to if incidents
occur or any problems arise.

c. Cloud Computing is a service similar to other more
“traditional” services and utilities (e.g.
telecommunication, transaction banking, -electricity,
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gas, water, etc.) Both Cloud Computing services and
traditional services and utilities tend to be offered by
large providers dealing with smaller customers.
Therefore the customers usually depend on the
providers because it is difficult to change providers if
it is possible at all. Consequently traditional services
(e.g. telecommunication, transaction banking,
electricity, gas, water, etc.) are usually regulated with
regard to the functionality range (e.g. mandatory
functions, coverage), pricing, liability of the provider,
and reliability.

Cloud Computing corroborates a trend that ICT security
is no longer a purely technical issue but an issue between
individuals and organizations and thus includes both human
and organizational aspects such as management, contracting,
and legal enforcement.

V. CONCLUSION

In this article, we addressed the reliability, security and
privacy issues of cloud computing. Cloud computing brings
productive development and elastic resource management.
In this we can well define the Risk management and (legal)
compliance issues in the contract between Cloud Computing
provider and customer. Therefore, information security
plays a vital role in cloud services. Due to the new
computing model, security issues had been studied by
academia and hacker communities, such as Black Hat, in
recent years.

Research on the basic concepts and issues in
informatics,  security, and privacy and their
consequences and trade-off’s with regard to Cloud
Computing should be encouraged. Also issues concerning
the possible impact of Cloud Computing platforms on the
validity of certification of applications that are certified
according to criteria (e.g. Common Criteria, European
Privacy Seal, etc.) may need to be investigated.
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