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Abstract--Recently network coding has become popular for distributing content over Peer-to-Peer (P2P) and other networks. The reason behind
this is that the network coding makes content distribution in large networks easier. However it is vulnerable to attacks when it is applied directly
and recursively as adversaries can inject dummy data to spoil the process of content distribution. Unnecessary content might cause the wastage
of network resources. For this reason content verification must be employed while using network coding for content distribution. The existing
solutions for content verification are computationally high and cause much communication overhead as well. Recently Li et al. employed new
methods to reduce the communication overhead and high computational cost. In this paper we implement those methods and build a prototype
application that demonstrates the proof of concept. The empirical results revealed that the proposed methods can reduce the communication

overhead and computational cost.

Index Terms—Network coding, content distribution, verification, security

. INTRODUCTION

Network coding has been around for some years for
content distribution over large networks. The benefit of the
network coding has been realized by researchersas explored
in [1], [2], [3], [4], and [5]. It is used in millions of
computers over Internet that is involved in massive content
distribution. In this paper, we are concerned with the
security of the content distribution schemes available.
Maintaining integrity of data is an important concern with
respect to network coding for content distribution. There are
many problems encountered in it including lack of integrity
of data, transmission errors, link failures, hardware and
software errors besides attacks launched by adversaries. The
main problem is that attackers can inject bogus data into the
network when network coding is being employed. This will
result in many problems including network slowdown,
wastage of bandwidth, data integrity and related relayin data
distribution. The classical content distribution “hash-and-
sign” approach. In this approach the source node applies
collision resistant hash function and computes hash values
and use digital signatures for security. The signature is used
at the receiver end to verify data. However such methods
can’t be practically applied in network coding kind of
content distribution. First of all in [6] it is explored and
observed that network can perform coding to make
information transfer faster. Later on many researchers
studied the problem both with theoretical analysis and
empirical results [4], [7], [8], [9]. These schemes are
difficult to use in the real world as they need topology
information to implement. This is not a feasible solution for
this reason. However, content distribution networks are
dynamic in nature as there are changes in topology, failures
and memberships.

To overcome this problem “Random Linear Network
Coding” is proposed in [10] that enable local nodes making
decisions on content distribution and network coding. The
original data represented by X is split into many blocks such
as x1, x2, ...,xn. Each code computes the random linear
network coding and forwards to the downstream nodes in
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the network. The random linear combination is computed as
follows.

Tl
P=> 1 GX;

The pair of p and ¢ (coefficient) is known as a packet
now. When there are some packets obtained, then the node
can decode to obtain the original content X. However, the
verification of the data is the concern. If the data is not
verified adversaries may launch attacks to inject bogus
content into the packets. For this purpose, the conventional
“hash-and-forward” approaches will not do. Secure Random
Checksum (SRM) proposed in [11]which is efficient but
provides less security as it depends on the parameters
specified by users. Based on observations we made we
determined to use KFM scheme. There are two problems in
using the scheme. First one is computationally expensive
while the second one is communication overhead. The first
problem is addressed using homomorphic hash functions
while the second problem is addressed. The second problem
is addressed by analyzing the parameters of the system. The
remainder of the system is organized into the following
sections. Section Il reviews literature. Section Il provides
information about homomorphic hash function. Section 1V
provides details about integrity verification scheme. Section
V presents experimental results while section VI concludes
the paper.

1. PRIOR WORKS

There are many applications of network coding.
Maximum capacity is expected in any kindof network. The
maximum capacity between the source and sink in a
network is the maximum capacity of the network flow
carried out between them. Let us take a directed acyclic
graph with unit capacity edges, and “f” is known as mincut
of the graph. When there are multiple links with a single
source node maximizing network capacity performance may
not be possible. In [6] it is revealed that network coding is
possible to maximize the performance in content
distribution.
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The experimental results gave more new insights into
the possible networking with respect to coding. Li et al. [12]
demonstrated the performance of network coding through
intermediate nodes. It is sufficient to use linear network
codes to achieve maximal capacity in networks. Each node
computes, from its upstream nodes, compute linear
combination of information received. However, this scheme
should know the underlying topology before applying
network coding. This makes it fixed and static while
processing content distribution. However, this kind of
scheme is not viable for dynamic situations. Linear network
coding [13], [14] also considered by extending the scheme
provided in [12]. It also considered link failures in the
experiments. Checking polynomial identity is the problem in
case of the scheme proposed in [15].

1. SPARSE LINEAR NETWORK CODING

The overhead with respect to computation has two
parts. They are cost incurred by the verification process and
the cost incurred by computation of random combinations of
data blocks. To reduce the computation cost, the proposed
sparse linear network coding has the following steps.

Step caase packetsrandonly Letthepackets e 61} T4

Tl;---;rﬂEZ;-

Step 2 rancomly choose

Step3: Compute packet (x, ¢) s

f f
X= Zr,-x,-; (= Zr,-c,-.
=l =l
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The communication overhead is reduced by suing three
factors as part of the content delivery scheme. The factors
considered are random coefficients, hash values and the cost
of distributing the parameters. More details of the scheme
can be found in [16].

V. PROTOTYPE IMPLEMENTATION

The prototype application is implemented in Microsoft
.NET platform. Visual Studio 2010 is the IDE used for the
development. The programming language used is C#. The
environment used is a PC with 2 GB RAM, core 2 dual
processor running Windows XP operating system. The main
screen which demonstrates the concept of network coding in
content distribution is as shown in figure 1.
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Figure. 1 —One of the interfaces of the prototype
implementation

As seen in fig. 1 the application simulates the incoming
and outgoing packets while demonstrating the proposed
scheme for network coding. The source node and destination
nodes along with intermediate nodes are simulated in order
to demonstrate the process of network coding. When the
verification code is given correctly at the destination, the
verification of data integrity takes place.
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Figure. 2 - File Receiving Path and Key

As seen in fig. 2 the application simulates the incoming and
outgoing packets while demonstrating the proposed scheme
for network coding. The source node and destination nodes
along with intermediate nodes are simulated in order to
demonstrate the process file receiving path and key
genetared. When the verification code is given correctly at
the destination, the verification of data integrity takes place.
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Figure. 3 — Random Linear Combination

As seen in fig. 3 the application simulates the incoming
and outgoing packets while demonstrating the proposed
scheme for network coding. The source node and destination
nodes along with intermediate nodes are simulated in order
to demonstrate the process random linear combination.

V. EXPERIMENTAL RESULTS

Experimental results are presented in this section. The
computation cost is the combination of hash values and
random combinations. For each block when sparse random
linear coding is applied for each combined block the
proposed computation is more efficient when compared with
hash values.
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Figure. 4-Computational Efficiency of H1

As can be seen in fig. 4, the horizontal axis represents
number of sub blocks while the vertical axis represents
throughput. The results differ when p and g values are
changed. The throughput is high when p value is 512 and g
value is 400. It is least when p value is 768 and g value is
600.
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Figure. 5— Computational Efficiency of H2

As can be seen in fig. 5, the horizontal axis represents
number of sub blocks while the vertical axis represents
throughput. The results differ when p and g values are
changed. The throughput is high when p value is 1024 and q
value is 800. It is least when p value is 512 and q value is
400.

VI. CONCLUSION

This paper implements the new methods proposed by Li
et al. [16] for reducing communication overhead and
computational cost for verification process in network
coding employed for content distribution. The successful
application of network coding has been shown in [17] and
[18]. This paper focuses on the security and efficiency
issues pertaining to content distribution in large networks.
On the fly verification of the network coding process is
essential. In this paper we give importance to the data
integrity verification when the data is on transit. Our
functionality is based on faster homomorphic hash function.
We also focus on various factors that cause communication
and computation overheads. For this we use sparse variant
of network coding. We built a prototype application that
demonstrates proof of concept. The empirical results
revealed that the proposed methods are effective.
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