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Abstract:-The Networks are showing increasing into the number of Security threats in the wireless sensor networks. In this paper we have the 
energy efficient for different keys are generated as the purpose of security with encryption and decryption using the DES and RSA Algorithm is 
applied to the network. The channel quality is determined in wireless sensor networks. The different keys are generated to be secured data will 
send through the networks then the life time of the network is increased in the wireless sensor networks. Finally we analysis results using DES 
and RSA algorithm the given data are converted into encrypted and decrypted into the network to efficient the data secured. Our paper is done 
by using C++ simulation. 
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I. INTRODUCTION 

Wireless Sensor Networks is a composed of number of 
sensor nodes in a large number of application such as 
military, airspace, temperature, light , humidity and then 
communicate with each sensor in wireless networks[1]. In 
the Wireless sensor networks cannot replace or recharge the 
batteries compared to the ahoc networks. So energy 
conservations are an important factor in wireless sensor 
networks[2]. Therefore the designing the network structure 
in an efficient way to the increasing the life of the networks 
in wireless sensor networks. The challenges in the network 
system included as Limited Hardware, Limited support for 
networking and also the Limited support for software 
development [3]. 

II. SECURITY THREATS 

Internet are growing a large of threat are affectation 
continue reliability in the Denial of Service (dos) attacks. 
Such attacks can occur at all levels in the protocol stack and 
threaten both routers and hosts. Data confidentiality is 
important issues related to the security [4]. The data 
transferred towards the passive attacks are very sensitive to 
the data confidentiality. It can maintain confidentiality using 
cryptography techniques in the complex way encryption and 
decryption process involved into public key based 
generation have a power consumes are at higher rate [5]. In 
the sensor network a maximum number of the attacks are 
involved in the network layer are given as follows like 
Active attacks, Passive attacks, Wormhole attacks, Sinkhole 
attacks, Sybil attacks etc.. 

III. NETWORK STRUCTURE 

The Figure shows that of the given data are transferred to 
the network to be secured using the encryption and 
decryption are generated into the network in wireless sensor 

networks. The data are transferred through the nodes to be 
secured in the way of key generated to the base station using 
encryption and also the key generated in the destination for 
the purpose of decryption of the given data are secured way 
in the wireless sensor networks. 

 

 
Figure: 1 

IV. BLOCK CIPHER 

The Energy Efficient provides the network security 
along with the small block size and key size using the block 
cipher [6]. We consider two block ciphers are the different 
energy performance in the wireless sensor networks. 
Characteristics of these ciphers are shown in Table I 

Table 1: Characteristics of Block Ciphers 

     Block cipher          Block size          Key size 

     DES         64 bits         64 bits 

     AES       128 bits        128 bits 
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Figure 2: DES Block Diagram 

V. DATA ENCRYPTION STANDARD 

DES is a symmetric key block cipher published by 
NIST. It takes 64 bit plain text and 64 bit cipher text both 
the encryption and decryption site [7]. The 56 bit cipher key 
is used for both encryption and decryption of the given data 
[8]. The encryption process is consists of two permutations 
(P-Boxes) are also called as initial and final permutations 
and also sixteen feistal rounds. Each Round with two 
elements consists of mixer and swapper. It is also called as 
invertible [9]. The decryption algorithm should be identical 
to the encryption algorithm in a reverse order. But in case of 
DES cipher, the encryption algorithm is so well designed, 
that the decryption algorithm is identical to the encryption 
algorithm only with the sub keys applied in the reverse order 
[10]. Feistel structure makes encryption and decryption 
processes. 

VI. RSA ALGORITHM 

Diffie and Hellman introduced a new approach to 
cryptography to design a general-purpose encryption 
algorithm that satisfies the public-key encryption 
requirements. One of the first responses to the challenge was 
developed in 1977 by Ron Rivest, Adi Shamir, Len 
Adleman at MIT. Since then, the Rivest-Shamir-Adleman 
(RSA) scheme has become the most widely accepted and 
implemented general-purpose approach to public-key 
encryption [11]. 

VII. RESULTS AND DISCUSSION 

This paper presents on Encryption and Decryption using 
DES algorithm and RSA algorithm is done by C 
++Simulator. Results are shown in below. Figure 2: Shows 
the Node Results of the given Network. Figure 3: Shows 
that DES Encryption and Decryption and also Figure 4: 
Shows that RSA Encryption and Decryption. Figure 5: 
Shows that AES Encryption and Decryption. Figure 6: 
shows the energy consumption of the given network. 

 
Figure 3: Node Results of the given Network 

 
Figure 4: DES Encryption and Decryption. 

 
Figure 5: RSA Encryption and Decryption 
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Figure 6: AES Encryption and Decryption 

 
Figure 7: Energy Consumption 

VIII. CONCLUSION 

In this paper, we examine the energy efficiency of 
symmetric key cryptographic encryption algorithms applied 
in wireless sensor networks (WSNs) and in our study we 
consider block ciphers. Evaluating a number of symmetric 
key ciphers, we compare the energy performance of block 
ciphers applied to a WSN. Finally we conclude the data are 
transferred through the network are secured using the 
encryption and decryption in the way of energy efficiency to 
increases the life time of network in wireless sensor 
networks 
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