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Abstract: In the recent decade of cryptography the concept of image played a big role. Hiding image into another image may be a good idea for
image encryption. Considerable work is done in this field. There are many ways to encrypt the image but in this paper we are presenting a new
technique of image encryption by the standard hill cipher. Hill cipher algorithm is a technique for symmetric key algorithm in which we use the
matrix form key for the encrypting the text data. Images are also a matrix of pixels and each pixel has its intensity value. Using this concept we
generate a function which select a random key matrix and then encrypt the image using the key matrix. For the decryption we again use this key

matrix to get the original image.
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I. INTRODUCTION

Secure Image transmission on internet has become an
important requirement these days. For secure transmission
we use the cryptography which plays a important role in the
security for communication among various channels. By the
techniques involved in cryptography we can transform
readable form of message (plaintext) into an unreadable
form (cipher text) and vice-versa. In these days
cryptography is a part of network security which can be
used for encryption of text, audio, video, graphics and other
multimedia files. Here we are talking about the image
encryption which provides an original image into the
encrypted image.

A. INTRODUCTION TO HILL CIPHER

Hill cipher is a substitution technique in symmetric
encryption developed by Lester Hill in 1929. The algorithm
takes m successive plaintext letters and substitutes for them
m cipher text letters. In Hill cipher, each character is
assigned a numerical value like a =0, b =1, z =25 [5, 9].
The substitution of cipher text letters in the place of
plaintext letters leads to m linear equation. For m = 3, the
system can be described as follows: [1]

¢y = (ki 1p1 + ki 2p2 + ki 3p3) mod 26
¢y = (ky 1p1 + ky 3p2 + ki 3p3) mod 26
¢y = (ky 1p1 + ki 3p2 + ki 3p3) mod 26

by the operation of Column matrix we can find it out
that C = KP , where C and P are column vectors of length 3,
representing the plaintext and cipher text respectively, and K
is a 3x 3 matrix, which is the encryption key. All operations
are performed mod 26 here. Decryption requires using the
inverse of
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the matrix K. The inverse matrix K ~' of a matrix K is

defined by the equation KK™' = K ™' K = I, where I is the
Identity matrix. But the inverse of the matrix does not
always exist, and when it does, it satisfies the preceding
equation. K ' is applied to the cipher text, and then the
plaintext is recovered. The term for encryption as follows.

C=E(P)
P=Dy(C)=K ' (C)=P

If the block length is m, there are 26m different m
letters blocks possible, each of them can be regarded as a
letter in a 26m -letter alphabet. Hill's method amounts to a
monoalphabetic substitution on this alphabet [10].

1I. PRAPOSED WORK

In proposed technique we have used hill cipher
technique for encrypting image rather then image.

A. ENCRYPTION:

(a) Find the pixel matrix of original image. Randomly
generate a key matrix equal to the dimensions of
image matrix to be encrypted.

(b) Apply the concept of hill cipher i.e.

C=Ec(P)

But in the concept of image we have 256 gray (For
example) intensity levels so our approach will work as

C = Ex (P) mod 256
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Where “C” is the matrix of cipher image, “P” is the
matrix of original image and “k” is the randomly generated
matrix value (key). After applying the concept each and
every pixel of original image will substitute by the each and
every pixel of cipher image.

B. DECRYPTION

(a) For the decryption we find out the pixel matrix of
cipher image.
(b) Consider the same value of k (key). As in the hill
cipher for the text we had the equation
P=D,(C)=K'(C)=P
Same concept work for the image the difference will be
only here again we considered the gray scale lave of image
i.e. 256 now the equation will look like
P=D; (C)=K"' (C) mod 256 = P

III. EXPERIMENTAL RESULTS

We have implemented our approach in matlab and

following images were used in implementation.

The pixel matrix which we found from this image is

12 65 65 .
23 45 45 ...

23 56 87

The randomly generated key matrix by the mat lab [4]
similar to the pixel matrix of image is

407 425 251 ...
452 280 244 ...

63 464 438 ...
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After getting these two matrixes we applied the
encryption scheme according to the hill cipher i.e.
C = Ex (P) mod 256

Multiplying these matrix value the final matrix value

look like

212 74 217 ...

This is the final matrix value of cipher image the every
value of pixel matrix of original image will now substitute
by this matrix and the final encrypted image will be.

Original image

Encrypted image

To decrypt the image we again consider the same
concept i.e. the pixel matrix of cipher image and the

K™! (inverse of key matrix) which is

-0.0004 -0.0029 -0.0013
0.0071 -0.0064 -0.0006
-0.0075 0.0063 0.0031
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Now using the algorithm of decryption we have

P=D, (C)=K"' (C) mod 256 =P
The result shows that from the cipher matrix again we
can generate the original matrix same process done on
different images result shows as follows.

(B)
The image (A) shows the original image and the image
and finally the image (B) shows the cipher image after the
mod 256.

Iv. CONCLUSION

This paper gives the efficient way to encrypt an image.
This provides the security against the different attacks like
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brute-force attacks. So the image encryption with stdHill
cipher is quick response encryption scheme.
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