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Abstract: Password-based encrypted key exchange are protocols that are designed to provide pair of users communicating over an unreliable
channel with a secure session key even when the secret key or password shared between two users is drawn from a small set of values. The
proposed key exchange protocol provides implicit key authentication as well as the desired security attributes of an authenticated key exchange
protocol. In this paper, we also conduct a detailed analysis on the flaws and also propose a verifier-based password-authenticated key exchange
protocol via elliptic curves which is secure against various known attacks.
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. INTRODUCTION

Keys exchange protocols are cryptographic primitives
used to provide a pair of users communicating over a public
unreliable channel with a secure session key. In practice,
one can find several flavors of key exchange protocols, each
with its own benefits and drawbacks. An example of a
popular one is the SIGMA protocol [1] used as the basis for
the signature-based modes of the Internet Key Exchange
(IKE) protocol.

Two of the most important services offered by
cryptography are those of providing private and
authenticated communications. Much research has been
done into creating encryption schemes to meet highly
developed notions of privacy.

In 1997 Zheng proposed a primitive that he called
Signcryption[5]. The idea of a Signcryption schemes is to
combine the functionality of an encryption scheme with that
of a signature scheme. It must provide privacy; Signcryption
must be unforgeable; and there must be a method to settle
repudiation disputes.

In [6], Zheng proposed two key exchange protocol using
Signcryption scheme that he called DKEUN (Direct Key
Exchange Using a Nonce) and DKEUTS(Direct Key
Exchange Using Time-stamp).

PAK protocol used to establish a short-term session key
between a client and a server is known as a key agreement
protocol. The protocol refers to be authenticated if one party
is authenticated to the other during the authentication
protocol run. The authenticated key exchange protocol is to
be authenticated, if simple password is used to authenticate
each other [4].

We describe working environments for PAK protocol.
Two entities, who only share the secret information, and
who are communicating over an insecure network, want to
authenticate each other and agree on a large session key to
be used for protecting their subsequent communication. In
this case, password is shared among the servers and a client
can be authenticated by a group of servers using the shared
secret password.
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1. PASSWORD-BASED AUTHENTICATED
KEY EXCHANGE SCHEME

Password-Authenticated Key Exchange (PAK) enables
two communication entities to authenticate each other and
establish a session key via easily memorable passwords.
Right now PAK is widely used because of the advantages of
simplicity, convenience, adaptability, mobility, and less
hardware requirement. [2]

A high-level description of the protocol is given below.
Our protocol is in a finite cyclic group G = (g) with a k-bit
prime order g, where G is chosen by client C. F  is denoted
as the family of universal one-way hash function: {0, 1}* —
{0, 1}¥ . kand k” are security parameters.[3]

As given below, the protocol runs between a client C and
a server S, who initially share a low-entropy secret string
pwd, the password, uniformly drawn from the dictionary P,
without knowing other public parameters, such as the
generator g of the underlying finite cyclic group G, where k
and k’ are security parameters. Note that all computations
arein G.

The protocol consists of the following four flows.[3]

a. The client first chooses a random finite cyclic group
G = (g) of order a k-bit prime number g, and selects a

*
random number rC € Zq , and computes the value

Rc « g, then it sends (G, g, g, Rc, client) to the
server as Flow;.

b.  After receiving Flow,, the server first checks whether g
is k-bit prime, g and Rc are two members of G with
orderq (g ZZlandR! Z1).If not, reject Flow; and
abort; otherwise, choose a random number rs€ Z,
and compute Rs «— @° , R — (Rc)™Rs, and
R’ (Re)™, then it sends (R ,server) to the client as
Flows.

c. Upon receiving Flow,, the client first checks whether
R isamember of G with order g (R; )* 11), if not,
reject Flow, and abort; otherwise, choose randomly
three hash functions Hy,Hy,H, from F , and compute
R'S «—« R:(R)™, R— (RS) ™, and & Z
H1(client||server||R¢||Rs ||R”) and send (Ho H1,Ha, o) to
the client as Flows.
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d. On receiving Flows, the server first checks whether
HoHi,H, are chosen from fFy, , and o 7
Hy(client||server||Rc||Rs||R”). If not, reject Flow; and
abort; otherwise, compute
sks — Hy(client|[server||R¢||Rs||IR’),
B — Hs(client||server||R¢/|Rs||R’)
which the server sends to the client as Flow,.

e. If B2 Hs(client|server||Rc||Rs||R’) holds on the
client side, the client computes sks«—Hy
(client|jserver||Rc||Rs||R?), which means that they
have successfully exchanged the session key.

PAK Protocol allows two parties to authenticate each
other, while maintaining a perfect forward secrecy by
performing the Diffie-Hellman key exchange procedure.
The authentication relies on a preshared secret, which is
concealed (i.e., remains unrevealed) from an eavesdropper
preventing an offline dictionary attack.

1. VERIFIER-BASED PASSWORD-
AUTHENTICATION KEY EXCHANGE PROTOCOL

Let G be a point on the elliptic curve, H (-) is a function
which makes a point map to another point on elliptic curve.
Ho, H; are strong one-way hash function. The server only
stores the verifier: V = vG for each client in the database, v =
Ho (A, S, pw), pw is the client’s password. The protocol can
be described as follows. [2]

Step AL A—S: A || Xa

The client chooses a random number a € Z;, computes
Xa=a G + H (V). Next, the client sends A ||X, to the server.
Step A2. S—A: u|d |k

Upon receiving A || Xa, the server takes out the client’s
verifier V, and then chooses a random number beZ; to
compute u =b G, a=b Xa—H (V)), d=Ho (A, S, &, 0) G,
e=Ho (4, S, i, o) Vand k=Hj (A, S, Xa &, 0, d, e). Next, the
server sends u || d || k to the client.

Step A3. A—S: K’

Upon receiving x || d || k, the client computes o = a u, e=
v d and checks whether k is equal to Hy (A, S, Xa, 1, 0, d, e).
If Kk =H; (A, S Xa & o d e), the client continues to
compute k'= H; (A, S, Xa & o, d, k) and sends k' to the
server. Next, the client computes the shared session key Ka
= H1 (A, S, XA, U, o, V)

Step A4.

Upon receiving k', the server checks whether k' is equal
toH; (A, S, Xa 1, 0, d k). IFK=Hy (A, S, Xa 1, 0, d, k), the
server computes the shared session key Ks = Hy (A, S, Xa, &,
o, V). Our protocol also contains a password change
mechanism as in the following. Assume that the client
requests to change his old password pw to a new password
PWhew-

Step B1.

The client executes Steps A1-A4 to establish a shared
session key Ka = Ks with the server.

Step B2. A—S: Hg (KA, ,u) @ PWhew ”HO (KA ” aneW)

The client enters his new password pwyey, and then
computes Hg (Ka, 1) @ pWhew and Hy (Ka || pWhew)- Next, the
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client sends Ho (Ka, 1) @ PWnew || Ho (Ka || pWhew) to the
server.
Step B3. S—A: Accepted/Denied

The server uses Kg, which equals Ka, to compute Hy (Ka,
) and extract pwye,, from the received Hy (Ka, 1) @ pWhew-
Then the server uses Ks and the extracted pwye, t0 compute
Ho (Ks || PWhew)- 1T the computed Ho (Ks || pWhew) €quals the
received Hyo (Ka || pWhew), the server changes his old
password pw to the new password pwg,, and sends
“Accepted” to the client. Otherwise, the server rejects the
client’s password change request and sends “Denied” to the
client.

(AVA CONCLUSION

In this paper, to remove the disadvantages raised by
getting valid public information, we have explored an
efficient password-based authenticated exchange protocol.
We have also defined a verifier-based password-
authenticated key exchange protocol via elliptic curves,
which is secure against the off-line dictionary attack and the
server compromise attack. Moreover, the proposed protocol
can also provide mutual authentication, the forward secrecy
and the backward secrecy.
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