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Abstract: In t his investigation w e h ave o btained a n e ncrypted i mage o f a  g ray l evel image by  a pplying t he G eneralized H ill C ipher I nvolving 
Different Powers of a Key, Mixing and Substitution which we have developed in the recent past. In this paper we have taken a gray level image and 
found the c orresponding e ncrypted image w hich does no t have any r esemblance w ith t he or iginal i mage. A ll this ha s happened on  account of  
multiplication with the powers of a  key and functions such as Mix( ) and Substitute( ) which are responsible for a through mixing of the binary bi ts 
corresponding to the gray level values of the  image.   
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I. INTRODUCTION  

Converting an image from one form to another by adopting 
a procedure available in cryptography is an interesting area of 
research, as an image can be ke pt in a s ecret manner and 
transmitted in a c omfortable w ay. I n recent y ears s everal 
authors have de voted t heir a ttention t o the s tudy of  t he 
cryptography of gray level images [1-7].   

In a r ecent i nvestigation [8], we h ave generalized the 
classical H ill ci pher by  i ncluding s everal p laintext matrices, 
obtained by decomposing a single plaintext matrix, and 
introducing di fferent powers of a key matrix subjected to mod 
operation. I n this a nalysis, we have t aken a typical example 
wherein the size of the plaintext matrix is 16x16, (decomposed 
into s ixteen square m atrices o f s ize 4) , the s ize o f t he k ey 
matrix i s 4 x4, a nd t he keys ut ilized i n t his a nalysis a re of 
different po wers of t he original ke y m atrix ranging from 1 to 
16. In this analysis, we h ave made use of a  pa ir of functions 
called Mix (  )  a nd S ubstitute ( )  f or c reating diffusion a nd 
confusion i n each r ound of t he i teration process i nvolved in 
the c ipher. Thus the c ryptanalysis of  t his c ipher c learly 
indicates that this cipher is a strong one. 

In the pr esent pa per, our  obj ective i s t o s tudy t he 
cryptography of  a  g ray l evel i mage b y a dopting t he 
generalized H ill c ipher i nvolving m ixing a nd substitution 
operations. I n this investigation, the g ray le vel image  is 
represented in terms of pixels where each pixel value i s lying 
in [0,255], where 0 and 255 correspond to the dark pixel and 
the bright pixel respectively. The matrix corresponding to the 
image is taken to be of size 256x256, and this is divided into 
256 square matrices wherein each one is of s ize 16x16. Here 
our interest is to see how the image gets encrypted on adopting 
the generalized Hill cipher under consideration. 

In what follows we present the plan of the paper. In section 
2, w e s tudy t he de velopment o f a  p rocedure f or t he 
cryptography of a gray level image. In section 3, we present an 
illustration of the cryptography of a portion of the image. 

 

 
Finally in section 4, we mention the computations that are 

carried out in this analysis and draw conclusions.   

II. DEVELOPMENT OF A PROCEDURE FOR THE 
CRYPTOGRAPHY OF A GRAY LEVEL IMAGE 

Consider a gray level image G. Let us represent this in the 
form of a matrix given by  
G = [Gij],             i=1 to 256 and j= 1 to 256.                   (2.1)    

Let us take a key matrix K which is given by   
K = [Kij],             i=1 to 4 and j= 1 to 4.                           (2.2)    
On using the relations 
K1 = K, and  
Ki= (Ki-1* K1) mod  N,   i=2 to 16,                                   (2.3)                     

Where N is a po sitive i nteger c hosen appropriately, w e 
have 16 matrices denoted as K1 to K16. 
   On focusing our attention on a portion of the image G, say P 
= [Pij],   i=1 to 16 and j= 1 t o 16), we get 16 plaintext matrices 
given by  
[Pij], i=1 to 4 and j= 1 to 4,     [Pij], i=1 to 4 and j= 5 to 8,     
[Pij], i=1 to 4 and j= 9 to 12,   [Pij], i=1 to 4 and j= 13 to 16,     
[Pij], i=5 to 8 and j= 1 to 4,     [Pij], i=5 to 8 and j= 5 to 8,     
[Pij], i=5 to 8 and j= 9 to 12,   [Pij], i=5 to 8 and j= 13 to 16,     
[Pij], i=9 to 12 and j= 1 to 4,   [Pij], i=9 to 12 and j= 5 to 8,     
[Pij], i=9 to 12 and j= 9 to 12, [Pij], i=9 to 12 and j= 13 to 16,     
[Pij], i=13 to 16and j= 1 to 4,  [Pij], i=13 to 16and j= 5 to 8,     
[Pij], i=13 to 16and j= 9 to 12, [Pij], i=13 to 16and j= 13to 16.     

These m atrices ( taken in row w ise o rder o ne after t he 
other) can be denoted, as P1,P2… P16. Following the basic idea 
of the generalized Hill cipher [8], we use the relation 
Ci= (Ki Pi) mod N,   i=1 to 16,                                      (2.4)                                                                                             
and obtain C1 to C16.  On using the these component ciphertext 
matrices, we get the cipertext C in the form, 
           C1       C2      C3      C4 

                C5       C6      C7        C8 
C =      C9    C10       C11     C12                                                          (2.5) 
            C13    C14     C15    C16 
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This can be written in the form, 
C = [Cij],   i=1 to 16 and j= 1 to 16.                 (2.6)       

The s chematic di agram o f t he f low charts and  algorithms 
for encryption and decryption are given below. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
(a) Process of Encryption  (b) Process of Decryption 

       Figure 1. Schematic diagram of the Cipher 

NT a nd ST a re a pair o f t ables w hich are e xplained 
later.Here r denotes t he number o f ro unds in the i teration 
process and it is taken as 16. Further, we h ave N=256 as we 
have used EBCDIC code in the development of the cipher. In 
this analysis, the number of r ounds, denoted by r,  is taken as 
16. 
Algorithm for Encryption 
a. Read P,K, n, m, r, N  
b. s= n2/m2 

c. Initialize K1= K  
d. for  i = 2 to s 

Ki= (Ki-1* K1) mod N 
end 

e. Construct  NT and ST 
f. for  i = 1 to r 

Pi =Decompose (P) 
        for  i = 1 to s 
        Pi= (Ki* Pi)  mod  N 
        end 

 P = Compose (Pi) 
 P= Mix(P) 
P=Substitute (P,NT,ST) 
end 

g. C = P 
h. Write  C  
Algorithm for Decryption 
a. Read P,K, n, m, r, N  
b. s= n2/m2 
c. Initialize K1= K  
d. for  i = 2 to s 

Ki= (Ki-1* K1) mod N 
end 

e. Construct  NT and ST 
f. for  r = 1 to r 

C=Isubstitute (C, NT, ST) 
C= Imix (C) 
Ci=Decompose(C) 
for  i = 1 to s 
Ci= (Ki

-1* Ci)  mod  N 
end 
C = Compose (Ci) 
end 

g. P = C 
h. Write P  

For a  de tailed discussion of t he functions Decompose (  ) , 
Mix( ), Substitute(),Compose( ), Imix( )  and Isubstitute()  we 
may refer to [8]. 

III. ILLUSTRATION OF  CRYPTOGRAPHY OF AN 
IMAGE 

Consider a gray level image given below. 

   
Figure.  2. Input image of Mahatma Gandhi 

On representing this image in terms of its pixel values, we 
get a matrix of the form 
[Gij],     i=1 to 256 and j= 1 to 256,                             (3.1) 
wherein each number lies in [0,255]. 

Read P, K, n, m, r, N 

Construct  NT and ST 
 
 
 

 
 

Pi =Decompose (P) 

for  i = 1 to s 
  Pi= (Ki* Pi)  mod  N 
 end 

 

P = Mix (P) 
 

s = n2/m2 

K1= K 
for  i = 2 to s 

Ki= (Ki-1* K1) mod  N 
end 

 
 
 

P=Substitute (P,NT,ST) 

C = P 

Write C 

Read C, K, n, m, r, N 

C=Isubstitute (C,NT,ST) 
 

    C= Imix (C) 
 

Ci=Decompose(C) 

for  i = 1 to s 
  Ci= (Ki

-1* Ci)  mod  N 
       end 

 

s = n2/m2 

C = Compose (Ci) 
 

P = C 

Write P 

for i= 1 to r 

P = Compose (Pi) 
 

K1= K 
for  i = 2 to s 

Ki= (Ki-1* K1) mod  N 
end 

 
 
 Construct  NT and ST 

 
 
 

 
 

for i= 1 to r 
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Now we f ocus o ur a ttention o n the po rtion of t he i mage 
which lies in between the rows 113 and 128, and columns 113 
and 128   This can be considered as   
P = [Pij],     i=1 to 16 and j= 1 to 16.                          (3.2)                        
 and it is given by  

 
This conspicuous portion is taken into consideration so that 

we shall have a clear picture.  
Let us now consider the key matrix 
      231   245   155   238 
       90   224   181   207 
K=    170   137   103   140       (3.4)                                                                                                           
        9   201    59   177 

 
On using the encryption algorithm, we get the ciphertext C in 

the form  

 
As the portion under consideration is very small, we do not 

find an y s pecial f eatures ex hibited i n the e ncrypted image, 
despite the fact that we have made use of the functions Mix( ) 

and Substitute( ) in carrying out the encryption process. Here 
we ha ve m ade us e o f t he de cryption algorithm a nd o btained 
the corresponding original image for a checkup.  

IV. COMPUTATIONS AND CONCLUSIONS 

Consider the gray level image mentioned in the preceding 
section ( See F igure. 2) . L et us  f ocus our a ttention o n t he 
matrix  
[Gij],     i=1 to 256 and j= 1 t o 256, given in (3.1). This can be 
divided into 25 6 m atrices, w herein, ea ch matrix is o f s ize 
16x16. Now on employing the encryption algorithm on each 
16x16 matrix separately, we ge t the ci phertext corresponding 
to each portion. On combining these ciphertext portions in an 
appropriate manner, we get the ciphertext matrix 
corresponding to t he e ntire image. T he e ncrypted image is 
shown in Figure. 4. 

 
Figure 4. Encrypted image of Mahatma Gandhi 

The programs for encryption and decryption are written in 
MATLAB [9].  

As t he generalized H ill c ipher ut ilized in t his analysis of 
image e ncryption i s including s everal f eatures s uch as 
multiplication with s everal powers o f ke y matr ix, mo dular 
arithmetic, mi xing and substitution, the s trength of th e c ipher 
is r emarkable a s we h ave seen i n [8]. T hus it i s t otally 
impossible to  r ecognize t he o riginal i mage b asing upon t he 
encrypted image by breaking the cipher in any way. 

On comparing Figure 2 in section 3 and Figure 4 in section 
4, it  is  interesting to n ote that the e ncrypted image do es no t 
show an y resemblance w ith the o riginal image. T his f eature 
makes the analysis worthy in its own way.           
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