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Abstract: IDS is the technique to detect the Intrusion to the database over the network. The IDS analyzes the data resources using the data mining 
technique like Association Analysis and Clustering Analysis to extract the useful patterns and rules.  The Intrusion Detection System is facing great 
challenges like unauthorized use of data, data modification from intruders etc. The applications of data mining technique in computer security field 
improve the development of IDS. It is necessary to classify the degree of attacks in IDS and use it in IDS by data mining. IDS can detect the attack 
activities in network, which result in uncertainty.  This paper will help network Security Analyst to determine intrusions 
 
Keywords: Data mining, Intrusion Detection System, Attacks, Config file. 

I. INTRODUCTION  

Nowadays internet usages are providing more convenient 
and easier life. However, there are some serious security 
problems like hackers for remote attacking, computer viruses 
etc, which spread very quickly across the network. According 
to statistical data, there are many attacks to invade some 
important commercial websites. Nowadays, we rely so much 
on the information system, but the network invasion is quite a 
threat to the safety of it. 

Data mining technology is useful for some fields, such as 
commerce, finance medical etc. The data, information 
message of internet and the audit information resides in the 
server which remain in server and work station become 
analytical object of data mining technology, and the count is 
very huge because the count of them are very large. Data 
mining applied into intrusion detection can generate many 
concise and exact detection modes automatically from a great 
deal of audit data [1].  

II. INTRUSION DETECTION 

Intrusion Detection is a process of monitoring and 
analyzing the activities in the computer system. The main 
objective is to identify the threats to the system, and then to 
protect and safeguard the system from those threats. Some of 
the technologies have has been verified and applied [2]. The 
strategies of intrusion detection are being divided into two 
categories:  
(i) The Misapplication Detection Strategy  
(ii) The Abnormal Detection Strategy.  

Both strategies have their own advantages and 
disadvantages. In Misapplication Detection Model, every entity  

 
in the data collection is marked as normal or invasive.  We 
construct invasion model through machine study or the 
analytical technology of data mining from these data. This 
invasive model will bring rules and classify the given data 
according to the characteristics of the sample data. The 
advantage of adopting misapplication detection model is that 
the detection of known attack behavior is very effective. At the 
same time, invasive model has a favorable openness and it can 
use the data, which has new mark as training collection [3, 4]. 
Then add it to invasion model after learning, so that it includes 
new styles of attack. The disadvantage of invasion model is 
that the accuracy of data log influences the rationalization of 
the model very much, and incorrect log data will lead to the 
increased rate of misreport. Besides, the collect behavior of 
these log data also is quite a difficult task. The major limitation 
of misapplication detection model is that it cannot distinguish 
the attack behavior of unknown style because it just includes 
the description of known attack actions. Before the invasion 
behavior added to detection model, the system is totally open to 
this kind of attacks, and to some extent it is unsafe. At present, 
the abnormal detection model is the most widely used intrusion 
detection measure, and still there are lots of researches going 
on in this field.  

III. DATA MINING TECHNIQUE IN IDS 

Data Mining is also called Knowledge Discovery in 
Database. These data are usually numerous, incomplete, 
indistinct and random. Data as original information can also 
be called knowledge. In general, knowledge refers to concepts, 
rules and restraints. The method of finding knowledge can be 
mathematical or non-mathematical. It can be deductive or 
inductive. The known knowledge can be used to optimize 
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enquiry, manage information, control progress and make 
intellectual decision. Data mining is a criss-cross subject. It 
helps people to apply data from low and simple inquiry to 
discover knowledge in data and support decision [5]. 

The main techniques of data mining are association 
analysis, clustering analysis, classification, prediction, time-
Series Patterns and bias analysis. Just in a decade, data mining 
technology has become popular and active research measures. 
In the analysis of intrusion detection system, the data 
circulating in network has the following characteristics:  

a. Mass data, even if a small commercial website,  
b. The number of data message sent and received are 

quite impressive and incomplete whose transportation 
is busy.  

Data message that overweigh network carry will be 
discarded when network is unstable. Data information may get 
changed in the transportation of message. We can see that 
these data is in accordance with the feature of object of data 
mining [6].  We want to apply data mining technology in the 
proposed Intrusion Detection System. Figure-1 describes 
application of IDS with data mining. Both the Abnormal 
Detection Model and Misapplication Detection Model need to 
log data as training data whose accuracy will largely influence 
Intrusion Detection System. Because of density and accuracy 
of visit network, it is difficult to acquire completely the attack 
actions. In addition, it is also uneasy to log the attack 
behaviour. Data mining techniques can reveal this problem.  

The analysis of general network visit and isolated point is 
an invasive behaviour which reduces the difficulty of 
acquisition of training data. Normally, we need to decide 
which feature is effective to express network and system 
action when we build intrusion detection system. Some 
characteristics can be extracted directly from audit data; others 
need to be taken from the statistics and are computed using the 
audit data, such as the quantity in TCP message in certain 
period of time [7]. It is difficult to make these decisions, with 
the use of data mining techniques.  

 

 
Figure 1: IDS with Data Mining 

Intrusion Detection System is a passive method. It 
monitors information system and sends out warning when it 
detects intrusion, but data mining techniques can analyse these 
data when network information  is acquired, it can forecast the 
visits on its own initiative,  reduce the frequency of matching, 

and thus achieving the function of active defence. Data 
Mining techniques, for instance, Clustering, Classification, 
Feature Summary, and Association Rules can be applied in the 
Intrusion Detection System [8, 9]. It has been proved that data 
mining techniques improves the property of intrusion 
detection system, the processing rate and reduces the rate of 
misreporting. 

IV. THE DISTINCTION OF ATTACKS 

Traditional Abnormal Detection Model uses the normal 
data, which are used to extract the information to build the 
model during the training process [10]. The Abnormal 
Detection Model builds the model based on the normal 
visiting behavior of intruders. The main advantage of the 
Abnormal Detection Model is to detect any possible attacks, 
which are beyond the detecting capacity of the Abnormal 
Detection Architecture, and it supports the function of 
Invasion Detection System, but it has its own limitations:  
i. The Abnormal Detection Model needs well-defined      

collection of data sets for training the system. 
ii. It is difficult to include all normal behaviors. When 

invade behavior does not match the normal behavior 
described by the model. The abnormal detection model 
will alarm because this action has the feature of invasion. 
However, this action is normal visit just probably 
because customers have adjusted to the orders.  

It is difficult to describe one’s behavior i.e. normal or 
invasive in an Intrusion Detection System, and most of 
situations are uncertain [11].  The majority of the network 
behaviors may be either normal or invasive. Under these 
circumstances, the Intrusion Detection System cannot make 
sound judgment. Thus, the rate of uncertainty attack is high. In 
order to resolve this problem, the Intrusion Detection System 
needs to deal with this kind of uncertainty. Thus, the 
classification of any types of attacks always depends on log file 
information and the techniques of data mining [12]. This model 
is always the part of Intrusion Detection System. Intrusion 
Detection System is a passive method. IDS monitor the 
information system (data) and when there is an intrusion in an 
manner, it it will send the signal. 

V. CONCLUSION 

The application of Data Mining in Intrusion Detection 
System is emerging trend in the recent years. The Data Mining 
techniques can extract characteristics of sample data, thus 
reduces the difficulties involved in the collection of training 
data. Thereby achieving the active defence for Intrusion 
Detection System. The traditional Intrusion Detection System 
cannot do all of these. It is necessary to describe this 
indeterminacy because the data of network traffic and host 
audit and the detective process of Intrusion Detection System 
are indeterminable. This paper describes the distinction of 
attack degree due to above reason.  

VI. FUTURE SCOPE 

The Data Mining plays a major role in wide variety of its 
application areas.  The sequence representation of data in 
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network traffic is uncertain. There is limitation in the 
application of intrusion detection technology. The flexibility 
of system is not good to analyze the huge amount of data 
based upon proposed method. Still there is scope for research 
in this area.  
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