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Abstract: This paper deals with the achievement of proposed study of steganographic field. The author devised some algorithm to
authenticate various images/documents in both spatial and frequency domain using 1-bit-, 2-bit-, and 3-bit-steganography. Major
achievements of the proposed study are enhancement of Pick Signal-to-Noise Ratio, Image fidelity and considerable amount of
lower MSE, inspite of large volume of data hiding. Most of data hiding technique obtained better/comparable results compare to
existing technique. The chronological achievement in terms of PSNR, IF and MSE are shown in this paper.
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I.  INTRODAUCTION

Digital images are transmitted over popular
communication channels such as the Internet. For secured
communication, image authentication techniques have
gained more attention due to their importance for a large
number of multimedia applications. Military, medical and
quality control images must be protected from alteration so
as to maintain their authenticity, a number of approaches
have been proposed for this including: conventional
cryptography [16], fragile and semi-fragile watermarking
and digital signatures. Digital watermarking is the process of
hiding the watermark imperceptibly in the content. This
technique was initially used in paper and currency as a
measure of authenticity. Steganography [7, 12, 15] within
the image has become an important technique for proving
image authentication and identification. Data hiding
primarily refers to a digital watermark which is a piece of
information hidden in a multimedia content, in such a way
that it is imperceptible to a human observer, but easily
detected by a computer. The principal advantage is that the
watermark is inseparable from the content. Ownership
verification [8, 9, 17] and authentication is the major task
for military people, research institutes, and scientists.

Information security and image authentication has
become very important to protect digital image document
from unauthorized access. In steganographic [1, 2, 3, 4, 5]
applications, the hidden data may be a secret message,
hologram or video whose presence within the host data is
generally undetectable. Data hiding represents a useful
alternative to constructing a hypermedia document or image,
which is more difficult to manipulate.

Prior research into this area has focused on:

a. ldentifying bits that can be used for Steganography.
Pavan et al. [13] and Nameer N. EL-Emam [6] used
entropy based technique for detecting the suitable areas
in the image where data can be embedded with
minimum distortion.

b. Methods of implementing the Steganography.
Chandramouli et al. [10] developed a useful method for
making such alterations by masking, filtering and
transformations of the least significant bit (LSB) on the
source image. H. H. Pang [14] used hash value obtained
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from a file name, password and position of header of
hidden file. Ker [18] and C. Yang [19] presented a
general  structural  steganalysis  framework  for
embedding in two or more LSBs. H. C. Wu [20] and
Cheng-Hsing Yang [21] constructed a method of LSB
replacement into the edge areas using pixel value
differencing (PVD) where PVD was used to distinguish
between the edge and smooth areas.

c. Methods of detecting Steganography. Dumitrescu et al.
[11] constructed an algorithm for detecting LSB
steganography.

Recent studies [1, 2, 7, 11, 17, 18, 19, 20, 21] have
shown that digital data can be effectively hidden in an image
with imperceptible degradation to the host image but less
protection against various attacks. Most of the approaches
including PVD based LSB substitution techniques have not
been tested on colour images; moreover, some of them did
not consider the principle that the deep colored edge areas
are able to tolerate more changes than light colored edge
areas [18, 19, 20, 21].

The aim of this paper is to present a model that would
facilitate legal document authentication using a data hiding
procedure which embeds the data adaptively by considering
the concept of human vision, with features of high capacity
and low distortion. The Adaptive Steganography [22, 23] for
legal document Authentication based on hiding principle
places an emphasis on:

i Information and image protection  against

unauthorized access

ii. Inserting secrete messages/image data into the
source image for legal document identification

iii. Transmitting secure messages within the image

Here proposed a model for authentication of passport and
voter ID card for our nation which is most relevant and
burning area of interest for the building of nation has been
proposed. In this model various developed techniques are
used to authenticate legal document like passport, copyright
document, voter ID card, ration card and title deed.

Section |1 of the paper deals with the proposed technique.
Results, and discussion are given in section Ill. Section IV of
the paper deals with the authentication process of passport
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and viter ID card. Conclusions are drawn in section V,
References are given in section VI.

Il. THE TECHNIQUE

Here proposed a model for authentication of passport
and voter ID card. By this model ownership verification and
copy right protection for all legal documents is possible.
With the help of different proposed techniques the secrete
data can be embedded within the image passport or voter 1D
card holder. Also for different level of security a key of
message digest MD generation is possible using proposed
algorithm. Here describing the working principle of one
technique among all the proposed technique. The proposed
model is applied to authenticate passport and voter ID card.

Model generates message digest MD of length 128 bits
from the original source image of passport holder or voter
ID holder. Prior to generate this MD from source image, the
bits of the insertion position initialized by zero and then a bit
swap operations on each byte of the source image is
performed. Inter-bit swapping is done for each byte, the rule
is, for each of the first 6 bits (from LSB to MSB), if the
value of a bit is zero interchange (swap) the values of the
next 2 bits towards MSB, else leave the values of those two
bits unchanged. After swap operation for all bytes of
initialised image the XOR operation is perform between first
two 128 bits stream of swapped image. Next XOR
operations are performed between the resultant 128 bits
from 1st two 128 bits and third 128 bits from swapped
image. After continuing the same process for all 128 bits
stream of swapped image, finally MD will be generated with
128 bits long. In the final step the bit wise XOR operation is
performed with the inserted bits at the insertion positions
and this 128 bits MD key of the signature image. Hence the
key MD will be repeated after 128 such positions while
executing the bit wise XOR operation. Any change of
source image the generated message digest MD will differ
from the original one which has been generated during the
process of authentication at the destination. As a result any
attempt in tempering the document during transmission
across the network can be identified. The signature of
appropriate authority is also fabricated as an authenticating
image using same principle. The strength in embedding is
high without changing visible property. Figure 1 shows the

processed of model.
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Figure 1: Schematic diagram of authentication

© 2010, IJARCS All Rights Reserved

5

I11. RESULT AND DISCUSSION

Fig. 2, 3 and 4 are shows the growth of PSNR, IF and
MSE in spatial domain algorithms BLIA/SMTT [2],
MDHIAT [3], AI/HLVD [24], IAHLVDSMTTM [4], FBIA
[26], ATILD [25] developed by me and existing technique
S-Tools. The Fig. 2 indicates the PSNR increasing in
different proposed algorithms and S-Tools generates low
PSNR. IF is increasing in the different developed algorithm
which shows in Fig. 3, Fig. 4 shows the exact scenario of
noise integration on embedding in different technique. Fig.
5 is showing the growth of PSNR value in proposed
frequency domain algorithms IAFDDFTT [1], IATFDDFT
[27], CDHTCIAFD [28] and DFTMCIAWC [29] all are
developed by me. In frequency domain the PSNR values are
increasing in different algorithm. Hence in terms of above
analysis it reveals that using proposed techniques and
methodology, authenticity and security in transmitting
secrete message/image through wired/wireless
communication system may be enhanced.

Growth of PSNR values in different algorithm in spatial domain
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Figure 2: The Growth of PSNR
Growth of IF in different algorithms in spatial domain
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Figure 3. The Growth of IF
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Minimization of MSE in different algorithms in spatial domain
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Figure 4: The growth of MSE
Growth of PSNR values n different agorithm i frequency domain
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Figure 5: The growth of PSNR

IV. AUTHENTICATION PROCESS OF PASSPORT
AND VOTER ID CARD

In the process of passport (Fig. 6) and voter ID card
(Fig.10) authentication is done by different level of soft
computing process. Here holder image (Fig. 7) is considered
as the secrete carrier for authentication. This image should
be authenticated by the signature of issuing officer and the
signature of owner. Fig. 7 is authenticated by the signature
of regional passport officer (Fig. 9) and the signature of the
passport holder (Fig. 8). Fig. 11 is authenticated by the
signature of electoral registration officer. With the help of
any one proposed algorithm the embedding of signatures
within the source image can be done. Before embedding of
signature the dimension of signature and message digest
from source image should be embedded within the holder
image. At the other end all embedded data can be extracted
successfully by the reverse procedure. As a result authority
can identify the original one and also can be able to identify
any impaired one.
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Figure 6: Authenticated passport with embedded signature for verification
using soft tools
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Figure 7: Original photograph of passport holder with stamp
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Figure 9: Signature of regional passport officer to authenticate passport
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Figure 10: Authenticated voter ID card with embedded signature for
verification using soft tools

Figure 11: Original photograph of voter ID card holder with stamp
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Figure 12: Signature of authorised person to authenticate ID card
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V. CONCLUSIONS

Proper utilization of proposed techniques ownership
verification can be possible like title deed, agreement copy,
passport, voter ID card and ration 1D card authentication.
Application of security and authenticity for sensitive
document is necessary to keep the copyright protection. For
the proliferation of autonomy in different level of
administrative work the protection of important document is
needed to resist any kind of scamp. With the help of the
proposed model the originality checking is easily possible
for the legal documents.
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