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This limited information might cause them to be afraid of, or 
as within the previous example, entirely unaware of the 
potential security and privacy problems connected to their 
deployment of IoT [11]. This is often why several 
businesses need to understand additional concerning the 
potential threats, benefits, disadvantages, and solutions 
regarding security in conjunction with IoT. In addition, they 
have to understand what competence in information security 
is important so as to appreciate value effective security in 
conjunction with their deployment of IoT. This information 
and competence should help facilitate their transition from a 
non-IoT-business to an IoT-business, because it can modify 
each employees and management to know, address their 
doubts and issues in terms of their investments and therefore 
the ensuing security risks. During this method, managers 
will create a balanced risk-benefit analysis of the adoption 
of IoT for a particular application or family of applications. 
 
IoT security issues mainly classified into two areas: virtual 
and physical threats. De-parameterized can be done by 
increasingthe physical threats.In today IT-environment, the 
virtual threats are closely coupled with the threats and 
mainly consist of information (an asset) and obtaining data 
or taking control of the device itself. Increasing the 
performance and power of IoT devices use of limited 
methods for securing an IoT environment. 
 
To support computing on encrypted data, IoT applications 
need new security architectures. The encrypted data is 
processed by existing practical systems, such as CryptDB 
[6] designed for web services.For example, if the users 
decide the cloud as untrusted then CryptDB selects and 
performs necessary cryptographic operations on a data flow 
between the app server and database.An IoT application 
stores and processes data on gateways as well as the cloud 
andthis introduces an additional untrusted entity.Smart 
phones can be root-kitted, which would give an adversary 
access to personal data. Many untrusted gateways provide to 
IoT systems.For example, home automation gateways can 
run arbitrary software.IoT applications need new 
cryptographic algorithms and protocols. The resources 
accessible to IoT devices vary by up to six orders of 
magnitude (i.e., KB to GB of RAM and mhz to ghz of cpu 
power). Every tier contains a totally different system 
architecture and communication interface (i.e., BLE and 
Zig- Bee, to WiFi, LTE, and Ethernet). Gateway and IoT 
devices are battery powered then want careful power 
management. One common way to store IoT data is in 
structured databases, like SQL databases. In an encrypted 
query processing system, a plaintext SQL query is 
transformed to an encrypted query, specified the cloud 
cannot study the values within the query. The question is 
then executed over encrypted data and also the encrypted 
result is sent back to the user. Crypt- DB is one among the 
early systems that used order-preserving encryption schemes 
and partial homomorphic encryption to make an efficient 
EDB [13]. Partially Homomorphic encryption (PHE) 
schemes to enable query processing over encrypted data 
within the cloud. It offers a new technique for secure sharing 
of PHE data among users and groups, based on re-
encryption techniques. In this research paper, understand 
how to implement encryption technique in various research 
papers. 

II.  LITERATURE REVIEW 
 

Mayuri A. et al. [15]summarized read of IOT together with 
its design has been given. IOT is a future technology of 
innovation however still at its early stage of analysis and 
development. IOT cannot be used wide if it is not safe. 
Therefore, the paper has mentioned security problems with 
IOT and a few measures for needed security parameters. 
even though in recent years, an active analysis on IOT goes 
on, however still some issues will be additional focused on: 
1) Use and analysis of Wi-Fi, Ethernet, Bluetooth for 
networking of IOT or ZigBee protocol; 2) Application 
oriented study is required for various industrial application 
in hich IOT will be utilized in order to initiate a new 
technological revolution; 3) New security challenges and 
application of light-weight cryptographic protocol need to 
be studied more. 
 
Hui Suo, et al. [16] for a short time reviewed security 
within the IoT, and  security characteristics and four layers 
including perceptual layer, network layer, support layer and 
application layer. Encryption mechanism and security, 
protecting sensor data, and encryption algorithm has 
discussed.  
 
Tuhin Borgohain , et al. [17]surveyed all the security flaws 
existing within the internet of Things, which will convince 
to be very detrimental in the development and 
implementation of IoT in the totally different fields. 
Therefore adoption of sound security measures  countering 
the above detailed security flaw as well as implementation 
of various intrusion detection systems ([11], [3]), 
cryptographic and stenographic security measures within the 
information exchange process and using efficient methods 
for communication  can lead to a safer and robust IoT 
infrastructure. In this paper suggest that more effort on 
development of secured measures for the existing IoT 
infrastructure before going for further development of latest 
implementation methods of IoT in lifestyle would convince 
be a more fruitful and systematic technique. 
 
Rene Hummen,et al. [18] analyzed the public-key 
cryptography on the certificate-based DTLS handshake and 
known significant Random Access Memory and Read Only 
Memory needs. Certificate-based handshake provides a 
limited devices for secure communications. DTLS 
connection make security for Applications, Servers and 
Connections. 
 
 Taha M. et al. [19]presented the security and privacy once 
using the internet of Things technology, also known as The 
Internet of Objects, refers to a wireless network between 
objects; typically the network are wireless and self-
configuring, like unit appliances.  
Raluca Ada Popa, et al. [20]presented CryptDB system for 
privacy within the two vital threats in database backed(DBA 
and DBMS) applications. CryptDB meets Encrypted Data 
and  SQL -aware cryptography strategy. Onion of 
encryption to untrusted DBMS Servers and user passwords. 
 
Alexandra Boldyreva, et al[21].surveyed the cryptographic 
study of Order-preserving symmetric cryptography (OPE) 
Curiously, in this paper initial show that straightforward 
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relaxations of standard security notion for encryption similar 
to distinguish ability against chosen-plain text attack (IND-
CPA) is unrealizable by a practical OPE scheme. Then 
design an efficient OPE scheme and prove its security under 
our notion based on pseudo randomness of an underlying 
block cipher. Explained random order-preserving function 
and hyper geometric probability distribution.  
 
Florian Kerschbaum, et al. [22] presented a novel, strictly 
safer order-preserving encryption. In this paper compress the 
data on the client by a ratio of almost 15, but are able to do 
much higher ratios (of up to several thousands) with a 
number of repeated cipher-texts and unauthorized leaking 
some frequency information. User Selection allowed 
security of order preserving and storage cost. 
 
John Kolb, et al. [23] proposed for a new distributed run-
time system to facilitate fast application development for the 
IoT, informed by the belief that an intermediate tier of 
resources lying between edge devices and the cloud, is an 
integral however underutilized element of the IoT landscape. 
in this paper the proposed system includes a set of services 
to orchestrate the execution of IoT applications, a 
programming model to modify the construction of 
application components, and a configuration engine that 
permits developers to stipulate wherever their application's 
components may run as well as who will access them. in this 
study believe that this is able to represent a vital step 
forward in enabling developers to unleash the potential of 
the internet of Things. The paper aim is not only to assist 
developers a lot of simply construct applications however 
additionally to function a platform that provides precise and 
simply controlled execution semantics for distributed IoT 
software. 
 
Liam Morris,et al. [24]proposeda homomorphic 
cryptosystems provide identical level of privacy as the other 
cryptosystem, whereas additionally allowing operations to 
be performed on the data while not the requirement to 
examine the particular data. If a computationally efficient 
fully homomorphic cryptosystem were to be developed, the 
implications are extraordinary. Complete privacy between 
client and server would be possible without any decreased 
functionality.Such systems might be applied to almost 
anything that needs computation, like voting, banking, cloud 
computing, and many others. Whereas the theoretical 
applications of homomorphic encryption are very useful and 
exciting, it is still the case that these systems have not 
however matured to the point of being practical. However, 
these systems are extremely young and there is still an 
excellent amount of analysis that must be done in this area. 
Additional installments in this area should prove interesting, 
and eventually it's going to be possible that such systems be 
widely adopted. 
 
Ms.Parin, et al. [25]analyzed the survey on various 
homomorphic cryptography schemes. In a cloud computing 
fully homomorphic primarily based security is new idea. In 
this idea client encrypt the data using client’s private key 
and that encrypted data is received by the server. Without 
decrypting that data server performs the operation and sends 
result back to the client. Now client decrypt that data and 
obtain the result. So, security drawback is overcome through 

this Homomorphic algorithm. Data confidentiality is 
managed by this algorithm. 
 
 Caroline Fontaine, et al. [27] presented in this paper a 
state of the art on homomorphic encryption schemes 
discussing their parameters, performances and security 
problems are given. In this paper saw, these schemes are not 
compatible for every use, and their characteristics should be 
taken into account. Their utilization in the signal processing 
community is kind of innovative and this paper will serve as 
a guide for understanding their specificity advantages and 
limits. 
 
Mirza Abdur Razzaq, et al. [28]discussed IoT security 
needs to focus on major security problems with IoT 
particularly, focusing the security attacks and their 
countermeasures.As a result of lack of security mechanism 
in IoT devices, several IoT devices become soft targets and 
even this is often not in the victim’s knowledge of being 
infected. In this paper, the security needs are discussed like 
confidentiality, integrity, and authentication, etc.In this 
survey, twelve differing kinds of attacks are classified as 
low-level attacks, medium-level attacks, high-level attacks, 
and extremely high-level attacks together with their 
nature/behavior yet as suggested solutions to encounter 
these attacks are mentioned. Considering the importance of 
security in IoT applications, it is extremely important to 
install security mechanism in IoT devices and 
communication networks.Moreover, to protect from any 
intruders or security threat, it is additionally suggested to not 
use default passwords for the devices and read the security 
needs for the devices before using it for the first 
time.Disabling the options that donot seem to be used might 
decrease the possibilities of security attacks.Moreover, it is 
necessary to review completely different security protocols 
utilized in IoT devices and networks. 
 
Muhammad Usman, et al. [29] proposed IoT are going to 
be an important part of our daily lives.Various energy 
constrained devices and sensors will continuously be 
communicating with one another the security of that should 
not be compromised. For this purpose a light-weight 
security algorithm is proposed in this paper named as SIT. 
The implementation show promising results creating the 
algorithm for a suitable candidate to be adopted in IoT 
applications. 
 
Hossein Shafagh, et al. [30] presented Pilatus, a 
replacement practical system tailored for the IoT ecosystem. 
In this paper empower the user with full management over 
their data, despite it being hold on in third-party clouds. In 
Pilatus, the cloud does not have access to any secret keys 
and stores only encrypted data. It can though process queries 
on encrypted data and re-encrypt it for sharing. In this paper 
the sharing scheme comes with cryptographic guarantees 
and the possibility of revocation. In this paper optimized the 
underlying cryptographic operations towards mobile 
platforms. The implementation and case studies on fit bit 
and Ava show that Pilatus has reasonable overhead in 
processing time and end-to-end latency. In this paper 
anticipate the presented cryptosystem and open-source 
platform to be useful for the design of secure mobile 
applications and to enable more analysis in this field. 
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III. CONCLUSION 
 
Internet of Things (IoT) is a concept that encompasses 
various objects and strategies of communication to exchange 
data. Nowadays IoT is a lot of a descriptive term of a vision 
that everything should be connected to the internet. Finally, 
we would prefer to recommend that a lot of effort on 
development of secured measures for the existing IoT 
infrastructure before going for further development of recent 
implementation methods of IoT in daily life would prove to 
be a  lot of fruitful and systematic method. 
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