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Abstract: With the growth of Internet both in its importance and size, network security is also become vital. Intrusion Detection System is one of 
the important components here. Intrusion Detection Systems based on Soft Computing are currently attracting considerable interest from 
research community. Characteristics of Soft Computing, such as adaptation, fault tolerance, and error resilience in the face of noisy information, 
fit the requirements of building a good intrusion detection model. Typically Soft Computing algorithms learn from human knowledge and mimic 
human skills. Here we have analyzed the application of Soft Computing to the problem of intrusion detection. In this work primarily we have 
focused on Genetic Algorithm and Neural Network. Such evolutionary techniques are tested effectively using KDD Cup 99 dataset. 
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I. INTRODUCTION 

Since last few decades computer networks specifically 
Internet, play an important role in various spheres of human 
activity. Data and information has become the most precious 
asset. The world become increasingly dependent on the 
information since more information is being stored and 
processed on network-based systems. Due to widespread use of 
Internet based applications protecting the information to a very 
high extent becomes crucial. To keep, transmit and automate 
information processing becomes major problem. Depending on 
the importance of information different security levels are 
developed. The security level of processed information rapidly 
increases from individual to commercial to military. The 
violation of the information confidentiality, integrity and 
accessibility may have significant undesirable consequences. 

To protect computer systems several traditional approaches 
and techniques developed over years. Computer networks are 
typically protected by a number of access restriction techniques 
like anti-virus, firewall, encryption, secure network protocols, 
password based authentication, access control list. After 
applying all these security measures also potential attacker can 
always find a way to infiltrate into a network. So we need some 
additional support that would detect different types of security 
breaches. These support systems are known as intrusion 
detection systems (IDS) and are placed in Demilitarized Zone 
and/or inside the protected network, looking for potential 
threats in network traffic and/or audit data recorded by hosts. 

II. INTRUSION DETECTION 

Intrusion detection is defined as the process of intelligently 
monitoring computer system or network, analyzing them for 
security breaches. The objective of Intrusion Detection System 
is to protect the availability, confidentiality and integrity of 
critical networked information systems as per security policy. 
Intrusion Detection Systems are an important component of 
defense in depth protecting computer systems and networks 
from misuse. When IDS is properly deployed it provides alerts 

indicating that a system is under attack. Intrusion Detection 
Systems are characterized based on two aspects: 

• host based or network based 
• anomaly detection or misuse detection 

 
Intrusion detection attempts to detect computer attacks by 
examining data records observed by processes on the same 
network. These attacks are typically split into two categories, 
host-based attacks and network-based attacks. Host-based 
attack detection routines normally use system call data from an 
audit process that tracks all system calls made on behalf of 
each user on a particular machine [22][23]. These audit 
processes usually run on each monitored machine. Some 
examples of host-based IDS are: Verisys, OSSEC (a multi-
platform open source HIDS), ISS RealSecure Server Sensor 
(Generic); Tripwire, AIDE (Check host file system), 
BlackICE, PortSentry (Check host network connections); 
LogSentry, Swatch (Check host’s log files). Network-based 
attack detection routines typically use network traffic data 
from a Network sniffer like tcpdump/libpcap. Second aspect is 
anomaly detection or misuse detection. In a misuse detection 
based IDS, intrusions are detected by looking for activities that 
correspond to known signatures of intrusions or 
vulnerabilities. This is just like anti-virus system. On the other 
hand, an anomaly based Intrusion Detection System detects 
intrusions by searching for abnormal network traffic. While 
anomaly-based IDSs are more capable of identifying new 
types of attacks than misuse-based system, they also tend to 
have higher false alarm rates. In this paper we have only 
considered anomaly-based approach. 

We can describe intrusion detection system as a system 
which processes information coming from the system to be 
protected. This detector system can also launch investigations 
to trigger the audit process, such as requesting version 
numbers for applications. Typically it uses three kinds of 
information: long-term information related to the technique 
used to detect intrusions, configuration information about the 
system’s current state, and audit information like the events 
that are happening to the system. One of the roles of the 
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detector is to eliminate unneeded information from the audit 
trail. It then presents either a synthetic view of the actions 
related to security, taken during normal usage of the system, or 
a synthetic view of the current security state of the system. 
Based on these actions or this state, decision is then taken to 
evaluate the probability of an intrusion or vulnerabilities.  

Intrusion detection has become an integral part of the 
security process with the advent of soft computing for it. Soft 
Computing is characterized by the use of inexact solutions to 
computationally-hard tasks such as the solutions of NP-
complete problems, for which an exact solution cannot be 
derived in polynomial time. Many researchers have identified 
potential and suggested use of soft computing techniques for 
intrusion detection [2][6][9][12][15][16]. For intrusion 
detection some soft computing techniques are used extensively: 
Genetic Algorithm [7][8][13][17] , Neural Network [1][5][14], 
Fuzzy techniques[20][21], and Support Vector Machine[19]. In 
this work we have analyzed use of Genetic Algorithm and 
Neural Network for intrusion detection. 

III. ALGORITHM-1 (GENETIC ALGORITHM) 

The Genetic Algorithm is based on Darvin’s evolutionary 
theory in order to evolve optimal solutions to a given problem. 
In nature, organisms fight for survival, and the fittest members 
tend to have the best chance of living on. These fit spices are 
then more likely to reproduce and pass on their successful 
genes to future generations. In this manner, the average fitness 
of each subsequent generation is normally greater than that of 
the parent. To avoid local minima problem, mutation is used. 
Mutation adds randomness to the process by introducing 
random change to certain members of a population. These 
mutations can either be beneficial or detrimental. 

For finding computational solution also, it works in much 
the same manner. Individuals in a population are represented 
by strings also called the genetic codes. These genetic codes 
represent potential solutions to a given problem, and their 
effectiveness is represented by a fitness function which takes 
into account the optimality. The most fit members of the 
population are the most likely to cross-breed and reproduce off-
spring carrying on their attributes. Weaker members are less 
likely to reproduce, and their features are therefore more likely 
to obsolete as time goes on. In this manner, subsequent 
generations tend to be more fit than the previous ones, as the 
fittest are more likely to survive and pass on their genes. 
Random mutation introduced to encourage change and prevent 
the settling into local minima.  For Genetic Algorithm based 
intrusion detection we have used following model: 

 
 
We have used following fitness function:  

 f(x) = α/Α  − β/Β (1) 

where � is the number of correctly detected attacks, A is the 
total number of attacks, � is the number of false positives, and 
B is the total number of normal connections. The fitness 

function value range was over the closed interval [-1, 1] with -1 
being the weakest possible fitness and 1 being the best. A high 
correct detection rate and a low false positive rate results in a 
high score on the fitness function. Low detection rate or high 
false positive rate returns low scores on the fitness function. 

IV. ALGORITHM-2 (NEURAL NETWORK) 

Neural networks are capable of classification in a wide 
variety of areas. A neural network is a collection of nodes and 
weighted connections that are meant to represent biologic 
neurons. Figure-2 shows the basic structure of a standard neural 
network. 

 

 
 
Input is first passed to the input layer, which contains one 

node for every input into the network. These nodes then pass 
their input along their connections to the hidden layer. While 
neural networks generally have only one input and output layer, 
there can be any number of hidden layers. The hidden layer 
accepts input from each of its connections to the input layer, 
and then applies the following operation: 

  (2) 

where yj is the output from the jth hidden node, n is the total 
number of input nodes, xi is the ith input, and wji is the weight 
on the connection between the ith input and the jth hidden node. 
K(a) is a predefined function which transforms the weighted 
sum into a given range. The sigmoidal function is used to 
transform value into a real number between 0 and 1. 

V. IMPLEMENTATION AND RESULTS 

The KDD Cup 99 dataset is popularly used as a benchmark 
dataset in several different research works [24]. The KDD Cup 
99 intrusion detection Data Set, which are based on DARPA 98 
Data Set, provides labeled data for researchers working in the 
field of intrusion detection and is the only labeled dataset 
publicly available. This Data Set is a benchmark Data Set for 
comparing performance of various IDSs [2][3][5][6][7]. For 
analyzing GA and NN algorithms, we have also used this 
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benchmark Data Set. Following is the Class Distributions of 
10% KDD99 Data Set: 

 
   Table-1 Class Distributions of 10% KDD99 

Class Number of Connections 
Normal 97277 

DoS 391458 
U2R 52 
R2L 1126 

Probe 4107 
Total 494021 

 
IDS have three common issues: speed, accuracy and 

adaptability. In our experiment we have focused on detection 
rate which is computed as the ratio between the number of 
correctly detected attacks and the total number of attacks. 

 
Table-2 Experimental Results 

 GA Detection Rate NN Detection Rate 
Normal 96.22 % 96.82 % 

DoS 97.46 % 97.24 % 
U2R 48.54 % 42.54 % 
R2L 39.85 % 44.16 % 

Probe 97.57 % 97.23 % 
 
These experimental results indicate that both soft 

computing techniques performed well for specific attack class. 
Specifically both are performing poor for U2R and R2L attack 
classes. Compare to statistical approach soft computing 
techniques are capable of identifying unknown attacks. Genetic 
Algorithm has good learning capability while Neural Network 
is a good classifier. Comparison of different approaches is 
given below: 

 
Table-3 Comparison of Different Algorithms 
 Advantages Disadvantages 

Statistical 
approach 

Higher 
detection 
accuracy 

Not applicable to 
NP-complete (non-
deterministic 
polynomial-time 
complete) 

Genetic 
Algorithm 

Good learning 
ability 

Early constringency 
and parameter 
selection 

Neural 
Network 

Good classifier Poor knowledge 
representation and 
explanation  

VI. CONCLUSION 

Since many years Soft Computing Techniques are used to 
solve many computational problems. In the field of Intrusion 
Detection also researchers have identified potential of Soft 
Computing Techniques. We have analyzed usage of soft 
computing techniques in Intrusion Detection Systems. Our 
experiment has shown that Genetic Algorithm and Neural 
Network are promising Soft Computing Techniques for 
Intrusion Detection. We have also observed that both 
techniques are good in specific attack types. Here we suggest 
that hybrid soft computing techniques should be experimented 
for efficient Intrusion Detection. 
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