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Abstract:During the last two decades, the use of internet has been changing every domain of technology. It has also led to the 
tremendous development and implementation of cloud computing from the last few years. But the shared nature of data in the 
cloud makes it prone to security attacks. So different security techniques need to be implemented to prevent security breaches. 
Authentication is one such technique which plays a major role in Cloud Computing security. The various possible security attacks 
on the Cloud Service Providers (CSP) are prevented by applying different authentication mechanisms, which verifies a user’s 
identity when a user wishes to request services from cloud servers. There are multiple authentication technologies for verifying the 
identity of a user before granting access to resources. In this research work, different possible authentication techniques are 
discussed. It is observed that biometric techniques are proving very helpful in implementing multi-factor authentication and one of 
the new biometric authentication techniques like palm print is being introduced as well.  
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I.  INTRODUCTION  

Cloud computing is a type of Internet-based 
computing for providing on demand access to shared 
computer processing resources, data, software, 
infrastructure, and platform resources which can be 
rapidly stipulated and released with minimal 
management effort. By providing different services it 
helps to extend capability of Information Technology 
(IT) [1].  

The cloud computing model is composed of three 
essential service models and four deployment models. 
The three fundamental service models that are offered 
by cloud computing providers are: Infrastructure as a 
Service (IaaS), Platform as a Service (PaaS), and 
Software as a Service (SaaS).  

SaaS: It is the topmost layer which provides 
software as a service through the internet. The 
customer does not need to manage the infra-structure 
of cloud including customer’s operational systems, 
servers and saving area and there is no need to install 
and run the application on customer’s own computers. 

PaaS: It is the second layer which provides the 
sole (unshared) program environment, computing 
platform, developing and solution strategies. 

IaaS: It is the bottommost layer that provides just 
the basic hardware and network components of 
computing infrastructure such as storage, CPU and 
memory; the customer installs or develops its own 
operating systems, software and applications. There is 
no need for the client to control or manage the 
infrastructure. An artificial server is made available for 
the client in this service [2].  

The four different deployment models provide the 
basic platform for the operation of cloud services. 
Moreover, these models include the identity and aim of 
cloud. These models are discussed as: 

Public cloud:  It is a cloud computing model in 
which resources, such as e-mail services, online photo 
storage services, or social networking sites, are made 
available to the general public 

Private cloud: In this type of cloud computing, the 
cloud infrastructure is managed by the organization or 
a third party and is operated solely for a specific 
organization. 

Community cloud: Here the cloud service is 
shared by several organizations or communities and 
made available only to those groups. The cloud 
infrastructure may be owned and operated by the 
organizations themselves or by a cloud service 
provider. 

Hybrid cloud: Combination of different methods. 
 

over the Internet by a 

service provider. On a pay-per-usage model, these 
services may be free or paid.  

 
Figure 1: Cloud Computing Deployment Models  

 
There are many advantages of cloud computing 

such as low cost storage and shared infrastructure. 
Besides these advantages, there are also many 
disadvantages. The most serious one being the data 
security of the cloud system that is due to the nature of 
outsourced computing or the shared nature of data. If a 
robust security scheme and a user-centric security 
policy is not implemented, the cloud system would be 
vulnerable to different attacks. There are three 
important factors of cloud security requirements. 
These are confidentiality, integrity and availability. 
These three factors are widely called as CIA. 
Confidentiality means protection of data from 
unauthorized disclosure. It depends on various factors 
such as encryption methods, Cloud Service Provider 
and length of key (in symmetric algorithm). 
Confidentiality plays an important role in cloud 
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computing by preserving control on organizations’ 
data situated across multiple servers. Integrity is 
defined as the assurance that data received is as sent by 
an authorized entity i.e. no unauthorized person can 
fabricate, modify and delete sensitive information in 
cloud servers. Organizations can achieve greater 
confidence in data and system integrity by preventing 
unauthorized access. The objective of availability is to 
ensure that only authorized person can access to shared 
information in cloud service provider (any time and 
any place). Even if there is the possibility of a security 
breach, cloud servers must be able to continue 
operations. There can be various threats to availability 
with Denial of Service attacks (DOS) being the most 
popular one. Some other threats include natural 
disasters and equipment outages. As cloud computing 
is associated with having users’ sensitive data stored 
both at client side as well as in the cloud servers, the 
concepts of confidentiality, integrity and authentication 
are very important areas that need to be taken care of 
in cloud computing. Various architectures have been 
presented that reduce the imminence of theft and 
decrease the misuse of shared data by the cloud service 
provider [3]. The privacy of the data can be managed 
and controlled by these methods in the 
cloudenvironment. Various security approaches of 
cloud infrastructure and their issues were studied and 
the aim of this research was to produce a strategy and 
enhance the security of cloud environment [4].  

In cloud environment, authentication of user is an 
important factor, because it guarantees that the 
communicating entity is the one claimed. Many 
methods are being used to authenticate users in cloud 
computingenvironment. Single Sign On (SSO), 
username and password, multi-factor authentication, 
Mobile Trusted Module (MTM), Public Key 
Infrastructure (PKI), as well as biometric 
authentication are the main methods being used today. 
This study reviews various authentication techniques 
in cloud computing environment and these techniques 
are characteristically used to improve the security of 
Cloud computing. Followed in this paper, a brief 
explanation of different authentication techniques is 
given in section II and later sections include 
conclusion and references.  

II. AUTHENTICATION TECHNIQUES IN CLOUD   
COMPUTING ENVIRONMENT 

In every secure communication system particularly 
in wide spread network such as cloud computing, 
authentication is a central part. It prevents shared 
information from unauthorized access. The 
management module for authentication, authorization 
and accounting is AAA. If a user tries to access cloud 
service provider, then the AAA verifies the user's 
authentication information. Additionally, 
authentication method assures that the communicating 
entity is the one claimed. 

 

 
Figure 2: Authentication Methods in Cloud 

Computing 
 
There are a number of authentication schemes 

which have been characterized into three types as: 
a) Something a user knows − PIN based 

authentication scheme, username and password 
and Implicit Password Authentication System 
(IPAS) 

b) Something a user has − smart cards or electronic 
tokens 

c) Something a user is − biometric authentication 
[1]. 

 
These three are further categorized into six types 

discussed as under: 

A. Username and Password Authentication 
In this technique of authentication, confidentiality 

and privacy can be maintained up to some level. In 
order to access the information in the CSP, the 
username and password are required to be entered by 
the user to the system. It is observed that this 
authentication technique fails in providing a higher and 
reliable security because it is tough to check whether 
the request is from the authorized user. Furthermore, 
most of the users choose very easy passwords for a 
machine to guess. Also there is a possibility of the best 
password to get stolen by brute force and dictionary 
attacks. In cloud computing environment, the input 
constraints make it difficult for users to use complex 
passwords which lead to the usage of easy and short 
passwords. Moreover, users reuse their passwords for 
recognizing in many different servers which increases 
the risks to the security of user’s pooled information. 
Strong passwords help in making brute force attacks 
impracticable as well as help in avoiding the dictionary 
attacks. It is believed that the length of the password 
decides the security it delivers.  

Various protocols have been presented that can 
allow a user to use a single password authentication to 
recognize in numerous services securely [5]. These 
protocols prevent users against dictionary attack, 
cross-site attack, malware and phishing. The main idea 
of these proposed protocols is that the user’s password 
remains secure even if the mobile device gets stolen.  

B.  Multifactor Authentication  
To make information more secure in cloud 

computing environment, a combination of 
authentication techniques needs to be used. This 
scheme is more secure because it does not just validate 
the username and password pair but also requires 
another factor e.g. biometric authentication. It is one of 
the stronger authentication techniques. Actually, the 
expectation of authenticity rises exponentially when 
additional factors are involved in the process of 
verification.    
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For cloud computing environment, a multifactor 
biometric authentication system was proposed that 
includes finger print and palm vein [6]. The aim is to 
handle the biometric data in a protected fashion by 
keeping the data of fingerprint in the central database 
of the cloud security server and the biometric data of 
palm vein in multi-component smart cards.  

C. Mobile Trusted Module 
A set of conditions to store, measure, and report 

software and hardware integrity were introduced by 
Trusted Computing Group (TCG) through a hardware 
root-of-trust, that are the Mobile Trusted Module 
(MTM) and Trusted Platform Module (TPM). Unlike 
Trusted Platform Module (TPM) which is for PCs, 
MTM is a security aspect employed in mobile devices, 
[7]. The integrity and reliability of a mobile platform is 
ensured by the MTM [8]. 

Three main issues have been identified in the 
MTM with their promising solutions as well. The first 
issue is related to the requirement of balancing more or 
less distinct goals at the system-level designs. The 
second issue is the cryptographic algorithms that 
should be supported by MTM. The third issue is linked 
to the application of cryptographic primitives.  

D.  Single Sign On 
The SSO is a method of accessing the multiple 

independent software system in such a manner that 
when a user logs in a system, without being provoked 
to re-login in each application, gains the access to all 
the system [9]. This process supports the users to 
access numerous services and reduce the threat for the 
administrators to direct users practically. By 
preventing the user to remember many passwords, it 
helps to improve user efficiency and decreases the 
amount of time the user puts in typing numerous 
passwords to login. 

E.  Public Key Infrastructure 
Traditional authentication scheme is based on the 

secret key and mainly supports the placement of 
traditional asymmetric cryptographic algorithms, for 
example, RSA. To prove the identity of user, a private 
key is used. In the design of security protocols such as 
Secure Electronic Transaction (SET) and Secure 
Socket Layer (SSL/TLS), PKI has been used in order 
to be responsible for authentication. PKI mechanism 
has to ensure data integrity, data confidentiality, non-
repudiation, strong authentication, as well as 
authorization. The security characteristics of cloud 
environment have been proposed that uses 
combination of SSO, Public Key Infrastructure, 
cryptography techniques, as well as LDAP, to 
guarantee the integrity, authentication and 
confidentiality of data and communications [10]. Thus, 
this model presented benefits of both single 
technologies and combination of them. PKI plays a 
key role in security and authentication of users in a 
distributed environment like that of mobile cloud 
computing, cloud computing and wireless sensor 
network.  

F. Biometric Authentication  
 It is the process of validating if a user is whom he 

is demanding to be. There are three important factors 
of information security that are supported by biometric 

authentication. These factors include identification, 
authentication and non-repudiation. It is derived from 
the Greek word bios meaning "life" and metron 
meaning “measure". Recognition of an individual’s 
behavioral and physiological attributes provides the 
basis for this authentication technique. Besides, it is a 
strong authentication technique by providing the 
biological proof of what we are and what we know 
[11]. 

Biometric authentication is classified into two 
types: behavioral and physiological.  
• Behavioral biometric: It depends on the behavior of 

the user. In this type of biometric authentication, 
signatures, keystrokes and voice prints are used.  

• Physiological biometric: It is based on the physical 
characteristics of human. In this type of biometric 
authentication, hands, faces, iris, finger prints, 
palm-print and retina are used.  
     Palm-print is getting highly popular nowadays 

because this biometric modality is easy to capture and 
implement. It involves coarse lines which can be easily 
detected in the images that have been captured even by 
using low resolution camera. Moreover, it can be 
easily integrated into some already existing biometric 
recognition system because it does not require some 
special capture device. Thus it proves to be a perfect 
choice for implementation of multifactor 
authentication system. 

  CONCLUSION 

In cloud computing, security of data is the most 
important issue that needs to be addressed. Out of 
different techniques used for maintaining security and 
privacy for each communication process in a cloud, 
authentication technique proves to be an important 
factor. Actually, the authentication of user becomes an 
important issue in cloud computing in order to protect 
the critical information in cloud service providers. Six 
main authentication techniques i.e., username and 
password, MTM, multifactor, PKI, Single Sign On and 
biometric authentication together with their subsets are 
playing a marvelous role in maintaining the 
authenticity of the shared data in cloud, thereby 
enhancing the security which is the main loophole or 
issue in a cloud computing environment. 
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