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Abstract: Directed signature scheme allows only a designated verifier to check the validity of the signature issued to him; and at the time of 

trouble or if necessary, any third party can verify the signature with the help of the signer or the designated verifier as well. Due to its merits, 

directed signature scheme is widely used in situations where the receiver’s privacy should be protected. A multisignature scheme is digital 

signature schemes in which multiple signers are jointly generate a valid signature for an identical message. Based on the nature of applications, 

the multisignatures have been categorized into two types: serial and parallel. In this paper, we propose an ID-based Directed Serial Multi 

Signature Scheme (ID-DSMS) from bilinear pairings by combining the concept of multisignatures and directed signatures.  This scheme allows 

multiple signers to generate signatures on a message to a designated verifier such that the designated verifier can directly verify the validity of the 

signature issued to him. In case of necessary the designated verifier can prove the validity of the multisignature to any other party. We also prove 

that the proposed ID-DSMS scheme is secure against existential forgery under adaptive chosen-message attack and chosen-identity attack in the 

random oracle model by assuming that the CDH problem is hard. 

 

Key Words:  Multisignature, Directed signature, Bilinear Pairings, ID- based Cryptographic schemes. 

 

I. INTRODUCTION 

Digital signature is a cryptographic tool to authenticate 

electronic communications. A Digital signature scheme allows 

a user with a public key and a corresponding private key to 

sign a document in such a way that anyone can verify the 

signature on the document (using her/his public key), but no 

one can forge the signature on any other document. This self-

authentication is required for some applications of digital 

signatures such as certification by some authority. In most 

situations, the signer is generally a single person. However, in 

many cases the message is sent by one organization and 

requires the approval or consent of several people. In day-to-

day life, many legal documents require signatures from more 

than one party, e.g., contracts, decision making process, 

petitions etc. In such cases, the signature generation is done by 

more than one consenting person. 

To meet this requirement in the digital environment, 

cryptography provides a mechanism known as digital 

multisignature. Based on the nature of applications, multisigna 

tures have been categorized into two types: serial and parallel. 

In serial multisignature, a signer signs the message and sends 

it to the next signer for further processing; the next signer after 

verifying his predecessor’s signature, signs the received 

component. The serial multisignature generation is considered 

to be complete when the last signer signs. Many financial 

transactions require serial multisignatures and verification at 

each level. For e.g., in the maker-checker-approval concept, 

where maker prepares the transaction and checker ensures the 

correctness of the transaction for approval. This process need 

to be followed in a sequence such that every signer is forced to 

verify his immediate predecessor’s signature. In the case of 

parallel multisignature, the signature of each signer is carried 

out on the message itself but not on the signatures of the other 

signers. In order to complete the parallel multisignature 

generation, a designated clerk combines all the individual 

signatures after verifying them. Parallel multisignatures are 

useful in the organization where a flat reporting structure 

exists. Itakura and Nakammura [1] introduced the concept of 

multisignature. Since then, several schemes [2, 3, 4, 5, 6] for 

multisignatures have been proposed. 

An efficient digital multisignature scheme [2] based on 

DLP has been proposed in 1994, in which the length and the 

verification time of the multisignatures are both fixed. For 

RSA [7] based schemes, there exists no efficient 

multisignature scheme in the literature due to the module 

clashing problem [8, 9]. But many of the above multisignature 

schemes are proposed under certificate based public-key 

cryptosystems. One may note that the traditional certificate 

authority (CA) based public-key cryptosystems require large 

amount of storage and computing time to manage certificate 

life cycle [10].  

In 1985, Shamir [11] introduced the concept of identity 

(ID) based cryptosystem where a user’s public-key could be 

easily derived from his identity and user’s private key is 

generated by a trusted third party called PKG.  ID-based 

cryptosystems are advantageous over the traditional PKCs, as 

key distribution and revocation are simplified [12]. ID-based 

PKC setting can be a good alternative for certificate based 

public key setting, especially when efficient key management 

and moderate security are redesigned. Several ID-based 
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encryption schemes and signature schemes [13, 14, 15, 16 ] 

have been proposed. But, no practical ID-based encryption 

had been known for a long time. Ever since Boneh and 

Franklin gave a practical ID-based encryption schemes from 

Weil pairing [17] in 2001, several ID-based signature scheme 

based on pairings were proposed [18, 19, 20, 21].  Due to the 

nice property of pairings, all these schemes signature schemes 

are simple and efficient. 

However, there are so many situations, when the signed 

message is sensitive to the signature receiver. Signatures on 

medical records, tax information and most personal/business 

transactions are such situations. Signatures used in such 

situations are called directed signatures [22, 23, 24, 25, 26, 27, 

28].  

Consider the situations when the signed message requires 

approval or consent of several people and the signed message 

is sensitive to the signature receiver. To meet this requirement, 

it is necessary to combine the multisignatures with the concept 

of directed signatures. In this paper, we propose a digital 

signature scheme named as “An ID-based Directed Serial 

Multisignature from Bilinear Pairings”. The ID-based Directed 

Parallel Multisignature from Bilinear Pairings was proposed in 

[29]. To the best of our knowledge our scheme is the first ID-

based directed serial multisignature scheme using pairings. 

We use Hess’s ID-based signature scheme [20] as the base for 

our scheme.  The proposed scheme is secure against existence 

forgery under adaptive chosen message attack in the random 

oracle model assuming Computational Diffie-Helman Problem 

(CDHP)   is hard. 

The rest of the paper is organized as follows.  In Section 

II, we describe background concepts on bilinear pairings and 

some related mathematical problems. In Section III, we 

present our ID-based Directed Serial Multisignature Scheme 

(ID-DSMS). Section IV gives security analysis of the 

proposed scheme.  Finally, we conclude our work in section 

V. 

II. PRELIMINARIES 

In this section, we will briefly review the basic concepts 

on bilinear pairings and some related mathematical problems. 

A.  Bilinear Pairings 

Let 1G  be a additive cyclic group generated by P , whose 

order is a prime ,q  and 2G  be a multiplicative cyclic group 

of the same order .q  A bilinear pairing is a map 

1 1 2:e G G G× →  with the following properties: 

[a] Bilinear: ( ) ( ), , ,
ab

e aP bQ e P Q=  

for all 
*

1, and all ,
q

P Q G a b Z∈ ∈  

[b] Non–degenerate: There exists 1,P Q G∈  such that 

( ), 1;e P Q ≠   

[c] Computable: There is an efficient algorithm to 

compute ( ),e P Q  

1for all ,P Q G∈ . 

B. Computational problems 

Now, we give some computational problems, which will 

form the basis of security for our scheme. 

Let 1G  be a cyclic additive group generated by P , whose 

order is a prime ,q  assume that the inversion and 

multiplication in 1G  can be computed efficiently. We first 

introduce the following problems in 1G . 

[a] Discrete Logarithm Problem (DLP): Given two elements 

and ,P Q  to find an integer
*

q
n z∈ , such that Q nP=  

whenever such an integer exists. 

[b] Decisional Diffie-Hellman Problem (DDHP): For 
*, , ,

R q
a b c Z∈  given ,P  ,aP  ,bP cP  decide whether 

mod .c ab q≡  

[c] Computational Diffie-Hellman Problem (CDHP):  For 
*, , ,R qa b c Z∈  given ,P ,aP  ,bP  compute abP . 

We call 1G  a Gap Diffie-Hellman Group if DDHP can be 

solved in polynomial time but there is no polynomial time 

algorithm to solve CDHP or DLP with non-negligible 

probability. Such a group can be found in super singular 

elliptic curves or hyper elliptic curves over finite fields, and 

the bilinear pairings can be derived from the Weil or Tate 

pairings. For more details, see [17, 20].  

C.  Hess-ID- based signature scheme 

To prepare for our ID-DSMS scheme, we use the 

following ID-based signature scheme [20] given by Hess as 

the base. 

[a] Setup:  For a given security parameter l , the PKG chooses 

two groups 1 2,G G of prime order 2l
q ≥ with a bilinear 

pairing e and a generator 1P G∈ , as described in 2.1. He 

then selects 
*

R qs Z∈ randomly and computes the public 

key
pub

P sP= , also picks a hash 

function
* *

1 1:{0,1}H G→  and another cryptographic 

hash function 
* *

2:{0,1} .qh G Z× →  The PKG now 

publishes system parameters 

1 2 1, , , , , ,pubparams G G e PP H h< >and keeps  s< >  secret as 

master key. 

[b] Extract: For a given user’s identity
*{0,1}ID ∈ , the PKG 

computes 1 1( )
ID

Q H ID G= ∈ , and 1ID ID
d sQ G= ∈ . 

PKG returns 
ID

d as user’s private key. 

[c] Signature Generation: To sign a message
*{0,1}M ∈ , 

using the secret key
ID

d , the signer chooses an arbitrary 

*

1 1P G∈ and picks a random integer
*

q
k z∈ . 
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Then signer computes     

       

1

1

( , ) ,

( , ) ,

.

k

I D

R e P P

V h M R

U V d k P

=

=

= +

 

The signature on message M is 
*

1( , ) qU V G Zσ = ∈ × . 

[d] Verification:  On receiving a message M and signature 

( , )U Vσ = , the verifier computes  

1. ( , ) ( , )V

ID pub
R e U P e Q P= −  

2. Accept the signature if and only if ( , )V h M R= . 

III. PROPOSED SCHEME 

In this section, we propose an ID-based Directed Serial 

Multisignature Scheme based on the Hess-ID-based signature 

scheme. In our ID-DSMS scheme, the set of n signers with 

identities { }1 2, ,...,
n

IDs IDs IDs  sequentially generates their 

individual signatures on the given message M and the final 

signer sends it to the designated verifier IDv . The designated 

verifier can directly verify the multisignature issued to him. In 

case of necessary, any third party can verify the validity of the 

multisignature. Our ID-DSMS scheme consists of the 

following five phases: System Setup, Key Extraction, 

Multisignature Generation, Direct Verification, and Public 

Verification. 

A. System Setup  

For a given security parameter l , the PKG chooses two 

groups 1 2 and G G  respectively be additive and multiplicative 

groups of prime order 2 l
q ≥ with a bilinear pairing 

1 1 2:e G G G× →  and a generator 1P G∈ , as described in 2.3.1. 

PKG then selects randomly 
*

R qs Z∈  and computes the public 

key pubP sP= , also picks cryptographic hash functions 

* *

1 2 1, :{0,1}H H G→  and 
* *

2:{0,1} .qh G Z× →  The PKG now publishes 

system parameters as 1 2 1 2, , , , , , ,pubparams G G e P P H H h< >and 

keeps secret  s< >  as master key. 

B. Key Extraction 

Let I={ }1 2, ,..., nIDs IDs IDs be the set of n signers. Each 

signer in I sends his identity
i

IDs to PKG to get his private 

key 
i iIDs IDs

d sQ= , where 1( )
iIDs i

Q H IDs= . 

The key extraction phase requires secure channel for the 

PKG to deliver the private key of signers. This can be 

overcome efficiently by the secure key issuing protocol 

proposed in [30]. 

C. Multisignature Generation 

In this phase, a signer signs the message M and sends it to 

the next signer for further processing; the next signer after 

verifying his predecessor’s signature, signs the received 

component. The multi signature generation process to be 

complete when the last signer 
n

IDs  signs the received 

component from 1n
IDs − . Thus n signers with identities 

{ }1 2, ,...,
n

IDs IDs IDs  sequentially generate the multisignature 

and the last signer 
n

IDs  sends it to the designated 

verifier IDv .  To have a Multisignature on message M, 

without loss of generality, we present it is the following 

stages. 

[a] Signature Generation by First Signer To sign a 

message M, the first signer  

1IDs  Picks two random integers 

*

1 1, qk r Z∈ And computes 

( ) 1'

1 ,
k

U e P P= , ( )
1 21 1,IDs IDsL e d rQ= ,  

11 1 IDsR rQ= . Set '

1 1U U= .  

Also he computes ( )1 1 1,V h t U= ,  

Where  ( )1 2 1, ,t H M L=  and then  

11 1 1I D sW V d k P= + . 

The signature by the first signer is the tuple 
1 1 1( , , )W V R  

which he sends to the second signer 
2IDs along with the 

message M. 

[b] Verification and Signature by Immediate (
th

i ) Signer  

The 
th

i  signer verifies the signature  

( )1 1 2 1 1, , ,...., ,i i iW V V V R− − −
 Received from   

( 1)th
i −  Signer by computing   

( )
1

1 1

1

, ,
j

i

i i j IDs pub

j

U e W P e V Q P
−

− −

=

� �
= −� �

� �
�  And  

( )( )1 2 1, ,
ii ID s i

t H M e d R− −= . 

The signature is accepted if and only  

If ( )1 1 1,i i iV h t U− − −= . 

For generating his signature, the 
th

i  signer 
i

IDs  picks 

two random integers  
*,

i i q
k r Z∈  And computes 

( )' , ik

i
U e P P= , 

( )
1

, ,
i ii IDs i IDs

L e d rQ
+

= .
ii i IDs

R rQ=  

Set
'

1i i iU U U −= . Also he computes 

( ),i i iV h t U= , where    

( )2 , ,
i i

t H M L=  and  

Then 1 ii i i IDs i
W W V d k P−= + + .   
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He then sends the partial multisignature 

( )1 2, , ,...., ,
i i i

W V V V R  to the  ( 1)th
i + signer. 

We may note that 
th

i signer can’t generate his signature 

without verifying the signature of  ( 1)th
i −  signer, as it 

requires the extraction of 1i
U −   from  the predecessor’s 

signature  ( )1 1 2 1 1, , ,...., ,
i i i

W V V V R− − − .  

This ensures the forced verification. 

[c] Verification and signature by final (
th

n ) signer 

The
th

n signer 
n

IDs  verifies the signature   

( )1 1 2 1 1, , ,...., ,
n n n

W V V V R− − −
 Received 

From ( 1)th
n −  signer by computing 

( )
1

1 1

1

, ,
j

n

n n j IDs pub

j

U e W P e V Q P
−

− −

=

� �
= −� �

� �
�  

and ( )( )1 2 1, ,
nn IDs nt H M e d R− −= .   

The signature is accepted if and only if  

( )1 1 1,n n nV h t U− − −= ] 

The last signer (
th

n  signer) 
n

IDs   generates his 

signature to a designated verifier IDv . For this 
n

IDs  selects 

two random integers 
*,n n qk r Z∈  and computes 

( )' , ,nk

n
U e P P=  

( ),
nn IDs n IDv

L e d r Q= , 

.
nn n IDs

R r Q=   

Set 
'

1n n n
U U U −= . 

Also he computes ( ),
n n n

V h t U= , 

where ( )2 , ,
n n

t H M L=  and 

1 nn n n IDs n
W W V d k P−= + + . 

He then sends the final multisignature 

( )1 2, , ,...., ,
n n n

W V V V Rσ =  along with the message M 

to the designated verifier
V

ID . 

D. Multisignature Direct Verification 

On receiving a multisignature 

( )1 2, , ,...., ,n n nW V V V Rσ = along with the message M, the 

designated verifier 
V

ID verifies validity of the signature. For 

this 
V

ID computes ( )
1

, ,
j

n

n n j IDs pub

j

U e W P e V Q P
=

� �
= −� �

� �
�  

and ( )( )2 , ,
n IDv n

t H M e d R= .  

The designated verifier
V

ID  accepts the signature if and 

only if ( ),
n n n

V h t U= . 

E. Multisignature Public Verification 

Given a multisignature 

( )1 2, , ,...., , ,
n n n

W V V V Rσ = signers 1 2, ,...,
n

IDs IDs IDs , 

designated verifier 
V

ID   

and message M, to enable a third party T to verify it, either the last 

signer 
n

IDs  or the  designated receiver
V

ID  provides an  

( ), .
vn ID nAid L e d R= =  

Then T computes ( )
1

, ,
j

n

n n j IDs pub

j

U e W P e V Q P
=

� �
= −� �

� �
�     

and ( )2 ,
n

t H M Aid= .  

T accepts the signature if and only if 

( ),
n n n

V h t U= . 

IV. ANALYSIS OF THE PROPOSED SCHEME 

In this section, first we show that the correctness of the 

scheme and then we discuss security analysis of our ID-

DSMS. 

A. Proof of correctness 

The following equations give the correctness of     the 

scheme. 

( )
1

, ,
j

n

n j IDs pub

j

e W P e V Q P
=

� �
−� �

� �
�    

1 1

, ,
j j

n n

j IDs j j IDs pub

j j

e V d k P P e V Q P
= =

� � � �
= + −� � � �

� � � �
� �       

1 1 1

, , ,
j j

n n n

j IDs j j IDs pub

j j j

e V d P e k P P e V Q P
= = =

� � � � � �
= −� � � � � �

� � � � � �
� � �

1 1 1

, , ,
j j

n n n

j IDs pub j j IDs pub

j j j

e V Q P e k P P e V Q P
= = =

� � � � � �
= −� � � � � �

� � � � � �
� � � =

1

,
n

j

j

e k P P
=

� �
� �
� �
� = ( )

1

,
jkn

j

e P P
=

∏ '

1

n

j

j

U
=

= ∏ n
U=  

B.  Security Analysis for our ID-DSMS 

In this section, we will analyze the security of our ID-

DSMS scheme from existential forgery under adaptive 

chosen-message attack. Informally, an existential forgery in 

ID-DSMS scheme refers to that the adversary attempts to 

forge an ID-DSMS of messages and identities of signers at its 

choice.  In 2004, Bellare et al. [31] proved that the basic 

identity based signature scheme (Hess) [20] is secure against 

existential forgery under adaptive chosen-message attack and 

adaptive chosen-identity attack in the random oracle model. 

The two hash functions 1H  and 2H  which are used in our 
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proposed scheme will be treated as random oracles in the 

following security analysis. 

 

Theorem 1: The proposed ID-DSMS scheme is secure against 

existential forgery under adaptive chosen-message attack and 

chosen-identity attack in the random oracle model. 

 

Proof: Let 
ID DSMS

A − and 
IBS

A  be polynomial-time 

adversaries of our proposed ID-DSMS scheme and the basic 

IBS (Hess) scheme, respectively. We can prove this theorem 

according to [31]. The main idea is that if the adversary 

ID DSMS
A −  can forge a valid multisignature on an arbitrary 

message M without interacting with the honest signer, then the 

adversary 
IBS

A  can also forge a valid basic signature on 

message M of an honest message signer. 

We now describe the detailed proof as follows. The 

adversary
IBS

A  chooses an identity ID and requests the hash 

oracle and signing oracle of any message. 
IBS

A  will run 

ID DSMS
A − to simulate a single honest signer. When 

ID DSMS
A −  

wants to get a valid directed multisignture, it runs of sign 

oracle for
IBS

A ,
IBS

A  simulates
ID DSMS

A − ’s random hash 

oracle using its own oracle.  
IBS

A  will then request the 

signing oracle with the identity of honest signer ID and the 

corresponding message. The signing oracle will generate the 

output to 
ID DSMS

A − .  It is easy to know that the output of 

ID DSMS
A −  is a valid directed multisignture (a successful 

forgery for message) as long as the answer from 
IBS

A  is a 

valid signature. However, according to [31], no valid basic 

identity-based signature can be generated from
IBS

A . 

Therefore, our proposed ID-DSMS scheme is secure in the 

random oracle model. 

 

Theorem 2: The proposed ID-DSMS is really a directed 

signature. 

 

Proof: To verify a multi signatureσ , an 

( ),
vn ID n

Aid L e d R= =  must be available. Therefore, only 

the designated verifier can verify its authenticity due to his 

private key
VID

d . As far as a third party T is concerned, to 

compute Aid is equivalent to solve the CDH problem. 

However, when third party T holds Aid with the help of the 

last signer or the designated verifier, he can easily verify the 

multisignature. Hence our proposed ID-DSMS scheme is 

actually a directed signature scheme. 

V. CONCLUSION 

We proposed an ID-based Directed Serial Multi Signature 

Scheme (ID-DSMS) from bilinear pairings by combining the 

concepts of multisignatures with directed signatures in the ID-

based setting. This scheme allows multiple signers to generate 

multisignature to a designated verifier. The designated verifier 

can directly verify the validity of the multisignaute and he can 

prove the validity of multisignature to any third party 

whenever necessary. Our scheme requires a forced verification 

at each level, avoiding the overlooking in verifying the 

signature of the predecessor. Also our scheme is efficient in 

the sense that the verification time of multi signature is same 

as the verification time of a single signature. This scheme is 

applicable when the message requires approval of several 

people and the signed message is sensitive to the receiver. We 

have proved that the proposed ID-DSMS scheme is secure 

against existential forgery under adaptive chosen-message 

attack and chosen-identity attack in the random oracle model 

with the assumption that the CDH problem is intractable. 
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